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Chapter 1

Intrusion Detections in Collaborative
Organizations by Preserving Privacy

Nischal Verma, Francois Trousset, Pascal Poncelet andrilMasseglia

Abstract To overcome the problem of attacks on networks, new IntruBietec-
tion System (IDS) approaches have been proposed in recert. yehey consist in
identifying signatures of known attacks to compare themacherequest and de-
termine whether it is an attack or not. However, these mettasd set to default
when the attack is unknown from the database of signatumsally this problem
is solved by calling human expertise to update the dataldasgrmtures. However,
it is frequent that an attack has already been detected hj@narganization and it
would be useful to be able to benefit from this knowledge tachrthe database of
signatures. Unfortunately this information is not so easglitain. In fact organiza-
tions do not necessarily want to spread the informationttiegt have already faced
this type of attack. In this paper we propose a new approaufirigsion detection
in a collaborative environment but by preserving the pyvafcthe collaborative or-
ganizations. Our approach works for any signature that neayiiitten as a regular
expression insuring that no information is disclosed orcthreent of the sites.
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1.1 Introduction

The fast growing computational Grid environments has iased risk of attack and
intrusion. Thus misuse detection has become a real conmecoihpanies and orga-
nizations. Whereas earlier attacks focused on Web seryechwere often miscon-
figured or poorly maintained, the most recent ones take ddgearof Security ser-
vice and Web application weaknesses which become morenallleg6, 5, 3]. To
overcome this problem, new approaches called Intrusioedlien Systems (IDS)
have been developed. Installed on networks, they aim tyaaalaffic requests and
detect malicious behavior (eg Prelude-IDS, Snort). Theylmclassified into two
broad categorie.g.[11, 12]): theAnomaly Detection Systemdich attempt to
detect attacks and th&buse Detection Systemsich detects unknown comporte-
ment so callecabusefrom a specification of allowed ones. Within this paper, we
particulary focus on anomaly detection. Their principlestho consist of match-
ing new requests which signatures of attacks representeegatar expressions.
For example, an attack which seeks to recover the passwerdffa systemd.g.
abc/../del..l..l../fgl../etc/passivthay be detected by matching with the following
regular expressiofi[” ./]*/..)*/etc/passwd These signatures are often obtained by
using machine learning techniques or from specialized ¢tg.OSVDB [2])

Even if these systems are widely used today, the essentiblgm is that they
do not know how to manage attacks outside their own signatatabase. When
a request is not recognized by the IDS, an alarm is triggeve@dquire external
valuation.

Recently approaches called Collaborative Intrusion DetecSystems (CIDS)
(e.q0.[1, 15, 8, 10, 14]) have been proposed. In comparison witlatsd IDS, CIDS
significantly improve time and efficiency of misuse deteasity sharing informa-
tion on attacks between distributed IDS from one or more mggdions. The main
principle of these approaches is to exchange informatiamgyseer to peer links.
However the exchanged information are mostly limited to dErasses of requests
(e.g0.[1, 8, 10]) and consider that data can be freely exchangedagrtiee peers.
The last constraint is very strong: companies, for reasbosmfidentiality, do not
want to spread out that they were attacked and thereforeravdling to give any
information on it. In this article we propose a secure calaive detection ap-
proach, called 8eExM (Secure Regular Expression Mappjng/hich ensures that
private data will not be disclosed. Via our approach, regeakoressions from the
various collaborative sites can be matched without digadpany information from
the local IDS to the outside. Collaborative sites are fre@aok with signatures of
attacks or non-attacks and may give information on the tyfpetasion detected.
Thus, when new request is checked, the response will be ontisfan attack
(with its type if available), it is a non-attack, or undefin@dhone of the IDS data
leads to a positive or negative conclusion). To our knowdedgry few studies are
concerned with this topic of security in such collaborateironment. The only
works [13, 10] consider both collaborative and securityea$p In its context, secu-
rity mainly concerns information on IP addresses and ptirtsses Bloom'’s filters
to manage data exchanges. Our problem is different in thatvant to exchange
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data,i.e. more complex than IP addresses and ports. In fact we wantsctapge
and parse regular expressions on the full request.

The article is organized as follows. In section 1.2, we pnetiee problem. An
overview of our approach is given in section 1.3. The varialgorithms are de-
scribed in section 1.4. Finally section 1.5 concludes ardgmts various perspec-
tives.

1.2 Problem statement

DB is a database such B8 = DB;|J DB; ... [JDBp. Each databadeB; is equiv-
alent to a tuple< id, Sexp > whereid is the identifier of the database aBgk, is

a set of regular expressions. Each regular expressipne Sep is expressed as a
deterministic automatore(g.[7]) by the tupleaexy =< StateTrans Init,Final >.

In this tupleaexy, Stateis the set of states of the automatbmit is the initial state,
Final is the set of final states afittansis the set of transitions. Each transition is
a quadruplefSnitial, Condition Sginal, Length meaning that if the automaton is
in stateSitiay and thatConditionis checked then automaton current state changes
to Sginal @and move the current position in the filtered string of the ama@iven by
Length In our approach, we also associate a value to each final $tatevalue is
used to specify whether or not it is an attack (boolean 0 dout)may also provide
the type of the attack (integer).

Example 1 Consider the following regular expression:»(Jf/..)*/etc/passwd. Its
associated automaton is described in Figure 1.1. The léfets the matrix of tran-
sitions where Conditions are indexes in the second tableiwtontains the effective
patterns to be matched with the request string. For exanplmove from stategS
to final state F, we have to check that the request string aectiposition contains
the word “passwd”.

Definition 1 Given a databaseB = DB, |J DB; ... | JDBp and a request string,
the securized approach in such a collaborative environomrsist in finding a reg-
ular expressiorxpfrom DB such thatmatchindexp R) = TRU E while ensuring
that none of the database®; provide any information from its content to anyone.

1.3 TheSREXM approach

This section will provide an overview of the secure architee SREXM (Secure
Regular Expression Mappipglt is to answer the problem of privacy preserving
in a collaborative environment. Inspired by the work of @jis architecture offers
the advantage of achieving the various operations whilarémgthat neither party
may have access to private data contained in the initiabdats. In addition to the
client siteSwhich is responsible to provide the request to be testedrittgtecture
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| | cond |Si|1| | cond /
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Fig. 1.1 Automaton associated to the Regular Expression
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Fig. 1.2 General Architecture of €ExM

requires four non-collaborative and semi honest sitestf@y follow the protocol
correctly, but are free to use the information they havesotdld during the execution
of the protocol. These independent sites collect, storeegalliate information in a
secure way. The different functions provided by these sites

e The Control Site CTRL CT RLis used to rule the various operations needed to
match the regular expression. To do this, it interacts withttvo non colluding
sitesNC; andNG,.

e Non Colluding SitesNC; and NGC,: These two symmetric sites collect garbled
data from all databases as well as the garbled request tatee teomS. Under
the control ofCTRLand by interaction witiPS they perform several secure



lirmm-00430642, version 1 - 9 Nov 2009

1 Intrusion Detections in Collaborative Organizations lbggerving Privacy 5

operations in order to insure that none of them will be ableater any of the
intermediate results or the final result which is returnesit®S.

e The Processing SitdPS This site is used both b)MC; andNG, to process, the
various operations needed, in a secure way. Nk andNGC,, PSalso cannot
deduce any pertinent value of intermediate or final resolnfthe data it pro-
cesses.

The exchange of data between the different sites is done ibg tise secure
methodSENDP(v|v)’ which sends the vector of bits V=@ v to NC; andNG,. It
is defined in order to sendto NC; andv to NG, (or vice versa). A random vector
Ris used for secure transmission such that R andv =V & R. This method is
used in particular to send the data from the databB&psand to send the request
from site S. Thus, the process described in figure 1.2 starts in thewollp way.
First, the siteS sends its request tdC; andNG, using theSEND® method (See
arrow number 1 in figure 1.2). More precisely, the requreist taken in its boolean
form: a vector of bits. A random vector of bifs is then generated with the same
size as the requeBto compute the new vectdlr = ARGR. Zr is sent toNC,
andAgr to NG, (or vice versa). Each databad8; decompose the transition matrix
in three tables: the first contains the transitions of the@maton, the second the
conditions and the third the lengths of the shifts. To endbéetransition matrix,
the indexes of these tables are randomly mixed. The dataffiasstesend the table
of transition toCTRL, then, usingSEND?, the associated tables of conditions and
lengths are sent tNC; andNG; in the same order of indexes as the one used when
sent toCT RL(See arrow number 2). From this point, the computation of¢lg@est
is done under the control &T RL Via theNCOMPARE, it will ask NC; andNG,
to test the condition of indekfrom the table of conditions (See arrow number 3).
At this point,NC; has part of the request to be testegart of the conditiorsTr
and the current positioposin the requesR. In the same way\NG, hasr, sTr and
the positionposin the request. TheNC; et NG, just have to extract the substring
of the request starting at positiggpsand of same length the string to compare

(sTR or sTR). The next step consist in the comparison of the two string $ecure
way. This is performed by sending requested daR3asing theNCMPS protocol
(See arrow number 4). Under completion, the result of thepayison is divided

in two parts, one is owned bBMC; and the other byNG, such that none are able
to infer its real value. Both parts are then securely retito€€T RL(see arrows 5
and 6) which uses the result to change the state of the autamBe process is
repeated under control @T RLunless the automaton is ended (it moves to a final
state of the automaton or the request does not match). Tioa aftmaintaining the
position posin the request is done b T RLthrough the secure operatibdNCR®
whose aim is to shift the position according to the displaeeintength associated
with the transition. This is done by sending the index in tigd of lengthes tdIC;
andNG; that will update the value gfos When the automaton reaches a final state,
CTRLor matching of the request fail§ T RLaggregates the results (attack, non-
attack, unknown) using the secure mettRBGRE GATE. The aggregated result
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is split betweeMNC; andNG, and kept while data has to be performed on the same

request. At the end of the process, the final aggregated ies@nt taS.

1.4 The Secure Algorithms

In this section, we present the various algorithms use@k|x®1 approach. In order
to simplify writing, we consider the following notationset(x|x) < hS(v;...Ya|v;...Yn)
be a tripartite computation of any functibf betweerNC;, NC, andPSwhereNC;
owned some of the entries...v, and gets part of the resuttand similarlyNG,
owned some of the entries...y, and gets part of the result The final result is
obtained by applying the binary operator XO®) betweernx andx. However, this
does not mean th&C; sends exactlﬁ...\?n to PSan receives the resultfrom PS

In fact, NC; garbles its inputs, ...y, by adding random noise and gets.y; which
are securely sent 8S Similarly, NG, sends its garbled inputs RS At the end of

the process, both sites receive a part of garbled result RSifnespectivelyy and

x/). This intermediate result may now be used as input of furtbenputation. We
will also use the following simplifications:

1. g5(%,¥]%,y) < g5(x[xV]y)
2. SihS() is a 2 argument function thdms(%l, . -,fn|>21, -+, %,) Will correspond to
hS(hS(- - hS(hS(Xy, X X0, %) XalXa) )3 X %)

1.4.1 The Algorithm NCOMPARE

Algorithm 1 : Algorithm NCOMPARE

Data: (i|i) The index of the condition to be tested is senite; andNG, by CT RL

Result (b|b) two booleans such that=1, & is false wherST R matches the substring
starting a current position of the request. Otherwise, titis.

1. NC; ccomputed en; = length(sTr); NG, ccomputed er = length(sTR).
/I By definitionLery = Lerp

2. If ((pos+Len > length®r))——(pos+Lemn > lengthRr)) )
then return(b|p) = (1/0)

3. NC; computess = Rpos- - Rpos: Len; - 1

4. NG, computess = Rpos® * *RpostLen, — 1

5. compute(b|p) = NCMP3(§|s) usingPS NC; andNG,.
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The evaluation of the conditioNCOMPARE(Str|Str) (See Algorithm 1) asso-
ciated with a transition is controlled by the control@@F RL It sends the indek
of a string in the table of conditions t§C; andNC,. ThusNC; only hold the part
str andNG, the other pargTr such that the real string BTR = str@ sTR. Each

NC; andNG; sites also holds its part of the requésig) and the current position in
the requestfjoy. After extracting the substring of the requ&starting at position
posand of same length witBTR, the comparison is performed VMCMPS. The

operatoNCMPS(s,, s,|s1,5,) — (b|b) (See section 1.4.4) compares two sequence of

bits of same lengts; = &, &5, andS; = &, @'s, and returns a boolean valbe= b & b
such thab is false if S, andS; are identical and otherwise true. The final result is
returned taCTRL

Complexity:The complexity oNCOMPARE is same as the one &fCMPS (see
section 1.4.4).

COMPARE does not allonNC; or NG, to get knowledge on the result of the
comparison. They can only deduce the length of left part efréfyuest which have
been successfully matched by the automaton (in fact theevafiypog. But even
if they could obtain the list of strings that has been matchertessfully, as they
only hold random data in the table of condition, they can onfgr that a random
sequence of lengtposhas matched the beginning of the request. However, they
can not deduce neither whether the filtering was successhdtmor the value as-
sociated with the final state in case of successful filterikigthe level of CTRL
no information on the length of the filtered part of the queay de inferred. In-
deedCT RLhas no access to the real data (request, condition strizygthes). It
only knows indexes. The only information it can obtain is pfah followed by the
automaton to provide an answer.

1.4.2 Thealgorithm INCRS

The requesR to be tested is split betwe®C; andNG,, in a secure way. The start-
ing positionposis known by botiNC; andNG,. Any modification to this position
is controlled byCT RLvia the INCRS(len|len) operation. When the automaton is
sent toCT RLand data toNC; andNG,, these two also receives a table with indexes
aleatory sorted and which contains the lengths of movemehtsgoal of this sort
is to avoid any direct correspondence between the indexraditions and lengths.
The INCRS method just sends the index to be usedt® andNGC, and each one
updates the positioposaccording to the value found in the table.

When an increment is triggered T RL there is no way foNC; or NG, to
know which condition had activated it. In fa€f RLmay execute unnecessary com-
putation. OrCT RLside, neither the information of the length may be availaiole
inferred as it knows only indexes.
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1.4.3 The algorithm AGGREGATE

Aggregation of results simply consists to securely rethmfirst valid result ob-
tained byCT RL, i.e.when an automaton has matched the request and lead in a final
state. The objective AGGREGATE is to conceal fronNC; andNG,, the fact
that an automaton has filtered the request (and associalieelWg) or not. This
is done by setting a state bit to 1 if the automaton has filtéhedrequest and 0
otherwise. Depending on the value of this bit, the inforoastored in the accu-
mulator betweerNC; and NG, will be either the value of the final staW¥; or a
random vector. The implementation®GGRE GAT E require the secure operators
VS(s1,$ls,s) — (Vv) andAS(s;, s/s1,s,) — (V[v) which implements respectively
a secure computation of bitwise operators OR and AND on veabbits of same
length & and$;) and returns the sequente At the end of the process $RM,
NC; andNG, both sends the value of their part of the accumulator to tieatcsite

S. Finally Shas just need to take XOR of the received values to get thé.resu

For each regular expression (automaton), the valjeassociated with final
states are encoded with random numbRrandR, by computingV; = Vs ® Ry &
R>. CT RLknowsW;, NC; knowsR; andNC, knowsR,. We consider that the length
of Wk is identical in all databases.

Algorithm 2 : Algorithm AGGRE GATE

Data: Y =y & of lengthn+ 1 whose first bit is the bit of state set B RL

Il A anda are the aggregated values respectively keplBy andNG,.
/I n+1is the length of A.

1. NC; computes = v @ ORy; NC,computes = v & ORy;

2. Yk e 1..n NG ,NG, andPScompute

(Blze) = AS( V(Zo Adzos ) i V(20 220,24 )

Property 1 AGGREGAT E prohibits NG and NG to access the value stored in
the accumulator. They even do not know if the value storelderatcumulator has
changed or not.

Proof: The data{h?) held byNC,; andNGC, are randomized b€ TRL It is there-
fore impossible to know the value &f and obviously that of (i.e. the state bit
indication whether the automaton has reached a final statetprAs operatory/S
and AS returns values garbled with random noise, from the pointiefiwof NC;

(respectivelyNG,) the received valug (respectivelys) is pure random and thus in-

dependent from the values vfanda (respectively anda). In particular, although
NC; andNG, know the initial value ofA (0 at the beginning of the process), it is
impossible for them to deduce whether this value has beemgeuaor not, once
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AGGREGATE has been used.

Complexity:The methods/S and AS are used @+ 1 andn times respectively on
one bit. By reusing the complexity of operatdfS andAS (see section 1.4.4NC,
and NG, therefore perform 34+ 12 binary operations, generata -6 2 aleatory
bits, send 18+ 4 bits and receive 10+ 4 bits (including parameterdpSperforms
12n-+4 binary operations, generatas-81 aleatory bits, receives h2- 4 bits (h+

2 from NC; andNG, each) and sends6+ 2 bits (:1+ 1 to NC; andNGC;, each).
Obviously this has to be compared with the length of inpats L bits).
RemarksThe two mechanismisufferization of data sent by the databaseslag-
gregation of resultdulfil databases anonymization. Indeed, even if the cliemt ¢
identify which databases are sending datar& @V, it can not infer the one which
gave the final result. The aggregated value may be returrtbd tient immediately
after a valid match. However, in this cadéC; andNG, are able to infer the identity
of the database who gave the answer. To improve the anontjomizd is neces-
sary to wait, for example until each data from all database® lbeen processed.
Meanwhile this approach is secure, but it is unfortunatelyaffective because too
expensive in term of time. To minimize time cost, we can nefnatermediate val-
ues to the clients each tinmeresults are aggregated which lower the time overcost
to n/2. In fact both anonymization mechanisms have differentscalse buffering
essentially introduces space cost while aggregationdntes computing time cost.
It is of course possible to mix the two mechanism and adagrmpaters to adjust
anonymization process according to the needs and beardite ¢

Algorithm 3: The AlgorithmAS

Data: (x,Y|x,v) vector of bit/s are such thatandy are inNC;, andx andy
are inNG

Result (ARBR) is such thabR @ BR = (x & x) A(Y & Y)

1. NC; andNG, mutually generate and exchange four random vectors oRits
Ry, Re andRj such thats, = X@Ra v =VBR. X = xPDRs and
Y =vOR,.

2. NC; sends¢ andy’ to PS

3. NG, sendsg andy’ to PS

4. PScomputeg = x' Ay’ andc = y' A\ x’ and generates a random vector of bit/s
Rps.

5. PSsendsihs = ¢ @ Rpsto NC; andBpg = c@ Resto NG,.

6. NC; computesAR = AL B (x AR) B(YARs) B(XAY) D(RsAR,)

7. NG computes8® = BB (X ARy) D(YARa) B(XAY) B(RaARG).
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1.4.4 Thealgorithms NCMP®, AS and \/°

In this section, we define three algorithms used to implertrensecure operator for
string comparison, the basic principle of these algoritisns add uniform random
noise to the data which could be deleted from the final result.

The AS protocol begins withNC; and NG, who modify their data by doing
XOR them with random values (see step 1 in algorithnN{; and NG, share
these random values (also see step 1). Garbled data areahértaPS (step 2
and 3) which is now able to compuig in a secure way (step 4). In fadgS
gets only garbled inputs indistinguishable from random ametlated to each oth-
ers and thus calculates random values from its point of vVievavoid NC; and
NG, from inferring the final result, it does XOR with random notsethe values
it calculates before sending them backN€; and NG, (step 5). NowNC; and
NG, may both obtain their part of the final result by removing thadom noise
they added on step 1 (see step 6 and 7). The final result isnebtdiay comput-

ing ARDBR = ApsD(x\Rs) DY ARe) DX AY) D(Re ARL) DBpsD(x AR,
D(ARa) B(x AY) B(RaARg) 0 Abs®Bps = (x ARG) DY AR)B(XAR)
B ARa) BXAVBKXAY) B(RaARs) B(Re ARy) D Res® Res

Using the property of the XOR operat®®p R = 0, we get the desired result:
ARBBR=x AYBXAYXAY BxAv. Which is a re-written form ofx B x) A (Y Bv).
However, this operation is never performed by the non colative sites and the
final result is kept shared betwelIC; andNG,.

The \/S protocol is identical to the\°® protocol except for the last two steps
(steps 6 and 7) performed INC; andNG,. Thus we get the final resusR @ BR =

B(xARs) B(YARs) BxBY B(XAY) B(Re ARy Bc DX ARy B(YARa)

GBXEBY B(x A\v) B(RaARg). This reduce to the desired resldf @ BR = x Dy
DHAY) BXAY) DXBY BKXAY) B(XAY).

Which is a re-written form ofx & x) V(Y &v).

Algorithm 4 : The algorithmy/S

Data: (x,Y|x,Y) vectors of bits such thatety belongs taNC;, x andy
belongs taNG;.

Result (AR|BR) is such thabR@BR = (x P x) V(Y D).
1..5. These steps are same as initial 5 stegs>dfinction.

6. NC; computesAR = ALB (X ARs) D(Y ARs) DX DY DB (X AY)D(ReAR)).
7. NG, computeBR = Br @D (x ARy) D(YARa) BXDYD(XAY) D(RaARp).

Property 2 AS and\/S forbid NG, to gain any information of private data of NC
(and vice versa). Moreover, the PS learns none of their peiv@puts.

Proof: From the protocolByg s the only value thalC, can learn from the private
data ofNC;. Due to the noiseRps, added byPS NG is still not able to deduce
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the values of or v. As the roles ofNC; andNG; are interchangeable, the same

argument holds foNCy, not able to learn the private inputsor y of NC,. How-
ever, one key security aspect of not leaking any informatiioRS is achieved by
randomizing the inputs before transmitting them to the Pssing Site. Due to the
randomization performed during the initial step, it juders a stream of uniformly
distributed values, and cannot distinguish between a gerand a random value.

Complexity: Length of bit vector is For the operatof\S, NC; andNGC, each per-
forms 10 binary operations (9 and 47). \/S does two morép that means 12 binary
operations. For both operatdd&; andNG, generate 2 random bits, exchange 2
random bits and send:21 bits toPS PSgenerates 1 random bit and performs 4
binary operation (2D and 2/\) and returns 2 bits tdlC; andNG, each.

The NCMP5() method compares two vectors of bits by using the seglite
method. The result dICMP5() consists of 2 bits. One is sent&C; and the other
is sent toNG,. XOR of these two bits is O if the vectors are similar, otheenl.

Algorithm 5 : The AlgorithmNCMP®
Data: Half part ofV andW is owned byNC; and the other part is owned by
NG
Result (R|r) is such thak@r=0if V =W else 1
1. NC; computesK < v &w whereX = (X1, Xo,--+,X) andl is the length of
vectorV andW.
2. NG, compute¥ — v &w whereY = (Y1,Y2,--+,Y{).
3. (RIR) — ORP(Xe, Xg, -+, XY, Yo, ¥)

Complexity: Length of bit vector is |: CMiRexecutes @ operations antl— 1 \/S.
ThusNC; andNGC, compute 18— 12 binary operations, generate-22 aleatory
bits, receive #— 3 bits (including inputs) and sendl 5 4 bits (including the result).
On PSside, PS computes B— 4 binary operations, generates 1 aleatory bits,
receives #— 4 bits and sendsl 2- 2 bits.

Property 3 NC; and NG gain no information of the real values which are com-
pared and of the result of the comparison.

Proof. The input data sent thlC; andNG, are garbled with random values. Thus
they cannot distinguish them from random values. In the samg all values re-
turned by\/S are also garbled with unrelated random bits. TN@ andNGC; only
gets random values and then cannot infer the actual valubs afputs or results. If
PSkeeps history of intermediate results, it might deduce & gfahe aleatory bits
that were used to encode its results seril@ andNC2. However, this gives no
information of actual data.
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1.5 Conclusion

In this paper, we proposed a new approach of secured intrastection in a col-
laborative environment. Via our approach an applicatiom ese knowledge from
foreign databases to identify whether a request corresptmnan attack or not. We
have demonstrated that the proposed architecture ensaed ts impossible to
identify which database has given the answer and that notieeafiternal compo-
nents of the architecture can infer knowledge on the daéshaon the request from
the data they got. Our approach may also provide the typeeddttiack when they
are specified in the databases. Our current work concerrtullg ef the removal
of the fourth semi-honest siteT RL by trying to dispatch its proceedings on the
automaton on the three other ones. In parallel, we try to @avgthe management
of the automatoni . introduce more powerful comparison operators).
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