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ABSTRACT the security of SE is always lower as compared to full en-

The traffic of digital images has grown rapidly in the Inter- cryption. So, the reasonable utilization of SE should be
net. Security of image becomes important for many sectorévestigated thoroughly in order to decide whether its use
mainly for medical applications. Nowadays, the transmissios appropriated for the environment and confidentiality re-
of medical images is a daily routine, especially over wirelesgluired [5] . The JPEG is a commonly used standard method
(battlefields, traffic accidents, etc). Partial encryption is arPf image compression. It is still largely employed in pic-
approach to reduce the computational resources for huge vdHre processing, security communication and industry [2].
umes of multimedia data in low power network. This papefNowadays, this format has a huge quantity of images and
presents a method of partial or selective encryption for JPE@Gardware/firmware dedicated manufactured such as digital
images. It is based on encryption of some quantified DCTameras, medical image capturing and scanners. The above
coefficients in low and high frequencies. We have combine@ited devices already exist and it is welcome suggestions
compression and encryption in order to fully dissimulate thdor new and fast methods to optimize JPEG format concern-

visual information of the image and to see the image in lowng the confidentiality. Several SE methods were created by
quality resolution. other authors specially encryption of DCT based coded im-

ages. Tang [3] proposed a technique called zigzag permuta-
1. INTRODUCTION tion. Droogenbroec and Benedett [4] originated a technique
. . . . L that encrypts a selected number of AC coefficients. In their
The increased popularity of multimedia applications has demethod, the DC coefficients are not ciphered because they
manded a certain level of security. Because common encryparry important visible information and they are highly pre-
tion methods generally manipulate an entire data set, Mogfictable. Heberet al [6] have proposed a method that the

encryption algorithms tend to make the transfer of informayata (DC and some AC coefficients of each block) are orga-
tion more costly in terms of time and sometimes bandwidthpized in a scalable bit streams form.

Thus, users pay a price for security proportional to their de-
sired level of security. One possible solution is a system o > JPEG image
partial encryption that works cooperatively with a standard™ 9
compression scheme (JPEG), encrypting only the smallest the standard JPEG algorithm the image is decomposed
portion of the data that makes the entire data set unusable.in 8 x 8 blocks, these blocks are transformed from the spa-
There is a wide spectrum of JPEG applications that detial to the frequency domain by the Discrete Cosine Trans-
mand security on a modest level. Therefore, the search fgorm (DCT). Then, each DCT coefficient is divided by its
fast encryption procedures appropriated for particular envieorresponding constant in a standard quantization table and
ronments are required. Selective encryption is a recent apounded down to the nearest integer. After this step, the DCT
proach to reduce the computational requirements for hugguantized coefficients are scanned in a predefined zigzag or-
volumes of multimedia data in distribution networks with der to be used in the final step, the lossless compression as
different client device capabilities [1]. It only protects the jllustrated Figure 1.
most important parts of an image to minimize computational

efforts in real-time applications. Figure
In this work, we propose a new method of selective en-
cryption for JPEG images. Itis based in AES (Advanced En- Gl e | | 2e Lk DCT
cryption Standard) cipher and DCT coefficients. In Sections Lol
2.1 and 2.2 we introduce the main ideas, review basic terms 4

and discuss a possible application scenario. In Section 2.3
we introduce the purposed method. In Section 3 we present JPEG Image | € Entropy Encoder) € |  Quentizer
and compare the results.

2. SELECTIVE ENCRYPTION OF JPEG 4‘,
COMPRESSED IMAGES Ql‘\l;;;jff

2.1 Previous Works

The selective encryption (SE) can match application require- Figure 1: Compression JPEG
ments without the overhead of full encryption. However,



In each block the 64 DCT coefficients are set up from the
lowest upper left corner) to the highest frequencies (lower
right corner). The most important visual characteristics of
the image are placed in the low frequencies while the details
are situated in the higher frequencies. The HVS (Human Vi-
sual System) is most sensitive to lower frequencies than to

Coefficient Size (bits) Range
[717]![7!6]1[617] 5 -16 to 15
[7!5]1[616]1[517] 6 -32t0 31

[714]1[615]1[516]1[4!7] 7 -64 to 63
[7,3].[6,4],[5,5],[4,6],[3,7] 8 -128t0 127
[7,2],[6,3].[5.4] 9 -256 to 255

higher ones.

2.3 The purposed Method
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Figure 2: Plan of the purposed method

The main idea of the purposed method is to take the DC

Table 2: Model-2: AC coefficients at highest frequencies.

Additionally in the following subsections, we show the
consequence in the JPEG images, if we apply the cipher al-
gorithm only over the DC coefficients, Section 3.1. In Sec-
tion 3.2, we show the effect if we apply in the DC and some
AC coefficients of the lowest frequencies and in Section 3.3
if applied in the highest frequencies.

3. EXPERIMENTS AND RESULTS

For all of our experiments, we have used the algorithm JPEG
in the baseline sequential mode with a Quality Factor (QF) of
100%. For the cipher, we have used the AES in OFB (Out-
put Feedback Block) mode with block and key of 128-bit
lengths. However, it can be used with the other possible com-
bination of key and block sizes. The choice of OFB mode is
because in this mode, the identical blocks have different ci-
phered results and the homogeneous areas of the image will
not leave visual patterns.

3.1 Encryption of the DC component

and some AC coefficients of the lowest frequencies to con-
struct a stream of 128 bits (in our case) to use in AES (Model-
1), Table 1. In the Model-2, Table 2 we work in the highest
frequency coefficients. In Figure 2 we can see the global
overview of the method.

The AES is nowadays the standard cipher that has re-
placed the DES (Data Encryption Standard). To encrypt a
block of data in AES, we first perform an Add Round Key
step (XORing a subkey with the block) by itself. There are
regular rounds that involves four steps. First is the Byte Sub
step, where each byte of the block is replaced by its substi-
tute in an S-box. Next is the Shift Row step. Considering the

block to be made up of bytes 1 to 16, these bytes are arranged

in a rectangle and shifted. Next comes the Mix Column step.
A matrix multiplication is performed: each column is multi-
plied by the matrix. The final step is Add Round Key. This

Figure 3: Original medical image

simply XORs in the subkey for the current round [8].

Coefficient Size (bits) Range
[0,0] 11 -1024t0 1023
[1,0], [0,1] 9 -256 to 255
[2,0],[1,1],[0,2] 8 -128 to 127
[3,01,[2,1],[1,2],[0,3],[4.0] 7 -64 to 63
[3,11,[2,2],[1,3],[0,4],[5,0] 6 -32t0 31
IREY 5 -16to 15

After applying the ciphering process only in the DC co-
efficient and calculating the difference between the original
image (Emphysemeinterstitiel 256256, Figure 3) and the
encrypted one, Figure 4, we have gotten the following re-
sults, PSNR equal t0.92dB and compression ratio equal to
1.87. Without DC encryption the compression ratio is equal
to 21. We have lost 1% because of the encryption pro-
cess.

We have replaced the encrypted DC values by a static
value like 0, 1024 or—1024. For example, if we set the

Table 1: Model-1: DC and AC coefficients at lowest frequen-DC=0 for every block, we get the image illustrated in Figure

cies.

5. Its PSNR related to the original image is1%dB. We can



Figure 4: Encryption of the DC component

conclude that, if only the DC component has been encrypted,

Figure 6: Encryption of the low frequency components

If we calculate the PSNR between the original image and

it is very easy to access the visual information of the JPE@he encrypted one, Figure 6 we will ge#t@ dB. We can no-
image by simply replacing the ciphered DC coefficient withtice that the information of the original image is not visible.

some constant values. This is because the DC coefficient lhe compression ratio is equal tb1. Then we lose 385
highly previsible. % of the encryption because we do not take care of the size

of the original coefficients in the decrypted blocks.

We have made some tests to try to guess the DC in a

ciphered image. For example, if we substitute the encrypted
DC values hy a constant value like 0, 1024-6t024, as it

was made in the Section 3.1, it is not possible any more to
reconstruct or to have any substantial information about the
original image. If we replace the DC of each ciphered block

Figure 5: DC=0 in the encrypted image Figure 4

After decrypting with the good key, we get the same im-
age of JPEG (PSNR infinity), that means no loss.

3.2 Selective encryption of the~(u,v) components: low
frequencies

In the Section 3.1 we have ciphered only the DC elements. In
this section, we show that if we encrypt more elements at the
low frequency of each block we get good results. The first
model we have created (Table 1) we will take 18 coefficients

for 0, we get the image illustrated in Figure 7, its PSNR is
13.70dB.

Figure 7: DC=0 in the encrypted image Figure 6

From the table 1, it is noticed that the quantity of bits per

in the standard zigzag scan of JPEG such thatv) and coefficient was delimited, therefore we will have truncated
u+Vv <5. We have defined a predetermined amount of bitwalues. After decrypting with the good key we lose some
for each element according its place in the DCT table. linformation concerning the original image, but these loss are
means that as much as close to the DC element as bigger st important as we can see in the decrypted image illustrated
its quantity of bits. The total sum of this predefined sizesn Figure 8. It has a PSNR equal to.46 dB.

must be 128 bits, the size of the AES block. The Figure 6

From the exposed results, we can conclude that is possi-

illustrates the result of this method. ble to safe an image by SE gaining time and keeping a rea-



Figure 8: Decrypted image Figure 6

sonable compression rate.
3.3 Selective encryption of thé= (u,v) components: high
frequencies

All the detailed information of an image is hold by the high
frequencies, so if we encrypt only coefficients in this region

a big portion of the image can be seen. There are several

domains that this kind of encryption is required, such a
database searching applications where portions of image d
must be visible to allow searching [7]. Applications in edu-

cation field where images need be partially identified without
disclosing the total information. Personal photographs takef3]

from cellular phones.

In this section, we depict some results for the domain
where the images must be seen partially, so we apply oy#]
method in the high frequencies . We have gotten the results

if we encrypt only the highest frequency DCT coefficients.

The objective is to allow access an image in modest quality,

so if we want to obtain the full quality image we need do
decrypt the image with the secret key.

5
We have encrypted 18 coefficients at the highest frequen[— ]

cies of each block such th{u,v) andu+v > 9. They were

taken following the standard zigzag path of JPEG. The Fig-

ure 9 illustrates the obtained result.

If we calculate the difference between the original imagée]

and the encrypted one, Figure 6 P8NR=16.31dB. Then
the original image is still visible but we have no details. The
compression ratio is equal toZ2B.

In the Table 2, We can notice also that we have truncatel]
values. So, after decrypting with the good key because of
the size of some coefficients we lose original information but
the decrypted image is very good and the PSNR is equal to
58.98dB. [8]

4. CONCLUSION

In this paper, we have proposed a new scheme for selective
encryption for JPEG images based on AES cipher. We can
enumerate some advantages of our method such as combine
encryption and compression and allow visualization of the
low-resolution compressed image. The experiments show
that our method provides satisfactory PSNR, sulfficient se-

Figure 9: Encryption of the high frequency components

curity and acceptable confidentiality results.
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