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ABSTRACT
In this paper, we propose a method to protect faces in video-
surveillance scenes. Our method deletes any visible infor-
mation of faces in a video and uses a data-hiding technique
to embed information in the video that allows further recon-
struction of the faces if needed. When the entire informa-
tion needed for reconstruction is embedded, we obtain infi-
nite PSNR for the face regions.

1. INTRODUCTION

Nowadays, video surveillance is growing at an exponential
rate. Low costs and high reliability relatively to human
agents make video-surveillance the best choice for security
monitoring. But two problems appear: privacy and transmis-
sion.

The exponential use of video-surveillance in big cities has
created a new situation: video-camera webs. Having total
access to all the video-camera flows in a city allows tracking
of anybody. In order to preserve privacy, a method that for-
bid immediate people identification by unauthorized person
is needed. Of course, authorized persons should be able to
identify the people in the video.

Rodrigues et al. [1] proposed a method based on partial
encryption of the Region of Interest (ROI) for DCT coeffi-
cients. The method is fast, effective and reversible but it is
based on JPEG image sequence. Dufaux and Ebrahimi [2]
proposed a ROI-scrambling method based on an encryption
key. Other works on video privacy [3] consider only destruc-
tive methods, i.e. methods that do not permit further identi-
fication of the characters of a scene. It is obviously non ap-
propriate for video-surveillance as it constraints to produce
two accesses: a first one with alterated ROI and a second one
with a clear ROI to preserve the possibility of identification.

The second problem is that transmission is often not high
enough to allow a high visual quality on the entire image.
The optimisation of the available bandwith is a solution to
achieve better visual quality. In a video, a ROI is defined by
being a part of the image that contains more valuable infor-
mation than the rest of the image. At the encoding process,
more bits will be allocated to the ROI coding to improve its
visual quality. Our method makes those extra bits available
to the ROI coding by a data hiding method. We will use bits
of information of non-interest region to store extra informa-
tions about the ROI, after the encoding process.

The proposed method is not a robust watermarking
method. It is designed to improve the visual quality of the
ROI while minimizing the increase of the size of the marked
video. Reference on digital watermarking [4] and state-of-
the-art of video watermarking [5] are referenced.

Lee et al.[6] recently proposed a similar approach to our
method using the H.264 capabilities. After detection of the
ROI, their method assigns a lower Quantization Parameter
(QP) to the ROI. Paired with a bitrate control mechanism,
this method effectively allow optimisation of the bitrate but
no protection of the ROI is achieved as any H.264 standard
decoder will display the ROI. It can be seen as object coding
[7]. Agrafiotis et al. [8] worked on a similar problem with
the H.264 format. There, the ROI detection is an input of
the user. This method uses a two-layer rate controls: GOP-
layer rate control and picture-layer rate control to maintain a
constant bitrate. As the previous method, the ROI is visible
without any constraint. Concerning data embedding in H.264
video, Mobasseri et al. [9] recently studied information em-
bedding into the CAVLC bitstream. This method does not
affect the visual aspect of the video and does not increase
its size but the payload is too small to fulfill the need of our
method.

2. THE PROPOSED METHOD

In this section we present the description of the proposed
method. Figure 1 presents the global scheme of our method
and we explain more deeply each part in the following.

The first step is the detection of the face in the current
frame Fn. The detected face is shaped as a rectangular region
and defined as the ROI. We then construct the message to em-
bed. This message will consist of the ROI luminance values
of the original video. Thoses values are predictive coded and
compress with a Huffman coding. We obtain a sequence of
bits wich we finally embed in the non-zero quantified DCT
coefficients of the coded frame Fn during the encoding pro-
cess through the HHI JM10 codec [10].

2.1 ROI Detection
We now explain the method used for the ROI detection. Our
approach has already been studied in other work [11]. The
first step is to categorize every pixels whom fulfill the fol-
lowing condition as skin pixel using the following formula:√

(Pu− refu)2 +(Pv− re fv)2 < d

where Pu and Pv are respectively the U (Cb) and the V (Cr)
component of the current pixel and d is the threshold deter-
mining if the current pixel is marked as skin pixel. This de-
tection method is based on the fact that two different skin col-
ors differ mainly by their luminance rather than their chromi-
nance.

This detection method is fast and effective. It allows real-
time detection and detects every skin pixel. The only draw-
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Figure 1: Overview of the proposed method

back is that unwanted pixels are also marked as skin pixel.
This problem is solved by successives morphological open-
ing and closing operations. When unwanted pixels are no
more marked as skin pixel, we can format the ROI as a rect-
angular shape.

As it was implemented, our detection method will found
only one ROI. It is only a matter of simplification. As the
ROI detection is not the main subject of this paper, we didn’t
go further. A simple and effective way to detect multiples
ROI will be to consider groups of marked pixels superior to
a determined size.

2.2 Message construction

To facilitate the reconstruction of the ROI, we put as the four
first values of our message the position, the width and the
height of the ROI (x,y,w,h above the luminance values block
in Figure 2). As the goal of the proposed method is to achieve
high quality reconstruction in the ROI, we choosed to use the
ROI luminance values of the original video instead of the
differences of luminance values between the original video
and the H.264 encoded one.

Embedding the differences between original values and
decoded ones will modify the decoded values. Thus, the em-
bedded differences will not correspond. Construction of the
message to embed considering its insertion is hardly achiev-
able as both rely on the other. That is why we choosed to
work directly with orignal values.

ROI Detection
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predictive coding

Huffman coding
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embed

+

to insertion
Message construction

x y w h
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Figure 2: Message construction

As shown in the Figure 2, once the ROI is detected, we
encode the ROI luminance value of the original video with a
predictive coding. The result is compressed using a Huffman
coding. We obtain then the message to embed.

2.3 Message embedding

The embedding method is a substitution of the two Least-
Significant Bits (LSB) of the non-zero DCT coefficients of
the current frame by the bits of the message. We consider
data embedding in the two LSB because after the quantiza-
tion step of H.264, the number of non-zero DCT coefficients
available for insertion is limited. Of course, this method does
accentuate distorsion but does not affect our ROI reconstruc-
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tion method.
We choose to embed our message into the quantified DCT

coefficients even if the visual distortion is more visible than
if we embedded into the luminance values prior to H.264 en-
coding. Embedding into the luminance values also offers a
larger payload but it is not possible as the quantization step
will suppress many informations in a way we can not control.

In order to increase the protection of the ROI, during the
encoding process we specified that the ROI inter prediction
must be done in Skip mode, i.e. the decoder predicts the mo-
tion vector of the ROI macroblocks, without any indication
from the encoder. So an estimation of the ROI based solely
on the motion vectors will not be reliable as the Skip mode
does not guarantee any fidelity to the original macroblock.

To achieve a maximal protection, we set the ROI mac-
roblock DC coefficients to 1 and all the ROI macroblock AC
coefficients to 0. So at decoding, no information can be used
to predict the ROI original values. All the information con-
cerning the ROI is the one inserted with our method.

2.4 ROI Reconstruction
The reconstruction is accomplished in three steps. We first
extract the embedded data of the current frame. This step is
easily performed as it consists in reading the two LSB of each
non-zero DCT coefficients. We decode those data previously
encoded with a predictive coding. At last, as we have the
position, the width and the height of the ROI, we organised
the extracted data as a w×h image and we simply substitute
the ROI with that image in the current decoded frame.

In order to achieve infinite ROI PSNR, we desactivate
the deblocking filter during the encoding and decoding pro-
cess. The deblocking filter is a great feature of H.264 as
it improves the overall visual quality by smoothing the usual
blocking aspect due to the DCT. However, we desactivate the
deblocking filter because as we modify the quantified DCT
coefficients, it affects the decoded values and the deblocking
filter effects. Thus, desactivate the deblocking filter ensures
infinite ROI PSNR when the message is totally embedded.

So we clearly see the benefit of insertion into the two LSB
of the quantified DCT coefficients: we are able to retrieve
100% of the embedded data. So if we can embed the whole
message at encoding, we will extract the exactly same mes-
sage at decoding and after the ROI reconstruction step, the
ROI of the decoded video will be exactly the same as the
ROI of the original video and thus, we will obtain an infinite
PSNR on the ROI.

3. RESULTS

The main results were obtained on a self-made movie as the
reference movies do not fit the typical video-surveillance sit-
uation: fixed video-camera recording people moving along
the scene. The video was encoded with only the first frame
as an I-frame and the other frames as P-frames. We desac-
tivate the Rate-Distorsion optimisation and the deblocking
filter and the entropy coding was CAVLC.

The video used for our experimentation is a fixed-camera
scene where only one character walks from the middle back-
side to the right frontside of the picture.

3.1 Visual quality
Figure 3 shows three snapshots of three versions of the same
video. The first snapshots are from the standard H.264

video.The second ones are from the H.264 video marked by
our method, with the same bitrate. We can already note that
the proposed method strongly affect the visual quality. This
is a good thing as it does not alter the observation, i.e. we can
still monitor what is happening, but does strongly alter the
ROI: the face is nearly unrecognizable. The last snapshots
are from the same H.264 video with reconstructed ROI. The
constrast with the non-reconstructed video is clearly visible.

As shown on the screenshots, the distortions due to the
embedding are very strong but these are not a problem as they
don’t disturb the global visualisation (ou understanding?) of
the scene.

3.2 PSNR Measure
The Tables 1 and 2 present the numerical results of our
method. Each table presents the mean global PSNR and the
mean ROI PSNR of the three previous videos: the normal
H.264 video, the marked H.264 video without reconstruction
of the ROI and the H.264 with reconstruction of the ROI.

Because we modified our DCT coefficients, the PSNR of
the whole image for the marked video is lower than the nor-
mal H.264 video. But when we focus on the ROI, our method
shows its efficiency as we see a real gain on the ROI PSNR.
The mean ROI PSNR only considers the frame whom ROI
PSNR is not infinite.

H.264 Video PSNRAll (dB) PSNRROI (dB)
standard 48.037 53.776

w/o reconstruction 47.668 53.794
with reconstruction 47.714 60.560

Table 1: Bitrate: 3828 kbits/s

At bitrate 3828 kbits/s (Table 1), we obtain more than 80
frames, over 125, with an infinite ROI PSNR, i.e. complete
message embedding. Without considering those frames, we
obtain a mean ROI PSNR of 60.560 dB. So even with an
incomplete embedding, we can improve the ROI with our
reconstruction method. At bitrate of 2800 kbits/s (Table 2),
we obtain a third of frames with infinite ROI PSNR. The ROI
is still improved even with an incomplete message.

H.264 Video PSNRAll (dB) PSNRROI (dB)
standard 44.582 49.424

w/o reconstruction 44.097 49.420
with reconstruction 44.097 56.173

Table 2: Bitrate: 2797 kbits/s

3.3 Payload
Figure 6 presents the frame payload for a bitrate of
3828 kbits/s, wich correspond to Table 1. The frame pay-
load is nearly constant for the entire video but we can see
that for the last frames, the payload decrease as the message
size increase. This corresponds to a size increase of the ROI
in the video (see a3,b3,c3 in Figure 3).

Even with a high bitrate, the payload is not enough for our
message. This can be explain by the fact that with a big part
of the data of a H.264 video is motion vectors informations.
So the part reserved to DCT coefficients is restraint.
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a1: frame 75 a2: frame 90 a3: frame 105

Standard H.264 video

b1: frame 75 b2: frame 90 b3: frame 105

Marked H.264 Video without ROI reconstruction

c1: frame 75 c2: frame 90 c3: frame 105

Marked H.264 Video with ROI reconstruction

Figure 3: Visual quality comparison
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Figure 4: Frame payload for bitrate 3828 kbits/s

When the payload becomes insufficient for a complete em-
bedding of the message, it leads to an incomplete reconstruc-
tion of the ROI during the decompression step. Reducing
the size of the message is the main solution as the insertion
method used is the one offering the most important payload.

4. CONCLUSION

In this paper, we presented a method that automaticaly de-
tects faces as a ROI in a videosurveillance scene, constructs
and embeds a message in the video to allow reconstruction of
high visual quality in the ROI. We achieved lossless recon-
struction (infinite ROI PSNR).

We also modified the HHI JM10 H.264 encoder to mini-
mize the ROI information directly available at the decoding
process. The ROI is then secure: direct decoding will not
bring any information on the ROI. And by extracting the em-
bedded message with our method, we reconstruct high visual
quality in the ROI.

Our next step is to make the embedded message scalable.
By applying a DCT to the luminance values prior to predic-
tive encoding and embedding first the low frequencies coeffi-
cients, the payload problem will be reduced and we will ob-
tain improved ROI PSNR even on the frames whom can not
embed the entire message. We will also take in consideration
the H.264 CAVLC coding to propose an insertion method
that minimize the size increase.
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