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Short biography: W. Puech was born in December 1967, in France. He received the diploma of Electrical
Engineering from the University of Montpellier, France, in 1991 and the Ph.D. Degree in Signal-Image-Speech from
the Polytechnic National Institute of Grenoble, France in 1997. He started his research activities in image processing
and computer vision. He served as a Visiting Research Associate to the University of Thessaloniki, Greece. From
1997 to 2000, he had been an Assistant Professor in the University of Toulon, France, with research interests
including methods of active contours applied to medical images sequences. Since 2000, he is Associate Professor at
the University of Montpellier, France. He works now in the LIRMM Laboratory (Laboratory of Computer Science,
Robotic and Microelectronic of Montpellier, UMR 5506 CNRS UMII). His current interests are in the areas of
protection of visual data (image, video and 3D object) for safe transfer by combining watermarking, data hiding,
compression and cryptography. He has applications on medical images, cultural heritage and video surveillance. He
is the head of the ICAR team (Image & Interaction).
Objective of the course:
This tutorial presents the problem of protecting the transmission of visual data. The presented algorithms will be
applied to images, videos and 3D objects. The main keywords are compression, encryption, watermarking and data
hiding.
Summary:
The amount of digital visual data (image, video and 3D object) has increased rapidly on the Internet. Image, video
and 3D object security becomes increasingly important for many applications, e.g., confidential transmission, video
surveillance, military and medical applications. For example, the necessity of fast and secure diagnosis is vital in the
medical world. Nowadays, the transmission of visual data is a daily routine and it is necessary to find an efficient
way to transmit them over networks. Two main groups of technologies have been developed for this purpose. The
first one is based on content protection through encryption. In this group, proper decryption of data requires a key.
The second group bases the protection on digital watermarking or data hiding, aimed at secretly embedding a
message into the data. In order to not increase the processing time, these two approaches must be combined with the
compression stage. Nowadays, the challenge is to perform simultaneously for example image encryption and
compression.
In this tutorial, in a first part, I will recall the standard information of encryption (block cipher, stream cipher,
asymmetric and symmetric encryption) and I will show the application of standard algorithms to images. In a second
part I will present combination of image encryption and compression. To finish this second part I will talk of
selective encryption methods. In this part I will address the problem of simultaneous partial encryption (PE),
selective encryption (SE) and image compression. Indeed, in order to visualize on line images in real time, they must
be quickly transmitted and the full encryption is not really necessary. To finish this tutorial I will present some
watermarking and data hiding algorithms developped by our team applied to visual data.
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