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Title of the course: Protection of Visual Data by Encryption and Watenkiray
Professor : William PUECH, Associate Professor

Affiliation: LIRMM, UMR 5506 CNRS - University of Montpellier
Head of ICAR team (Image & Interaction)

Short biography: W. Puech was born in December 1967, in France. ddeived the diploma of Electrical
Engineering from the University of Montpellier, R, in 1991 and the Ph.D. Degree in Signal-Imgageéh from
the Polytechnic National Institute of Grenoble,rfe@in 1997. He started his research activitiemage processing
and computer vision. He served as a Visiting ReseAssociate to the University of Thessaloniki, €@ From
1997 to 2000, he had been an Assistant ProfesstreilJniversity of Toulon, France, with researckeiasts
including methods of active contours applied to iwa@dmages sequences. Since 2000, he is Assdeiafessor at
the University of Montpellier, France. He works nowthe LIRMM Laboratory (Laboratory of Computeri&ace,
Robotic and Microelectronic of Montpellier, UMR S5@NRS UMII). His current interests are in the ared
protection of visual data (image, video and 3D ot)jéor safe transfer by combining watermarkingtadhiding,
compression and cryptography. He has applicationsedical images, cultural heritage and video sianee. He
is the head of the ICAR team (Image & Interaction).

Objective of the course:

This tutorial presents the problem of protecting ttansmission of visual data. The presented dlgos will be
applied to images, videos and 3D objects. The keyvords are compression, encryption, watermarkimg data
hiding.

Summary:

The amount of digital visual data (image, video 8dobject) has increased rapidly on the Interimage, video
and 3D object security becomes increasingly imporiar many applications, e.g., confidential tramssion, video
surveillance, military and medical applicationsr Egample, the necessity of fast and secure didgiwsital in the
medical world. Nowadays, the transmission of visigth is a daily routine and it is necessary td an efficient
way to transmit them over networks. Two main groapsechnologies have been developed for this mepdhe
first one is based on content protection througtrygtion. In this group, proper decryption of degguires a key.
The second group bases the protection on digitaénwearking or data hiding, aimed at secretly embefd
message into the data. In order to not increasprbeessing time, these two approaches must beinethiwith the
compression stage. Nowadays, the challenge is timrpe simultaneously for example image encryptiord a
compression.

In this tutorial, in a first part, | will recall ¢hstandard information of encryption (block ciphsiream cipher,
asymmetric and symmetric encryption) and | willsttbhe application of standard algorithms to imadges second
part | will present combination of image encryptiand compression. To finish this second part | wélk of
selective encryption methods. In this part | witldeess the problem of simultaneous partial enawptiPE),
selective encryption (SE) and image compressiatedd, in order to visualize on line images in teaé¢, they must
be quickly transmitted and the full encryption ist meally necessary. To finish this tutorial | wiltesent some
watermarking and data hiding algorithms develogmedur team applied to visual data.
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