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Abstract—In this paper, we propose a new scheme which
performs both lossless compression and encryption of data.
The lossless compression is based on the arithmetic coding
(AC) and the encryption is based on a pseudo random
bit generator (PRBG). Thus, the plaintext is compressed
with a binary arithmetic coding (BAC) whose two mapping
intervals are swapped randomly by using a PRBG. In this
paper, we propose a PRBG based on the standard chaotic
map and the Engel Continued Fraction (ECF) map to
generate a keystream with both good chaotic and statistical
properties. To be used in cryptography, a PRBG may need
to meet stronger requirements than for other applications.
In particular, various statistical tests can be applied to the
outputs of such generators to conclude whether the generator
produces a truly random sequence or not. The numerical
simulation analysis indicates that the proposed compression
and encryption scheme satisfies highly security with no loss
of the BAC compression efficiency.

I. INTRODUCTION

In recent years, a variety of lossless data compression

methods have been proposed [4], [3], [23], [31]. All of

these methods can not perform both lossless compression

and encryption of data. This paper presents a new scheme

which combines arithmetic coding (AC) with a pseudo ran-

dom bit generator (PRBG) to perform both compression

and encryption of data.

AC has been widely used as an efficient compression

algorithm in the new standards such JBIG2, JPEG2000

and H.264/AVC. For some specific applications, AC is

also considered as an encryption algorithm. In [5], Cleary

et al. considered the AC as an encryption scheme and

they demonstrated that it is vulnerable against chosen

plaintext attack and known plaintext attack. In [8], Bergen

et al. studied the data security provided by an adaptive

arithmetic coding (AAC). The improved algorithm based

on regular re-initialisation and adjustment of one of the

model parameters provides significant data security, but

is vulnerable to a chosen plaintext attack. In [27], Wen

et al. designed the binary arithmetic coding (BAC) with

key-based interval splitting. They proposed to use a key

for splitting the interval associated with the symbol to be

encoded. Thus, the traditional assumption in AC that a sin-

gle contignous interval is used for each symbol is not pre-

served. The repeated splitting at each encoding/decoding

step allowing both encryption and compression. In [12],

Kim et al. demonstrated the insecurity of the interval

splitting AC against a known plain-text attack and a chosen

plain-text attack. They also provided an improved version

called the secure AC by applying a series of permutations

at the input symbol sequence and output codeword. It

should be noticed that due to the permutations process, the

scheme has a high complexity and it is difficult to extend

the secure AC to the context-based AC that exploits the

input symbol redundancy to encode messages. In [34],

Zhou et al. demonstrated that the secure AC is vulnerable

against a chosen cipher-text attack. The basic idea is to

progressively design codewords input to the decoder, and

establish the correspondance of the bit location before and

after the codeword permutation step. In [35], Zhou et al.
presented a new scheme for joint security and performance

enhancement of secure AC. They proposed to incorporate

the interval splitting AC scheme with the bit-wise XOR

operation. This scheme can be extended to any adaptive

and context-based AC due to the elimination of the input

symbol permutation step. In addition, the implementation

is lower complexity than the original secure AC. Zhou

et al. also presented a selective encryption scheme with

even lower complexity. In [6], Grangetto et al. proposed

a novel multimedia security framework by means of AC.

The scheme is based on a random organization of the

encoding intervals using a secret key. This technique

can be applied to any multimedia coder employing AC

as entropy coding stage, including static, adaptive and

context-based AC. They proposed an implementation for

their scheme tailored to the JPEG2000 standard. Mi et
al. [17] proposed a new chaotic encryption scheme based

on randomized AC using the logistic map for pseudo

random bit generator. However, the logistic map is weak

in security because it does not satisfy uniform distribution

property and it has a small key space with only one control

parameter [1], [2].

In addition, chaotic systems have been used for several

applications [14], [32], [29], [30], [33] and some of these

novel chaotic systems have designed pseudo random bit

generators (PRBG) for stream cipher applications [10],

[20]. The chaotic systems used in cryptography generate
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a keystream with good properties such as ergodicity,

sensitivity to initial values and sensitivity to control

parameters. However, some of them are not very suitable

to be used in cryptography due to their density function

which is not uniform distributed or due to their small key

space. To be used in cryptography, a PRBG may need to

meet stronger requirements than for other applications.

In particular, various statistical tests [21], [16] can be

applied to the outputs of such generators to conclude

whether the generator produces a truly random sequence

or not. The use of ECF-map increases the complexity of a

cryptosystem based on only one chaotic system and thus

makes difficult to extract information about it [20]. In

addition, ECF-map conserves the cryptography properties

of the chaotic system; like sensitivity to initial conditions

and control parameters; non periodicity and randomness;

and add interesting statistical properties such uniform

distribution density function and zero co-correlation.

In this paper, we propose a new joint compression

and encryption scheme based on AC and PRBG. The

proposed PRBG is based on the use of the standard

chaotic map coupled with the Engle Continued Fractions

(ECF) map. The outputs of the standard map are used

as the inputs of ECF-map. The standard map with good

chaotic properties and the ECF-map which possesses good

statistical properties motivate us to design a new PRBG

for secure AC.

The rest of this paper is organized as follows. In Section

2, we briefly discuss the AC. Section 3 details the proposed

PRBG which is based on the standard chaotic map and the

engel continued fraction map. In Section 4, we describe

the proposed algorithm for secure AC. In Section 5, we

analyze the security of the proposed scheme and we

discuss experiment results. Finally, conclusions of this

paper will be discussed in Section 6.

II. OVERVIEW OF ARITHMETIC CODING

AC [13], [28], [9], [18] is a statistical coder and is

very efficient for data compression. In addition, AC has

been widely used in many standards including JPEG2000,

JBIG2 and H.264/AVC. The principe of AC is that it

assigns one codeword to the entire input data symbols and

this codeword is a real number in the interval [0, 1). To

calculate the appropriate codeword for input data symbols,

the AC works with a modeler that estimates the probability

of each symbol at the encoding/decoding process. The

model used by AC can be either static or adaptive.

Let S = {s1, ..., sn} be an independent and identically

distributed binary sequence of n random symbols. During

the encoding process, we firstly estimate the probability

of each symbol and we calculate the cumulative distri-

bution vector (CDV) by assigning, for each symbol si, a

subinterval with a size proportional to its probability in the

interval [0, 1). Next, for any new symbol si from the input

sequence, we select the subinterval for si and we define

it as the new current interval. We iterate this step until all

input sequence has been processed and we finally generate

the codeword that uniquely identifies the final interval.

There are many types of AC. Thus, the binary arithmetic

coding (BAC) is an important type of encoder due to its

ability to reduce the complexity created with the dynamic

update of the CDV when we use an adaptive models.

In addition, BAC has universal applications because data

symbols which are putted out from any alphabet can be

coded as a sequence of binary symbols. When we work

with a binary source alphabet, the CDV is [0, p0, 1], with

p0 the probability of the symbol ”0”. The interval [0, 1)
is partitionned in two parts. In this case, the symbol ”0”

is represented by the range [0, p0) and the symbol ”1” is

represented by the range [p0, 1). The Algorithms 1 and 2

illustrate the encoding and decoding procedures for the

BAC.

Algorithm 1 Binary encoder

Initialize base← 0, length← 2N − 1
for i← 1 to n do
x← length× p(0)
if bi = 0 then
length← x

else
init base← base
base← base+ x
length← length− x
if init base > base then

propagate carry()

end if
end if
if length < length min then

renorm enc interval()

end if
end for

Algorithm 2 Binary Decoder

Initialize base← 0, length← 2N − 1, code = input 4
bytes from compressed file

while Not end of compressed file do
x← length× p(0)
if code ≥ x then
bi ← 1

else
bi ← 0

end if
if bi = 0 then
length← x

else
code← code− x
length← length− x

end if
if length < length min then

renorm dec interval()

end if
output bi

end while

III. PSEUDO RANDOM BITS GENERATED FROM THE

STANDARD CHAOTIC MAP AND THE ECF-MAP

In this section, we describe the process of the proposed

PRBG. In this PRBG, we suggest to use the standard

chaotic map which is defined by:
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{
xj = xj−1 + p0 × sin(yj−1)
yj = yj−1 + xj

, (1)

where xj and yj are taken modulo 2π. The secret key in

the proposed PRBG is a set of three floating point numbers

and one integer (x0, y0, p0, N0), where {x0, y0} ∈ [0, 2π)
is the initial values set, p0 is the control parameter which

can have any real value greater than 18.0 and N0 is

the number of initial iterations of the standard chaotic

map [19]. The standard map has good chaotic properties

and a large key space of the order 157 bits [19] with an

accuracy of 10−14. This key space is sufficient enough

to resist the brute-force attack. However, the standard

chaotic map generates a sequence with non uniform

density function. The experimental results presented in

Table I, show that sequences generated from standard

chaotic map failed some tests of the NIST statistical test

suite [21] and these sequences are not good enough to

be used in cryptographic applications. It seems a good

idea to transform the chaotic sequence generated from the

standard chaotic map to a new sequence which satisfies

uniform distribution property and have many important

characteristics of cryptography such as zero co-correlation,

randomness and ideal nonlinearity. In [7], a new nonlinear

dynamical system has been proposed which called Engel

Continued Fraction map.

The Engel continued fraction (ECF) map TE : [0, 1]→
[0, 1) is given by:

TE(x) =

{
1

� 1
x � (

1
x − � 1x�) if x �= 0

0 if x = 0.
(2)

For any x ∈ [0, 1), the ECF-map generates a new and

unique continued fraction expansion [15], [22], [25], [24],

[11] of x of the form:

x =
1

b1 +
b1

b2+
b2

b3+

. . .+ bn−1

bn+

. . .

, bn ∈ N, bn ≤ bn+1 (3)

Let x ∈ [0, 1), and define:

b1 = b1(x) = � 1x�
bn = bn(x) = b1(T

n−1
E (x)), n ≥ 2, Tn−1

E (x) �= 0,
(4)

where T 0
E(x) = x and Tn

E(x) = TE(T
n−1
E (x)) for n ≥ 1.

From definition of TE it follows that:

x = 1
b1+b1TE(x)

= 1

b1+
b1

b2+
b2

b3+

. . .+ bn−1
bn+bnTn

E
(x)

.
(5)

The method used for generating the ECF-continued

fraction expansion of x is described in Algorithm 3.

From the theorem presented in [7], if we let x ∈ [0, 1),
then x has a finite ECF-expansion (i.e., Tn

E(x) = 0 for

some n ≥ 1) if and only if x ∈ Q. Thus, all floating

number has a unique and finite ECF-expansion. Note that,

we paid most attention to the following sequence:

Algorithm 3 ECF expansion

Initialize x0 ← x, i← 0
while xi �= 0 do

i← i+ 1
bi ← � 1

xi−1
�

xi ← 1
� 1
xi−1

� (
1

xi−1
− � 1

xi−1
�)

end while

Zn(x) = bn(x)T
n
E(x), n ≥ 1. (6)

The sequence {Zi(x)}ni=1 is in [0, 1) and uniformly

distributed for almost all points x (for a proof see [7]).

So, the ECF-map generates a random and unpredictable

sequence {Zi(x)}ni=1 with a uniform distribution. These

properties, which are very useful in cryptography, motivate

us to use ECF-map in our PRBG.

The use of the standard chaotic map make the output

very sensitive to the input and in our PRGB, the outputs of

this chaotic map are used as the input to the ECF-map for

generating sequences with desirable chaotic and statistical

properties.

In the following paragraph, we give the detailed proce-

dure to generate pseudo random binary sequences using

the standard and ECF maps.

We define a function G : [0, 1)→ [0, 1) such that:

G(xi) =
∑
j

Zj(xi)− �
∑
j

Zj(xi)�, (7)

where {Zj} is the set calculated according to (6) using

ECF-map. In addition, assume that we have defined a

function F : [0, 1]→ {0, 1} that converts the real number

xi to a discrete bit symbol as follows:

F (xi) =

{
0 if xi < 0.5
1 otherwise

. (8)

We propose to use the 2-D standard map, with

{x0, y0} the initial values and p0 the control parameter

of the chaotic map. The majority of cryptosystems with

keystreams independent of plaintexts are vulnerable under

known plaintext attacks [26]. Thus, to enhance the security

of our encryption method, we propose to use the plaintext

when producing keystreams. In our scheme, we firstly iter-

ate the chaotic map N0 times and the operation procedures

of the proposed PRBG are described as follows:

• Step 1: The standard map is iterated continuously.

For the jth iteration, the output of the standard map

is a new set {xj , yj}.
• Step 2: Assuming that the plaintext is a binary

sequence B = b1...bn. For the jth bit of the

plaintext we calculate Sj the decimal representation

of bj−8...bj−1. Note that for the first 8 bits of the

plaintext, Sj equals to a secret value S0. In addition,

the standard map generates a set {xj , yj} ∈ [0, 2π).
So we propose to calculate the set {aj}nj=1 using the

relation:

aj = (xj + yj +
Sj

256
)− �(xj + yj +

Sj

256
)�. (9)
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• Step 3: Finally, the sequence Kn = {kj}nj=1 repre-

sents the random binary sequence and it is generated

by:

kj = F (G(aj)). (10)

The standard and ECF maps are iterated until the gener-

ation of a keystream with length n. In order to generate

the random binary sequence {kj}nj=1, an initial sequence

{aj}nj=1 has to be created using the standard map. To

test the randomness of the sequence generated by using

the standard map, we propose to calculate the sequence

{Mj}nj=1 as follows: Mj = F (aj) for 1 ≤ j ≤ n. From

a cryptographic point of view, the sequence {Mj}nj=1 is

not good enough for designing a PRBG because it does

not pass all statistical tests designed by the NIST [21].

Therefore, we propose to use the ECF-map to convert the

generated sequence {aj}nj=1 to a binary sequence {kj}nj=1

of the same length by applying (10). Table I shows the

passing rate of the sequences without and with using ECF-

map. A noticeable improvement is observed after mixing

standard map with the ECF-map and all the tests are

passed. Figures 1 and 2 present respectively the chaotic

trajectory and the distribution function of the proposed

PRBG for a keystream of length 10, 000 bits generated

with a random encryption key. In these two figures, we

have supposed that the keystream acts as byte, so the range

of the keystream is 0− 255.

Fig. 1. Distribution function of the generated keystream by using our
PRBG.

Fig. 2. The uniform property of the generated keystream by using our
PRBG

IV. THE PROPOSED COMPRESSION AND ENCRYPTION

SCHEME

We assume that the plaintext is a binary sequence

B = b1...bn. Let p0 the probability of symbol ”0” and

p1 the probability of symbol ”1”. We propose to use the

keystream Kn = {kj}nj=1 generated from our PRBG to

randomly exchange the two intervals of the CDV used in

BAC encoding/decoding process. Thus, before encoding

the bit bj of the plaintext B, we propose to generate

the jth key kj using our PRBG. In the encryption and

decryption algorithms, we suggest to use two variables

called lower and upper which initially equal to 0 and

1 respectively, and the CDV is [0, p0, 1]. If the gener-

ated key kj equals to 1, then these two variables are

permuted and the CDV becomes [0, p1, 1]. So, we only

suggest to permute the probabilities p0 and p1 in the

CDV according to the generated key kj . The encryption

and decryption procedures are illustrated in Algorithms 4

and 5 respectively. The proposed scheme leads to make

BAC performing both lossless compression and encryp-

tion simultaneously. In addition, AC is very sensitive to

errors in the compressed data, and this undesired property

ameliorates the security of the proposed method. The

cryptographic properties of the proposed PRBG lead to

perform maximum randomization in the swapping inter-

vals process. The decryption process is similar to the

encryption one. It should be noted that the proposed

scheme conserves the compression efficiency of the BAC

because we use the same probabilities when encoding the

binary symbols without and with the permutation process.

The most advantage of the work presented in this paper is

the use of the chaos theory with the use of the ECF-map

into arithmetic coding to provide a new scheme which

performs both compression and encryption of data.

Algorithm 4 Encryption algorithm

Initialize base ← 0, length ← 2N − 1 , lower ← 0 ,

upper ← 1 ,

for i← 1 to n do
generate ki using the PRBG

if Ki = 1 then
permute(lower, upper)

end if
x← length× p(lower)
if bi = lower then
length← x

else
init base← base
base← base+ x
length← length− x
if init base > base then

propagate carry()

end if
end if
if length < length min then

renorm enc interval()

end if
end for

V. EXPERIMENT RESULTS AND SECURITY ANALYSIS

The BAC implementation used during the exper-

iment analysis was downloaded from the website

(http://www.cipr.rpi.edu/∼said/fastac.html) and it was im-

plemented using C++. In this paper, we propose to analyze
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Test No. Test Name x0 = 3.59587469543 x0 = 5.02548745491
y0 = 0.8512974635 y0 = 2.9654128766

p0 = 120.9625487136 p0 = 100.6
N0 = 250 N0 = 250

{kj}Nj=1 {aj}Nj=1 {kj}Nj=1 {aj}Nj=1

1 FT 0.950563 0.000000 0.571394 0.000000

2 BFT (m = 128) 0.487702 0.004997 0.606546 0.025579

3 RT 0.852448 0.000000 0.588039 0.000000

4 LROT 0.909896 0.217013 0.676629 0.419327

5 MRT 0.931527 0.406179 0.104819 0.760720

6 SPT 0.760384 0.417304 0.067271 0.019833

7 NOTMT (m = 9, B = 000000001) 0.976154 0.004070 0.285350 0.000407

8 OTMT (m = 9, B = 111111111) 0.528047 0.000343 0.509185 0.198951

9 MUST (L=7, Q= 1280) 0.189804 0.026644 0.087637 0.296153

10 LZT 0.537151 0.234318 0.061457 0.002342

11 LCT (M = 500) 0.482937 0.275970 0.685647 0.829220

12 ST (m = 16) 0.442602 0.115116 0.252451 0.952714

13 AET 0.182287 0.000000 0.784454 0.000000

14 CST (Forward) 0.837613 0.000000 0.606517 0.000000
CST(Reverse) 0.801266 0.000000 0.223216 0.000000

15 RET (x = +1) 0.938621 0.000000 0.403319 0.000000

16 REVT (x = -1) 0.241429 0.000000 0.764309 0.000000

TABLE I
STATISTICAL TESTS ON THE SEQUENCES {kj}nj=1 AND {Mj}nj=1 WITH DIFFERENT KEYS.

Lena bit plane 512× 512 Static model Adaptive model
Traditional AC Our method Traditional AC Our method

Bit plane 8 32780 32780 27622 27622
Bit plane 7 32182 32182 30085 30085
Bit plane 6 32786 32786 31151 31151
Bit plane 5 32790 32790 32295 32295

TABLE II
THE COMPRESSION EFFICIENCY (IN BYTE) OF BIT PLANE WITH DIFFERENT INFORMATION ENTROPY.

Algorithm 5 Decryption algorithm

Initialize base← 0, length← 2N − 1, code = input 4
bytes from compressed file

while Not end of compressed file do
generate ki using the PRBG

if Ki = 1 then
permute(lower, upper)

end if
x← length× p(lower)
if code ≥ x then
bi ← upper
code← code− x
length← length− x

else
bi ← lower
length← x

end if
if length < length min then

renorm dec interval()

end if
output bi

end while

our method in multimedia application and especially to

each binary bit plane of the gray-scale images of different

size with 8-bits per pixel. Table II shows the compression

results of the Lena binary bit plane images for both

traditional BAC and our approach in static model and

Image size in pixels Total elapsed time(s) using our method
in static model in adaptive model

256× 256 2.30 3.00
512× 512 9.23 12.00

1024× 1024 34.30 45.50

TABLE III
THE COMPRESSION AND ENCRYPTION SPEEDS OF OUR METHOD IN

BOTH STATIC AND ADAPTIVE MODEL.

adaptive model. From Table II, the obtained bytes using

both static and adaptive model are the same with and

without using the encryption process. Thus, our proposed

scheme conserves the compression efficiency.

There is an other important issue on a compression

and encryption scheme which is the running speed. The

analysis has been done using a machine with Intel core

2 Duo 2.93 GHZ CPU and 2 GB RAM running on

Windows XP Professional Edition. The execution times

of our method for images with different size are shown in

Table III.

The proposed compression and encryption scheme is

based on a BAC whose two mapping intervals are ex-

changed randomly by using a PRBG. This scheme is sen-

sitive to both plaintext and key. As shown in Figure 3, the

ciphertext has uniform distribution for both on static model

and adaptive model. Therefore, the proposed scheme does

not provide any clue to employ any statistical attack on

the ciphertext.
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(a) Static model

(b) Adaptive model

Fig. 3. The uniform property of the ciphertext for the first 10, 000 bits
of the encrypted Lena in (a) Static model and (b) Adaptive model.

VI. CONCLUSIONS

In this paper, we proposed a new scheme which com-

bines BAC with a PRBG to perform both lossless com-

pression and encryption of data. In our scheme, we exploit

both the efficiency of the BAC in lossless data compression

and the advantages of chaos theory in data encryption

to provide a scheme which can be very useful in many

applications such as multimedia applications and medical

imaging.
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