Robustness illustration

In most of these applications, the watermarking should be robust. What is robust watermarking?

The robust watermarking is the art of modifying a media (image, sound, video, ...) such that:

it contains a message most of the time in relation with the media, degradation is most of the time imperceptible, the hidden message is not lost when media degradation occurs (attacks). 

Robust watermarking families

The three major families (multi-bits): Not informed : Spread Spectrum (DM-SS), Informed : Quantized-based (QIM, SCS, P-QIM), Informed : Trellis-based (DPTC). 

Brief conclusion

Good 

Definition

The classical framework of security:

Kerckhoffs's framework The embedding and extracting algorithms are known by the attacker and the attacker owns observations. The only secret parameter is the key.

Security attack

A security attack is an attack for which secrets parameters or secret informations are obtained.

Security subject addresses those technical points: Analysis and creation of secure algorithm, Analysis and creation of security attack. The best probabilistic code (coming from cryptography community): The Tardos code.

A video watermarking technique inside H.264, before quantization, taking into account RD optimization, robust to photometric attacks, and real time. 

Collusion attacks

f k : a video frame from a colluder k. C: the set of colluders. K : the number of colluders. Shahid, Chaumont and Puech, ICIP'2010; remarks An interesting practical scheme, but the watermarking scheme is not enough secure, and the algorithm is not robust to spatial and temporal desynchronizations.

f min = min{f k } k∈C f max = max{f k } k∈C f avg = k∈C f k K f median = median{f k } k∈C f minmax = f min +fmax 2 f modNeg = f min + f max -f median 'bus', '
Another interesting approach (outside H.264): There is still lots of work... 
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  Photometric Noise addition, DA/AD conversion Gamma correction Transcoding and video format conversion Intra and inter-frames filtering Chrominance resampling (4:4:4, 4:2:2, 4:2:0) Spatial Desynchronization Changes display formats (4/3, 16/9, 2.11/1) Changes resolution (NTSC, PAL, SECAM) Positional jitter Hand-held camera recording (curved-bilinear transform) Temporal Desynchronization Changes of frame rate Frame dropping / insertion Frame decimation / duplication Video editing Cut-and-splice and cut-insert-splice Fade-and-dissolve and wipe-and-matte Graphic overlay (subtitles, logo) "Security issue and collusion attacks in video watermarking", PhD Thesis, G. Doërr, Supervised by J.-L. Dugelay, University of Nice-Sophia Antipolis, France, june 2005.
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  news There are good solutions robust to photometric attacks INSIDE H.264 (or a similar codec).
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Security of few images schemes

Security addresses the problem of recovering secret parameters.

Images Proposed attacks Spread Spectrum "Comparison of secure spread-spectrum modulations applied to still image watermarking" B. Mathon, P. Bas P, F. Cayre F, and B. Macq. Annals of Telecommunication, 2009.

Broken Arrows

"Two Key Estimation Techniques for the Broken-Arrows Watermarking Scheme", P. Bas and A. Westfeld, MM&Sec'2009. Counter Attack : "Better security levels for 'Broken Arrows' ", F. Xie, T. Furon, and C. Fontaine, SPIE'2010. → main security "danger" is Intra video collusion.