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Enhancing Electromagnetic Analysis Using
Magnitude Squared Incoherence

A. Dehbaoui, V. Lomne, T. Ordas, L. Torres, Rbbert P. Maurine*

Abstract— This paper demonstrates that Magnitude Squared
Incoherence (MSI) analysis is efficient to localizéot spots, i.e.
points at which focused Electromagnetic (EM) Analyss can be
applied with success. It is also demonstrated that1SI may be
applied to enhance Differential EM Analyses (DEMA)based on
Difference of Means (DoM).

Index Terms— Side Channel Attacks, EM analysis

I. INTRODUCTION

Among Side-channel attacks some exploit the timin

behavior of I [1], while others exploit the poweynsumption
[2] or the EM emissions [3-5].

EM side channel efficiency is due to the innerpemies of
EM emissions. Their ability to propagate througfffedent
materials is the most striking one. Indeed, it\aicattackers
targeting the bounded hardware area integratingctkipto-
module under attack or part of it.

This is all the more interesting because it alloyetting
round global hardware countermeasures against panedysis
[11] by focusing the analysis on reduced silicoe dreas
thanks to tiny probes. Moreover, replacing the dapgobe of
Fig. 1a by the tiny one shown Fig. 1b allows dimglithe
number of EM traces required to disclose the kegtafhdard
iterative DES (Data Encryption Standard) mappead iat
FPGA by 100 to 200. However, this requires localzi
beforehand the crypto-module that may occupy ongmall
fraction of the device area.

However, focusing EM attacks, using small sens@gires
localizing leaking spots to overcome the quadraiarease
(with the square of package / probe sizes) ofnim@ber of
points to be attacked using either Differential Ealyses
(DEMA) [3-4] or Correlation EM Analyses (CEMA).

Within this context, the contribution of this papgertwofold.

First, a localization technique based on SpectmtheCence
analyses is introduced. It allows finding positiomsere EM

attacks might be successful with a reduced setagks. The
technique, called Weighted Global
Incoherence (WGMSI) analysis, has several
properties. Firstly, it requires only few EM measuents to

Manuscript received September 14, 2010. All Autleoeswith the Laboratory
of Informatics Robotics and Microelectronics of Mpellier, France (email:
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be efficiently applied. Thirdly, this non invasivand
contactless technique can be applied even if ttoitiunder
attack is encapsulated.

p.& il

_ : CRRTR
Fig. 1. (a) global EM analysis and (b)

focused EMIgsis

The second contribution is a Spectral Coherenceacbas
technique allowing performing successful DEMA with
reduced set of traces. This technique, which acatele the
convergence of DEMA based on DoM test, is denoted b
Differential Global Magnitude Square Incoherencé&s{@SI)
analysis afterward.

The paper is organized as follows. Section Il hgitts the
localization problem and gives details about theppsed
localization technique. This section ends with expental
results demonstrating that WGMSI is efficient tadtize the
less robust positions against EM attacks. Sectiomidhlights
how Spectral Coherence can be further used to emhan
DEMA based on DoM by reducing the number of tracebe
collected and processed to disclose the secretMete that
DoM is not the sole statistical test that can beduduring an
EM attack. Indeed there are many other tests; ssifieation
of test is given in [10]. Conclusion is drawn ircsen 1V.

Il. WEIGHTED GLOBAL MAGNITUDE SQUARED INCOHERENCE

Performing a DEMA, requires collecting a large na@mbf
traces. It is thus time consuming even if the agialis done at
a single position above the device, with a largibpr

The situation becomes unpractical when tiny sensoes
used by an attacker or an evaluator aiming at detretting
the robustness of a design against EM analyses.

Magnitude SquaredA. Problem
intargsti

Considering an iterative DES mapped onto a FPGA on
may plan collecting, at 784 (288) positions above and
around the Spartan3 core (displacement step of r2R0R0
000 EM traces, using a 500um diameter magnetic, lbmp
determine if EM emissions may be exploited or hatwever,
this would result, in collecting traces during 2dyd at first
order and with the setup presented in annex A.
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This leads to the question: how efficiently and cglyi
position tiny probes? One may think, to solve firigblem, by
performing a EM Near Field Scan (NFS) to localize t
cryptographic block. However this is often insufiat.

T
aesassssaziiesy
RRLTERIRRS
aTaon SOTOTO
SITIEIIIioil
€0 6°0°0 6°0 0 ¢ 0 a"aa
g $i3 die |
@

» o0 0s00d 0000
jRstssssisiie
B
.00

* [Package

KX
4

4

4

4

|

4

Y
.

|
1?..%1
2 it

* |pie

)

= &t

) |
%
&

()

17 mm

7mm

=) BE]
I

7mm -

HOOOE

Fig. 2. (a) Design floorplan (b) X-Ray photogragfythe package (c)
measured Peak to Peak EM cartography above thegack
As an illustration, Fig. 2c shows a peak to peakoggaphy
(obtained with the setup introduced in annex A)tted EM
emissions measured at several coordinates abovERBA

package during a DES ciphering. Fig. 2b is an X-R

photography of the package containing the circoitar attack.
Finally, Fig.2a discloses the floorplan of the gitcrunning at
50MHz and integrating a DES module, a finite stagchine
and a RS232 interface for communication purpose.

As shown, it appears impossible to correlate Figwh Fig.

2c even if the die area is known thanks to the X-Ra

photography. It appears all the more difficult tzdlize the
DES module and thus decide where to position thgnetic

sensor to perform a successful focused DEMA or CEdA
avoid potential global hardware countermeasures.

B. Basicsof Global Magnitude Squared Incoherence

frequency domain without making any assumptionfenEM
emission characteristics. It is based on spect@bherence
analysis of two time domain signals as detailecbwelThe
only observation on which is based the methoddssitlering
two successive hardware operations, we are sutestmae
gates switch during one computation and do notcewduring
the other, while some gates switch during both aipams.
This leads to the following intuitive conclusioratiguides the
development of our proposal: between two cryptogi@p
operations some characteristics of the EM emissiensain
constant (coherent) from one operation to anotlibile some
characteristics completely change (are incoher&ogh a data
dependent behavior is disclosed by the WGMSI teplei

The Magnitude Squared Coherence (MSC) between two
signals wi(t) and w2(t) is a real-valued functidnfrequency
with values between 0 and 1. It is defined by:

2
|PW1.W2( f )|
M (f)= (1)
SCWLWZ PWLV\LL(f ) |:Pw2,w2( f )
MS‘WLWZ(f)Zl_ Mg:wl.wz(f) (2)

where Ruwi(f), Puwawof) are the power spectral density of
wl(t), w2(t), and Ri.o(f) is the cross power spectral density of
wl(t) and w2(t). At a given frequendya MSC{) value of 1
indicates that the two spectra are exactly the safnite, a
value of 0 means that the spectra are differeniriamherent.

aXIternativer, one may compute the Magnitude Sqdare

Incoherence MST] (2). This criterion has also its values
between 0 and 1 but indicates rigorously the contwé(1).
Considering the whole spectra of two time domagnais,
one may compute the WGMSI coefficients between them
according to (3) that consider the signal w2(taasference.

Aw(f) 3)

WGMS = Z MSl iz () f'\é'g\’,(v(ANZ(f))

fOBW

where nf is the number of frequency values at which the
MSI(f) coefficients are computed, BW is the considered
frequency bandwidth and ,Af) is the power spectrum

DEMA exploits the data dependent behavior of the EMmpiitude at the frequendy

emissions radiated by circuits during cryptograpperations.
EM emissions are generated by flows of electridedrges
through the wires connecting logic gates but alsagh wires
supplying the circuit [7]. Since the switching ofatgs
generates a current flow through the circuit imerect, we
may conclude that gates generate some data depeBten
emissions at different points above the circuitoading to the
power distribution network. These data dependehatiers is
exploited by statistical means [3,4], to retrieke secret key.

Even if the timing and power characteristics of C¥@ates
are known, it is difficult to deduce any charadtci about the
EM emissions generated of actual IC due to the éexitp of
their power distribution grid. Thus, the only camibn we
may consider is that gates generate some EM patianis i.e.
generate some data dependent harmonics locatedvibense
in the whole EM emission spectrum.

WGMSI has values between 0 and 1. A high valdeates
that wl(t) and w2(t) have perfectly incoherent $geavhile a
low value indicates the contrary. Note that theosecterm of
(3) is a key term. Indeed, it weights Mlyalues such that
incoherent and high amplitude harmonics have nmopact on
the final WGMSI value than incoherent but low arple
harmonics. This reduces significantly the impachaie.

To illustrate these definitions, 5 time domain Efsices were
acquired during 5 different data processing of éSDEhese
traces (Fig. 3) have been collected with a | BB0diameter
probe placed respectively above a DES (Fig. 3a)ahme a
clock wire (Fig. 3b). As a result, one may expéettcurves
Fig.3a are data dependent traces while, wavefoigis3b are
completely data independent. To validate this agpsiom,
MSC() were computed. Fig. 3c gives the M§Cévolution
with respect to frequency for both data dependeuwt fally

Within this context, the proposed technique allowgata independent traces. As shown, the MSG@lues

disclosing the data dependent behavior of EM epnissin the

obtained considering traces collected above somek ahets
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have, as expected, values closer to 1 over a \fidguency allowed us concluding that WGMSI technique is aficieit
range than the MS§(values computed with traces collectedechnique to localize a cryptographic system, ansl i
above the DES, validating the above discussion. Power/Ground (P/G) network, within noise.

The obtained MS@) values were gathered to compute the Note finally that both validation steps have bearried out
WGMSI coefficients. As expected, WGMSI values (Tealt) with the experimental setup described in annex A aere
corresponding to acquisitions above clock nets @wwe performed considering a design mapped into a FP{EAIt
magnitude order lower than those acquired abov®HE#®. and more precisely a Spartan3 board. The mappeidndes
(50MH2z) integrated: a RS232 to communicate with & a

o @ finite state machine that manages the communicatod the
o behavior of the chip, and a DES.

To evaluate the efficiency of WGMSI cartographias i
disclosing hot spots for EMA, we scanned a 7mifmm area
of the package centered on the Spartan core withra probe
displacement step. The core size was estimate@ t@ughly
of 5x5mm?2 thanks to an X-ray photography, while the paek

Volts

Volts
G

waves ahove
the clock

]
| .
- ] has a size of Z¥17mm?2,
RS © At each of the 64 resulting positions, 5000 avedatyaces
2 \( | (20 trials for each PTI) were collected correspaogdio the
l ciphering of 5000 different PTI. Note that the saB0©0 PTI
} i were processed at each position in the same order.
' Frquency TABLE Il. NORMALIZED (%) WGMSI CARTOGRAPHY/ [40MHZz, 950MHz]
Fig. 3. EM traces collected (a) above the DES Kinya the clock YIX 1 2
network and (c) MSC(f) versus frequency 8 33 29
7 53 35
TABLE |. WGMSI VALUES 6 85 57
| Traces collected | Traces collected . 5 90 62
WGMSI between:| e aclock net |  above the DES | R2UO 4 83 48
3 100 37
datal & data 2 2810 2.610° 91
ata” ¢ data 2 | 75 | 24
datal & data 3 2110 2510° 117 1 40 24
datal & data 4 2410 2410° 101
datal & data 5 2410 1.7 10° 71

Considering these results, one may assume thatVa#SlI

criterion appears efficient to differentiate a dal@pendent
behavior from a data independent one and may |k digéng
a magnetic NFS to localize area with data dependsavit
emissions expected to be hot spots for EM analysis.

C. Coupling WGMS and EM Near Field Scan

Coupling WGMSI with NFS system to localize points Data acquisition achieved, WGMSI cartographies were
characterized by data-dependent EM emissions dé@mputed considering two frequency bandwidths, ,[40-
straightforward. The idea is to collect at each Y(X, 950MHz] and [40- 200MHz], and EM traces correspagdb
coordinates above the IC at least two differenetidomain the whole DES course. Thé bandwidth is the full bandwidth
traces of the EM field corresponding to two differelata of our acquisition chain, while thé“one has been chosen to
processing. Then, WGMSI values are computed fogl) keep only the emissions of the P/G network accgrthr{7].
positions to obtain a WGMSI cartography revealimgifions Tables Il and Ill give the WGMSI values in both easfter
with data-dependent EM emissions. Note that computi normalization done so that the maximum WGMSI value
WGMSI values for more than 2 data and averagingebalts corresponds to 100% and the minimum one to 0%. Nate
is not mandatory but leads to better results ictime. black cells point out positions with WGMSI valu@sver than

D. WGMS vs EM cartographies 20%. As §hown, the DES and part of P/G rails ind_wﬁlpws

its switching current generate data dependent ENbstoms

To validate the effectiveness of the WGMSI analysig mainly in left side of the cartographies.

kinds of validation were performed. One aimed atalating In a 29 stage, 64 DEMA and CEMA, considering the
the obtained WGMSI cartographies with design fié@mp Hamming Distance model were performed; both attacks
while the 2 aimed at demonstrating that spots with th@argeted the last round of the DES. To compareréiseilts
highest WGMSI values are good candidates for DEMWM a gptained at different positions two criteria werensidered.
available in [9] we give here only the results fedato the 2 The £ criterion was the Measurements To Disclosure with
validation step. Note however, that th& talidation step Stability (MTDwS) adopted during the DPA contes02q8].

8
7
6
5
4
3
2
1
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Its evaluation resumes in detecting and storingilewthe cartographies and, all other ones have been conhplithle
number of processed traces increases, the begiofitige £  VIII gives the results. Note that to compute therelations
sequence of 100 successive right guesses of thelkéje IV involving MTDwS, we considered MTDwS equal to 1@ f
and V show normalized MTDwS values for DEMA andpositions where attacks were unsuccessful. As shihere are
CEMA. The normalization has been done so that aevaf correlations between these cartographies. This dsiraies
60% means that 60% of EM traces have been procdesedhe interest of WGMSI to localize hot spots. Ndiatthigher
reach the % sequence of 100 successive right guesses. Blaotrrelation values are obtained for the frequenagdwidth

cells indicate positions at which the MTDwS is geeadhan [40MHz - 200MHz]. According to [7], this means theite

50% or positions at which the attack failed. most leaking points are part of the P/G network.
. d . . . .
Finally, the 2° criterion is the Percentage of Right GUESSesy g ¢ v, correLaTIONS BETWEENNGMSI AND MTDWS, PRGVALUES
(PRG) obtained after the processing of 5000 trataebles VI Correlation MTDWS PRG
and VIl show results. Black cells point out posisowith a DEMA | WGMSI 40 — 950 MHz 033 041
PRG value lower than 20%. WGMSI 40 — 200 MHz 046 0.49
TABLE IV. NORMALIZED MTDWS (%) VALUES FORDEMA (5000PTIs) CEMA WGMSI 40 — 950 MHz -0.20 0.20
YIX |1 2 3 4 5 6 7 8
WGMSI 40 — 200 MHz -0.40 0.38
8 84 | 58 62 fail | fail  fail | fail
7 62 [IE3 o8 86 88 | fail  fail | fail
6 98 | 94 86 fail  fail 52 lll. DIFFERENTIAL GLOBAL MAGNITUDE SQUARED
5 58 |82 80 | 58 INCOHERENCE
‘3‘ gi ;2 gaz" Ia!: :a!: ?c_’l If the above results have demonstrated the intevkshe
al al al .
> 24 fail il 84 fail WA(\BMSkIj they glégsugt?ekst uts)ngga'IA\to enhancg DEMA. .
1 80 | fal  fal | 70 il fail | fail ttacking a sub-key by consists in compati

TABLE V. NORMALIZED MTDWS (%) VALUES FORCEMA (5000PTIs) 64 DoM according to (4) and in identifying the ing the

sample with the highest amplitude.
60 | fail fall | 72 N _ N ,
= - e 2Tl 3 o)
6 |31 23 35 N N
= T35 515 Zile(PTIi,KS) Zi:l(l_ D(PTI; Ks))
4 | 28 34 21 o th
3 17 fail 32 In (4), extracted from [6]\«s[]] is the | sample hof thg DoM,
2 | 49 23 BN N is the number of EM traces used, Pi§lthe 1" plaintext,
1 | 23 39 fail Ti[j] is the jth sample of associated EM trace and D the
TABLE VI. NORMALIZED PRG(%) VALUES FORDEMA (5000PTIS) selection function returning the value of the téede bit
Y/X according to the PTI and the sub-key guess.
According to [1], if the sub-key guess is corrdw tight and
left hand terms of (4) correspond to the averagedes
10 characterized by an effective targeted bit valuel cdind O,

g 5 respectively. Thus, the difference of these tefyqaf] shows a

17 53 60 bounce as illustrated by Fig.4b.
0 69 Contrarily, if the sub-key guess is wrong, the kfid right
0 19 terms are undistinguishable, and a smaller boumeas.

TABLE VII. NORMALIZED PRG(%) VALUES FORCEMA (5000PTIs) Indeed, the selection function D fails in sortingaces

Nw OO |(N|©

[y

YIX |11 2 3 4 5 6 7 according to the targeted bit and these terms>xqrected to be
8 40 71 64 61 50 43 less incoherent than for the right guess.

7 54 70 75 75 72 39 64 32 Considering this, one may compute, for each subegk@ss
6 ” 72 88 85 62 52 78 65 | Ks, the Global Magnitude Squared Incoherence, GMSI
5 65 162 |8 |92 | 63 | 75 | 8 | 8 | petween these two means curves. Then, rather traputing
g ;(7) g; Zé Zg g}l gg &/ 8285 the DoM, one may compute the DoM weighted by theSkM
> 5 67 9 8a a5 a7 69 (5), and search the sample with the highest anaditu

. ° 2 JCH < o = = Bis[i]=2sli|BMSIs  GMSIKs :zmsw Msr:f(f) ®)

Comparing these tables highlights of several resuirst,
Tables Il and Ill indicate that the DES and parthaf overall Let us denote by DGMSI, a DEMA attack considerihg t
P/G network supplying it are localized mainly oe taft of the  four output bits of Sboxes [6] and performed usithg
core as expected from the floorplan. proposed weighting strategy.

Second, Tables Il to VII show that WGMSI and MTDwWS To evaluate its efficiency, we computed MTDwWS &RG
cartographies have similarities. Indeed, most st with  cartographies using only 1000 PTI rather than 50@@les 1X
high MTDwS values are mainly on the right part 6Bt and X give the results. As shown, a DGMSI performéth
cartographies as positions with low WGMSI values.better 1000 PTI gave results quite similar to that of aMYE
support this observation, correlations between WGM$erformed with 5000 PTI. One may conclude that DGMS
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allows reducing by[b, wrt DEMA, the number of PTIs this table, p and denotes the mean and the standard deviation

required to disclose the secret key. This demotestréhe

interest of MSI to enhance EM analyses.
TABLE IX. NORMALIZED MTDWS (%) VALUES FORDGMSI (1000PTIs)

fail fail fail fail
60 fail fail fail

fail | fail

fail | fail | 60
fail | fail | fail
65  fal | fail
fail | fail | fail

RINW|A~(fO|O|N|0

One

is explained by the reduction of the set of keydidates
during the key search by removing keys related dbecent
means in the DoM.

)
V ) 0.6mV
[ Apex .

‘ 1.4mV

|
18 \

Fig. 4. DoM obtained with (a) DGMSI and (b) DEMA

Fig. 4 shows the DoM obtained with DGMSI and DEMA3

after the processing of the 1000 PTI. As shown ritjet key
appears more clearly with DGMSI than for DEMA: thargin
between the right and wrong keys is 2 times greaiin
DGMSI than with DEMA. This is due to the low value§
GMSI; that flatten the DoM of wrong keys.

TABLE XI. COMPARING DGMSIwITH DEMA AND CEMA (5000PTI)

DGMSI DEMA CEMA

MTDwS | PRG MTDwS | PRG MTDwS PRG
H 43% 58% 68% 33% 73% 26%
(4] 11% 10% 17% 17% 19% 20%

In the previous section, the weighting strategypoM has
been demonstrated efficient to reduce the numbEMfraces
required to disclose the secret key. However, dutinis

experiment, we considered averaged EM traces. Oag m

wonder if results hold in presence of noise.

5000 one shot EM traces, were thus acquired anckpsed
using DEMA, CEMA and DGMSI. Note that 10 successive

attacks were done; each one differing from the rothethe

order considered to process data. Tablgi¥és the results. In

may wonder why DGMSI allows reducing MTDwS
and increasing the PRG. Practically, the obtaimdthecement

obtained considering the 10 processing orders.

As shown, with one shot EM traces, DGMSI allows
disclosing the right key with less PTI than with RE.
Indeed, only 43% of the traces are processed imageeto
reach for the first time the sequence of 100 swsieesight
guesses of the full key with DGMSI while 68% and& are
needed with DEMA and CEMA respectively. Moreovee th
PRG of DGMSI is nearly twice the ones of DEMA and
CEMA.

IV. CONCLUSION

The interest of Magnitude Squared Incoherence geicg
technique for EM analyses has been demonstratedghrtwo
applications. One tackles the identification of Bpbts to be
attacked using tiny probes while the other is aprovement
of DEMA based on DoM.

Annex A
All results were obtained with a measurement ptaifo
composed of:

— an oscilloscope, with a 3.5 GHz bandwidth, to ganat

40 GS/s the time domain evolutions of the EM signal

— a low noise 63 dB amplifier with a 1GHz bandwidth

— a magnetic loop with a 50fh diameter, and a

bandwidth greater than 1GHz,

— a motorized stage allowing positioning along Xaivd

Z axes the probe with a resolution ofuh)

— a PC to control the whole measurement setupa.e.

provide data to the DES (50 MHz) through an RS232

module and store the EM traces collected by thpesco

REFERENCES

[1] P. Kocher: Timing Attacks on Implementations@iffie-Hellman, RSA,
DSS, and Other Systems, Proc. of the 16th IntemaltiConference on
Cryptology, pp 104-113 (1996)

[2] P. Kocher and J. Jaffe and B. Jun: DifferenRalwer Analysis, Proc. of
the 19" International Conference on Cryptology, pp 388-8B399)

[3] K. Gandolfi and C. Mourtel and F. Olivier: Eteemagnetic Analysis:

Concrete Results, Proc. of the 3rd International rk&loop on

Cryptographic Hardware and Embedded Systems, [dp28% (2001)

[4] E. Peeters and F.X. Standaert, J. J. Quisqutsver and electromagnetic
analysis: Improved model consequences and comparidotegration,
the VLSI Journal, Volume 40, Issue 1, pp 52-60 @00

[5] D. Agrawal, B. Archambeault, J. R. Rao and Bh&gi. The EM Side—
Channel(s). Proc. of the 4th International Worksloop Cryptographic
Hardware and Embedded Systems, pp. 29-45 (2002)

[6] R. Bevan and E. Knudsen: Ways to Enhance BGiffeéal Power Analysis,
Proc. 5th International Conference on Informatiorc8ity and
Cryptology, pp 327-342 (2002)

[7] T. Ordas and M. Lisart and E. Sicard and P. Mauand L. Torres: Near-
Field Mapping System to Scan in Time Domain the Maig Emissions
of Integrated Circuits, Proc. of the 18th Interoaéil Workshop on Power
and Timing Modeling Optimization and Simulation, 29-236 (2008)

[8] DPAcontest 2008/2009 http://www.dpa-contest.org

[9] A. Dehbaoui, V. Lomne, P. Maurine, L. Torréd, Robert: Enhancing

Electromagnetic Attacks using Spectral CoherenceedaCartography.

International Conference on VLSI (VLSI-SoC 2009)

[10] F.-X. Standaert, B. Gierlichs, I. Verbauwhe@artition vs. Comparison

Side-Channel Distinguishers: an Empirical Evaluatd Statistical Tests

for Univariate Side-Channel Attacks against Two CMevices.

Lecture Notes in Computer Science, vol 5461, pp- 263 (2008)

[11] A. Shamir: Protecting Smart Cards from Pasd$teever Analysis with
Detached Power Supplies, Proc. of the 2nd IntesnatiWorkshop on
Cryptographic Hardware and Embedded Systems, pf13212000)



