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ABSTRACT

In this paper, we describe a Trellis Coded Quantization (TCQ)-ba®d quantization and watermarking technique

in the framework of JPEG2000 still image compression. Furthermore, we ivestigate the design of a novel joint
compression and watermarking scheme based on a hybrid TCQ module wthi can perform at the same time
quantization and watermark embedding. The watermark extraction proces can be achieved both during and
after image decompression. Another advantage is the lower complexity of # system because the quantization
stage is used for both compression and watermarking purposes. Experimi@l results have demonstrated that

the proposed joint scheme successfully survives JPEG2000 comprisswith minimal degradation of the image

quality. We also studied the robustness of the scheme against gaussiartering attack, gaussian noise attack,

valumetric attack and jpeg attack.

Keywords: Image compression, digital watermarking, JPEG2000, TCQ

1. INTRODUCTION

The digital watermarking describes methods that hide information in digital media by modifying the media
data. Modeling watermarking as communications with side information hasled to the design of very e cient
algorithms. This generation of watermarking schemes is called informegchemes® One of the two main
informed watermarking categories is the quantized-based watermarkig schemes. In 1999, Chen and Wornéll
have introduced the Quantization Index modulation (QIM), where the host signal is considered as the side
information of Costa's scheme! A practical and e cient implementation of the Costa's ideas is the Scalar Costa
Scheme (SCS) proposed by Eggers et alwhich is quiet similar to the DC-QIM watermarking. *

It has been noticed that image compression and image watermarking share sontemmon characteristics.
There are several advantages to combine, at one end the image coding and waterrk embedding operations
and, at the other end, the image decoding and watermark extraction. On tke other hand, combining image
coding and image watermarking is highly desired in some classical agphtions, such as copyright protection,
copy and access control and annotation, where image compression is performedfore spreading abroad.

JPEG2000 is a compression standard developed by the Joint Photographic Experts @up (JPEG) that sup-
ports lossy or lossless compression of grayscale or color images. JPEG2000 supgpa number of functionalities
and includes many advanced features; it has thus become the solution ohaice for many digital imaging elds
and applications. A number of watermarking techniques for JPEG2000 image$or authentication and owner-
ship protection purposes have been proposed. Few among those methoal® quantization-based watermarking
schemes combined to JPEG2008 Meerwald et al.® developed a watermarking process based on Quantization
Index Modulation (QIM) integrated to JPEG2000 coding chain. Schlauwey et al.> have developed an image
watermarking scheme by using an extended scalar quantization and haghg scheme in JPEG2000 coding chain.
For these last two techniques, the watermark embedding is perforred after quantization process. Makhlou et
al.” have proposed to integrate a modi ed QIM scheme in JPEG2000 part 2 befa the quantization process.
The QIM modi cation consists of reducing the distortion caused during quantization-based watermarking by
using a non-linear scaling. It is worth noting that there is actually no genuine joint compression/watermarking
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solutions in the JPEG2000 framework. The watermarking systems which a& proposed in the recent literature
integrate an additional watermark embedding/extraction stage in the JPEG2000 compression/decompssion
process.

The objective of this paper is to design a novel joint JPEG2000 compre$sn and informed watermarking
scheme based on a hybrid trellis coded quantization (TC&®) module which can perform at the same time
quantization and watermark embedding. The system allows both watermarkrecovery during and after image
decompression. However, we have two major constraints to considerfirst, the embedding of the mark must
not lead to a signi cant deterioration of the compressor's performance (ompression ratio and image quality).
Second, the scheme also needs to be robust enough to allow a correctss@ge extraction after some acceptable
manipulations of the decompressed/watermarked image.

The speci c organization of the paper is as follows. Section 2 recalls th8CQ quantization both in the
JPEG2000 standard and in the watermarking domain. Section 3 describes #hproposed joint JPEG2000 coding
and watermarking TCQ-based scheme. Section 4 presents experimahresults and nally Section 5 concludes
this work.

2. TRELLIS CODED QUANTIZATION (TCQ)

Trellis coded quantization (TCQ) is a particular kind of vector quant ization proposed by Marcellin and Fischef
which could achieve performance near rate distortion bound. The main idas behind TCQ are due to trellis
coded modulation (TCM). TCQ is a trellis-based quantization scheme associated with a struared codebook.
A trellis is nothing more than a state transition diagram (that takes time into account) for a nite state machine.
Each branch in the trellis represents a transition from one state to amther, at the next point in time. Given an
initial state at t = 0, this path can be speci ed by a binary sequence, dnce there are only two possible transitions
from one state to another.

2.1 TCQ in JPEG2000

Figure 1. Union quantizers for TCQ in JPEG2000.

Several quantization options are provided within JPEG2000 Part 2 of the sandard and include TCQ.}!
The variant of TCQ used in the JPEG2000 standard is the Entropy Coded TCQ (ECTCQ). A uniform scalar
quantizer with step size is partitioned into four subsets called Dg, D;, D, and D3. The subsetsD; are used to
label the branches of a trellis. The union of the quantizers associad with each state is called a union quantizer.
The two union quantizers used in JPEG2000 areAg = Do [ D2;A; = D3 [ D3 and are illustrated in Fig. 1.
Fig. 3.a shows a single stage of a typical 8-state trellis with branch labeng. At each state, we could choose
between one of two groups of quantizers to quantize the source inpwt. In TCQ we pick up connected branches
in trellis by using Viterbi algorithm 12 to quantize a sequence so as to have less accumulated distortion. &h
Viterbi Algorithm produces two sequences: the rst one is a binary £quence de ning the minimum distortion
path. The second one is the sequence of corresponding TCQ quantizatiandices. The dequantization of TCQ
indices at the decoder is straightforward. Given the initial state and the path sequence, the decoder is able to
reproduce the reconstructed values by using the sequence of iiegs specifying which codeword was chosen from
the appropriate union quantizer.



2.2 Watermarking techniques based on TCQ

There are only few watermarking techniques in the literature which use TCQ. In these algorithms, the paths
in the trellis are forced by the values of the message and the samples dida host signal are quantized with the
codebook corresponding to the trellis path. This approach is calledhie TCQ path selection (TCQ-PS).1315 Le
Guelvouit®® explores the use of trellis-coded quantization techniques (TCQ ash turbo TCQ) to design a more
e cient public-key steganographic scheme in the presence of a pass warden. Braciet al.'® focused on the
security aspects of informed watermarking schemes based on QIM and gposed a secure version of the TCQ-PS.
The main idea is to cipher the path at the encoder side by shiftingrandomly each obtained codeword to a new
one taking from another subset. Then, according to the secret key, acdebook di erent from the one used for
the transmitted message is chosen. Ouled Zaigét al.'* have developed a watermarking algorithm resilient to
lossy compression attack by exploring the use of turbo TCQ technique in the wavelet domain but not in the
JPEG2000 coding scheme. The TCQ allows reduction of the complexity @st of the watermarking system and a
reduction of the distortions.

3. THE JOINT JPEG2000 BASED COMPRESSION AND WATERMARKING

SCHEME
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Figure 2. An overview of the joint JPEG2000 encoder/watermarking i nsertion scheme.

The main idea behind the approach we proposed is to quantize and waterm&wavelet coe cients at the same
time by using a hybrid TCQ quantization module. The TCQ path selection method (TCQ-PS) 3 is not suitable
for our purpose because the path corresponds to the embedded messageheTsecurity of the message is thus
not ensured since the path is a non-secured part of the JPEG2000 bit-stam. We propose a new watermarking-
based TCQ technique which is independent of the path selection. W chose to embed the watermark during the
quantization process in the HL detail sub-band of the selected resotion levels. Wavelet coe cients of the other
sub-bands are quantized with the classical uniform scalar quantizationstage. We replace the uniform scalar
quantizers used in JPEG2000 part Il by shifted scalar quantizers withthe same step size as for the original
ones. We can also use a higher step size by multiplying the original ep size with a constant. These quantizers
di er from the previous quantizers by the introduction of a shift d which is randomly obtained with a uniform
distribution over [-/2,/2]. 1 We propose the following principle: if the bit to be embedded is he bit 0 then
the quantizer Djo;j =0; 1; 2; 3 with the shift d[0] is used. If it is the bit 1, we employ the quantizerDjl with the
shift d[1] satisfying the condition: jd[1] d[0]j = =2. So, we will have two groups of union quantizers for the
trellis structure used in our aproach: the group 0,AJ = D[ D93;A9 = D?[ DY which represents a watermark
embedded bit 0 and the group 1,A} = D3 [ D3;Al = D1[ D3} which represents a watermark embedded bit
1. The given trellis structure has four branches exiting each state fig. 3.b). Let us consider a binary message
m to be embedded and a host signak. The embedding of the watermark guides the guantization process. For
each transition i in the trellis, the union quantizers are selected according to thevalue m[i] and the subsets
Djm['];j =0;1;2;3 are used to label the branches of the given trellis. The trellis isnodi ed in order to remove
all the branches that are not labeled with the union quantizers that enode the message as illustrated in Fig. 3.c.
The process of quantization produces the binary sequencp de ning the minimum distortion path and the



sequence of TCQ quantization indicesy given by:

. . . , x[iT di[miTl
i1 = QoD = sign(xi]~ ayfmip L Mg @
J
where d; is the shifting of the shifted scalar quantizer Djm[i] at transition i and Q is the quantization function.
In addition to p and q, the sequence is generated. It contains an extra information which ensures that the
modi ed trellis structure is properly retrieved during the d equantization step. In the dequantization process,
given p, g, | and d, the decoder produces the reconstructed value as:

R[i1 = Qi (dlil) = sign(ali(jalili + ) ; + di[m(il] @)

where Q ! is the dequantization function and is a user selectable parameter within the range & < 1. The
dequantization stage utilizes the same trellis employed in the quatization step.

Figure 3. The trellis structure used in JPEG2000 and in our joint wa termarking/JPEG2000 scheme: a) A single stage
of an 8-state trellis with branch labeling used in JPEG2000, b) A two-stage of the trellis structure used in our approach
with four branches entering and exiting each state, c¢) Insertion of the message m=f 1,0g with the modi ed trellis: all the
branches that are not labeled with the union quantizers that enc ode the message are removed.

3.1 Quantization and watermark embedding

The watermark embedding (watermark extraction) process is perforned independently into each code-block.
First we generate the message to be inserted. In order to add more robumeess to the transmitted message, we
encode it with an error correcting code. For each code-block, theupntization/watermark embedding procedures
are as follows: rst of all, the shiftings d are computed using a pseudo random generator initialized by the sedre
key k. The union quantizer group 0 and group 1 for each transition are generatk The initial state of the given
trellis structure is set to 0. The trellis is simpli ed so that al | the branches through the trellis, and thus all the
associated union quantizers, encode the message as illustrated in Fig. 3.c. Finaly, the Viterbi Algorithm 2 is
applied in order to nd the minimum distortion path (the bold arcs in F ig. 3.c).



3.2 Watermark extraction

In order to extract the embedded message within the decompressethage, we perform the following operations:
The decompressed watermarked image is rst transformed with the DWT, secondly, we take the coe cients of
the HL sub-bands included in the watermarking process and we stored in the vector y. Then, we perform the
TCQ quantization onto y by applying the Viterbi algorithm onto the whole trellis (Fig. 3.b) in or der to extract

the watermarking message.

We can also extract the embedded message during the JPEG2000 decompsies. For each code-block, the
sequencd enable us to retrieve the trellis structure used during the quantization stage. The embedded message
can be extracted by analyzing the labeling of the given trellis struture. At a transition i, if the quantizers
which label the branches of the states belong to group 0, it means that thenessage bit insertedmfi] is the bit
0. Otherwise, the quantizers belong to group 1 andnfi] = 1. This modi ed trellis is afterward used in the
dequantization stage to reconstruct the wavelet coe cients.

4. EXPERIMENTAL RESULTS

To implement our joint JPEG2000-based watermarking algorithm, we chose touse the OpenJPEG library'®
which is an open-source JPEG2000 codec written in C language. The follong set of compression and watermark
parameters were xed: irreversible DWT 9-7, 5 levels of wavelet deomposition, 1 tile, size of code-block: 64
X 64 and a watermark message of 1024 bits length inserted in the HL sub-band ohé second resolution level.
The message is encoded with a very simple convolution code 2-memory 1/t6te. The shifting vectors are kept
secret to protect the watermark.

In order to test the e ect of JPEG2000 compression, series of experinmts on di erent JPEG2000 grayscale
test images of size 512 x 512 have been performed. We set the compressiatior from 2.5 bpp to 0.2 bpp.  1cg
is the step size of the TCQ quantizersDo, D1, D, and D3. We use di erent values of tcq in our experiments:
, 2,3 and 4 ( is the JPEG2000 original step size). The message can be corre ctly detected during
decompression for all tested compression bitrates. Experimental sults shows that the embedded watermark
information is also completely recovered after the decompression &tje even at low bitrates. Table 1 shows the
PSNR results obtained for the well known test images: bike, clown,dna and peppers. Based on the results
reported in Table 1 we can notice that the PSNR decreases as the step sizalue increases. The decrease is more
important at high bitrates. At low bitrates, the diminution is small w hen we compare between the PSNR results
obtained at di erent step size values for the four images. For examplewe obtain a PSNR of 33.46 dB at 0.2
bpp for tcqo = compared to 33.09 dB for tcq =4 . The PSNR results obtained by our joint scheme are
compared with those obtained without watermarking. When considering he tcq = step size, we observe
that the degradation induced by the watermark embedding in terms of FSNR is relatively small for medium and
low bitrates. As an example, for bike image, there is a loss of 0.12 dB at 1.6 Ipp For peppers image compressed
at the same bitrate, the di erence is about 1.83 dB. At 0.2 bpp, there isa di erence of 0.56 dB between the lena
image compressed with the classical JPEG2000 coder and the same image cosgsed and watermarked with
the joint scheme. We note a loss of 1.35 dB for clown image at the same bitrate

We should note that there is a trade o between the quantizer step sie needed for a correct embedding
(extraction) of the watermark and the expected quality of the decompressed/watermarked image. When using
a larger tcqg, the delity will deteriorate because the distance between the guantization points will grow.
However, the advantage of using a larger rcq value is that an improved robustness is obtained. The step
size used in JPEG2000 is small. It is big enough to ensure a correct exction of the watermark during and
after decompression. Nevertheless, the watermarks will not survig in case of strong power attacks of the
decompressed/watermarked images. So a largertcq can be used in order to improve the robustness. We will
obtain a lower quality ( delity) in comparison with that obtained usin g the original JPEG2000 step size. This
will result in an improved robustness. The PSNR obtained are still aceptable in the context of a joint scheme
as shown in Table 1.

In a second round of experiments, a database of 200 grayscale images of size 5812 has been considered
to evaluate the robustness of the joint scheme. Four kinds of attacks hae been performed: gaussian ltering
attack, gaussian noise attack, valumetric attack and jpeg attack similarly to Miller et al.® The Bit Error Rate



Image | bitrate | PSNR (dB) | PSNR (dB) with | PSNR (dB) | PSNR (dB) | PSNR (dB)
test (bpp) with the joint scheme with with with
JPEG2000 TCQ — TCQ — 2 TCQ — 3 TCQ =4
25 43.23 41.48 40.94 40.18 39.33
2 39.64 40.30 39.86 39.14 38.50
Bike 1.6 39.33 39.45 39.07 38.55 37.97
1 38.11 38.25 38.07 37.55 37.05
0.5 36.51 36.45 36.30 35.99 35.61
0.2 33.52 33.46 33.39 33.29 33.09
2.5 44.08 41.20 36.51 34.32 32.378
2 42.78 39.95 36.04 34.15 32.25
Clown 1.6 40.77 37.92 34.11 31.18 30.62
1 38.71 37.13 33.05 30.71 30.24
0.5 35.76 31.80 31.20 30.39 30.26
0.2 31.09 29.74 29.12 29.03 28.95
25 47.47 42.30 40.18 39.77 38.65
2 45.33 42.08 40.32 39.09 37.58
Lena 1.6 43.38 41.17 39.98 39.27 37.46
1 41.55 40.07 39.10 38.59 36.69
0.5 40.03 39.26 37.54 37.02 36.29
0.2 36.56 36.00 35.76 35.38 34.95
2.5 43.13 41.01 39.11 37.53 36.42
2 39.69 38.63 36.51 35.00 35.42
Peppers| 1.6 39.20 37.37 36.02 34.34 33.94
1 39.03 37.47 36.15 34.42 34.45
0.5 36.50 34.64 34.88 34.12 33.86
0.2 29.35 29.78 29.75 29.67 29.55

Table 1. PSNR(dB) for compressed image tests obtained with the joint scheme with di erent step sizes and comparison
with the PSNR obtained with the classical JPEG2000 part 2 code r.

(BER) is computed for each attack. The BER is the number of erroneous ettacted bits divided by the total
number of embedded bits. When analyzing the results, the BER valas lower than 0.1 are considered. The BER
results for the four attacks are presented in Fig. 4 and Fig. 5. The logaritmic (base 10) scale is used for the
Y-axis (BER results).

The watermarked images are ltered by gaussian lter of width . The experiment was repeated for di erent
values of 4, and the BER has been computed. The obtained results are reported ini§. 4.a. The watermarks
survive ltering eectsupto 4 =0.6 for tco = . As expected, the robustness is improved when the step
size value increase. The BER obtained is lower than 0.1 when the joinscheme undergo gaussian ltering up
to: g=08for tcqo =2, =09for tco =3 and g=1for tcq =4. Fig. 4.b shows the results
obtained when the watermarked images are corrupted by additive white gassian noise (AWGN) with mean 0
and standard deviation . The joint scheme is not very robust to this kind of attack. Indeed, the proposed joint
approach gives BER results below 0.1 against AWGN with standard deviation upto 4 for tcq =4.

The results against the valumetric scaling attack are summarized in Fj. 5.a. The quantized-based water-
marking algorithms are recognized to be very sensitive to valumetricscaling (each pixel is multiplied with a
constant). Experiments show signi cant resistance of our joint schene to this kind of attack. The BER results
are still under the 0.1 limit when there are changes in scaling with ascaling factor in the range of 0.7 and 1.3
for tcq = . As usual, the robustness is better for tcq =4 : the valumetric scaling attack with a scaling
factor in the range of 0.6 and 1.6 gives BER values lower than 0.1. Fig. 5.b showiee BER results to jpeg attack.
We observe that the watermarks are only able to cope with jpeg quality fator up to 70 for tcq =4. The
weak robustness to jpeg attack is inherent to the approach since theae cients included in the watermarking
process are high frequency wavelet coe cients. It should also beoted that the quantized-based methods are



sensitive to jpeg attack.

(@) (b)

Figure 4. BER results for attacks: a) Filtering attack , b) Gaussi an attack.

(a) (b)
Figure 5. BER results for attacks: a) Scaling attack , b) JPEG att ack.

5. CONCLUSION

We investigate a TCQ quantization based algorithm integrating image watermarking into JPEG2000 coder. The
main contribution is that the proposed system allows both quantization of wavelet coe cients and watermark
embedding by using the same quantization module. Experimental imestigations demonstrate that this joint
scheme is able to achieve good visual quality in terms of PSNR. The prased embedding technique can survive
JPEG2000 compression at very low bitrates. The watermark robustness agagt common image attacks have
also been studied. It has been noticed that the robustness is impe@d when a higher quantizer step size value
is used. Thus, the selection of the quantizer step size must be deroptimally so that the best trade o between
robustness and minimum quality degradation should be achieved.
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