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The development of cryptographic devices was followed by the development of so-called implementation at-
tacks, which are intended to retrieve secret information exploiting the hardware itself. Among these attacks,
fault attacks can be used to disturb the circuit while performing a computationin order to retrieve the secret.
Among possible means of injecting a fault, laser beams have proven to be accurate and powerful. The laser
can illuminate the circuit either from its frontside (i.e., where metal interconnections are first encountered)
or from the backside (i.e., through the substrate). Historically, frontside injection was preferred because it
does not require the die to be thinned. Nevertheless, due to the increasing integration of metal layers in
modern technologies, frontside injections do not allow anymore to target any desired location. Indeed, metal
lines act as mirrors and they reflect and refract most of the energy provided by the laser beam. Conversely,
backside injections, while being more difficult to set up, allow increasing the resolution of the target location
and remove the drawbacks of frontside technique. This paper compares experimental results from frontside
and backside fault injections. The effectiveness of the two techniques is measured in terms of exploitable
errors on an AES circuit, i.e., errors that can be used to extract the value of the secret key used during
the encryption process. We will show that, conversely to what is generally assumed, frontside injection can
provide even better results compared to backside injection, especially for low-cost beams with large laser
spot.
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1. INTRODUCTION

The wide spreading of hardware cryptographic devices to protect privacy leads to the
emergence of many types of attack aiming to retrieve secret information. Among these
attacks, so-called “fault attacks” rely on disrupting the circuit during the computation
of the cryptographic algorithms ((BDL97][BS97]). One of the most effective techniques
to inject fault in a circuit is the use of laser beams.

Laser injections can be performed either through the frontside of a circuit (metal
layer side) or through its backside (substrate side). Historically, fault attacks first
exploited frontside injection [SA03]. Nevertheless, due to the increasing integration
of metal layers in modern technologies, frontside injections do not allow anymore to
target any desired location. Indeed, metal lines act like mirrors and they reflect and
refract most of the energy provided by the laser beam. Metal density can reach up
to 10 layers for new technologies as depicted in Figure 1 [MBVO08]. On the contrary,
backside injections, while being more difficult to set up due to the necessary thin-
ning pre-process, allow increasing the resolution of the target location and remove the
drawbacks of frontside technique.

Even if frontside laser injection does not allow precisely controlling the target fault
location in modern technologies, its use could be still effective when the purpose is to
generate an exploitable fault, i.e., an error that can be successfully used to extract the
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Fig. 1. Number of metal layers available in various CMOS technologies [MBV08]

value of a secret key used during an encryption process for instance. The aim of this
work is to verify whether this assumption is correct or not. We experimentally per-
formed both frontside and backside laser fault injections on a circuit implementing the
Advanced Encryption Standard (AES) algorithm [AESO1]. The effectiveness of both
attacks is compared in terms of attack successes, i.e., obtained number of exploitable
faults. The paper is structured as follows. The underlying photoelectric-induced cur-
rent phenomenon and differences between frontside and backside injection techniques
are described in section 2. A brief description of the AES algorithm and related fault
attack requirements are provided in section 3. Experimental set-up and target circuit
description are given in Section 4. Then, injection results are compared in section 4.
Limitations and possible countermeasures are discussed in section 5. Finally Section
6 presents some conclusions drawn from this work.

2. FRONT-SIDE VS BACKSIDE INJECTION
2.1. Photoelectric effect

When light emitted by a laser hits a CMOS device, the deployed energy is turned into
electrical current because of the photoelectric effect [Hab65]. If the energy of photons
emitted by the laser is sufficient, these photons create electronhole pairs along their
path through the silicon.

A current is the result of charges movement. As a consequence of the photoelectric
effect, two mechanisms put the charges created by the laser in movement and therefore
induce a transient current. A PN junction is taken as an example to present these
mechanisms.

Drain ( Vg )

Laser /
\+| — N diffusion /

Space charge region

RS

P substrate (Gnd)

Fig. 2. The mechanism responsible for Optical Beam Induced Current [DACS+14]
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Figure 2 depicts a reverse biased PN junction (drain to Vdd, substrate to Gnd). This
polarization creates a wider space charge region at the interface between the P and
N regions. As the laser beam goes through the PN junction and the silicon, it creates
electronhole pairs. Then the charges that are close enough to the junction are moved
(attracted or repulsed depending on the charge) by the effect of both the electric field
and the diffusion effect (movement of charges in order to maintain an equal concen-
tration of charges among all the silicon). The charges that are far from the junction
recombine themselves without any effect on the induced current at the drain of the
junction.

Diffusion charge collection
- >

] Prompt charge colle¢tion
-

»

Current (arbitrary unit)

1 Onset of event

|

10-13 10-12 1o-1 1010 107
Time (seconds)

Fig. 3. Typical shape of nodal current at a p-n junction [WAO08]

Figure 3 shows the typical shape of the induced transient current at the drain node
created by the laser. The electric field and the diffusion effects can be differentiate
on the shape. The prompt collection corresponding to the electric field effect induces
a high current during a short time. The diffusion-induced current has a decreasing
amplitude that lasts longer than the prompt collection. This is due to the speed of the
diffusion phenomenon in silicon.

Equation (1) represents an accurate enough model of the current shape observed in
Figure 3.

I(t) = @ (€7 —e7) 1)

Ta — Tb

Where Q is the charge deposited by the laser strike, 7, is the collection time constant
which is a process-dependent collection time constant of the junction and 7 is the laser-
track establishment time constant which is relatively independent of the technology.
Typical value of 7, and 7, can be found in [CCIC90].

The induced current can be high enough to temporarily invert the output logic level
of a logic cell, thus possibly generating an error in the circuit. The following subsec-
tion details how faults can be generated within a digital circuit, by means of a laser
injection

2.2. Single Event Transient (SET) and Single Event Upset (SEU)

The mechanism by which the induced current changes a logic value is presented in 4
on an inverter.
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in <0’ Metal 1
ezzz MOS gate

out ‘1> => 0’

P substrate

laser beam

Fig. 4. :Effect of the induced current on an inverter gate (cross section) [DACS™14]

Let assume the input of the inverter being equal to logic value ‘0’, its output being
‘I’. The NMOS transistor is in OFF mode, with a reverse biased PN junction below
its drain. The PMOS Transistor is in ON mode. Assuming stationary conditions, the
equivalent output capacitance (i.e., the sum of all gate/wire capacitances connected to
this output) is fully charged.

If a laser beam reaches the drain of the NMOS transistor, a transient current flows
from the drain to the Gnd through the bulk. This current moves electrons from both
Vdd and the equivalent output capacitance toward Gnd. As a consequence, the gate
output capacitance is discharged. When the illumination duration is large enough, the
output capacitance is discharged at the point where the output voltage falls under the
threshold voltage of the next logic gates, thus causing a transient logic fault, the so-
called Single Event Transient (SET). As the laser illumination ceases, the ON mode
PMOS ensures that the output loaded capacitance is restored, thus ensuring that the
output voltage goes back to logic value '1’.

SETSs have different effects on the circuit behavior according to the target cell and
the time of the illumination. If the SET created on a gate output propagates to a mem-
ory element (no logical masking), and affects its input during the latching window of
the memory element, the circuit stores an erroneous value (e.g. Figure 5). The SET has
no further effect otherwise.

If a storing element is directly aimed as in Figure 5.b, the timing constraints are
more permissive than for a SET to induce an error. Indeed, the logic value stored in the
memory cell can be directly flipped (Single Event Upset: SEU). Thereby, the erroneous
logic value is released to the next clock cycle.

2.3. Front-side and backside injection characteristics

Laser injection can be performed shooting either from the front-side or the backside of
the chip. In the following paragraphs we sketch the characteristics, main advantages
and drawbacks of these two techniques.

Front-side injection can be performed using any kind of wavelength ( green or in-
frared). The absorption depth is defined as the distance after which the energy de-
creases by 37%. Figure 6 depicts the penetration depth of the silicon depending on the
wavelength used. For the green wavelength (532nm), the penetration depth is almost
1um. For the infrared wavelength (1064nm), the absorption depth is a few hundreds of
um. Green wavelength is therefore preferred for frontside injections since the energy
is absorbed near the surface of the silicon, where transistors are built. Conversely, for
backside injections the laser beam has to traverse the whole wafer (generally between
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Fig. 5. SET (a) and SEU (b) mechanisms

300pum and 500um) in order to reach the laser-sensitive PN junctions. Infrared wave-
length is thus a mandatory choice since the absorption depth is in the order of the
wafer thickness (a green laser beam would not reach the laser sensitive parts of the
target).

— 10°

Absorption coefficient (cm™")
Penetration depth (um)

0.4 0.6 0.8 1 12 1.4 1.6 1.8
Wavelength (ym)

Fig. 6. Penetration depth in Silicon depending on the wavelength [Pou00]

Concerning the efficiency and complexity of the injection set-up, front-side injection
is generally easier to do than backside injection since it only requires the chip to be
un-packaged, it does not require any other manipulation of the silicon die [Mirll].
Unpackaging can be done (mechanically or chemically) in few minutes. Nevertheless,
this type of injection is difficult to realize due to the increasing number of metal layers.
Indeed, metal interconnects reflect most of the light coming from the laser beam, thus
reducing the target silicon area as shown in Figure 7.

In order to perform a backside injection in the best conditions, the wafer has to be
thinned. This is done either mechanically using an expensive equipment or with chem-
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ical products. The mechanical thinning uses a spinning tools that can scratch or polish
the silicon, the thinning operation last around few hours for one circuit [Mir11]. The
chemical thinning is cheaper but requires to manipulate dangerous products and to
know well the protocol in order not to destroy the circuit. More details on this tech-
nique can be found in [CLMFT14][Tar08]. Mechanical thinning is preferred for back-
side injection due to the better thinning accuracy of this method. Generally a wafer
thickness is between 300um and 500um. It has to be thinned down to 100um (Figure
7). It allows, together with a good tune of the laser energy to create a fault without
damaging the circuit.[Sch81] [Pal91]

Back-side injection Front side injection
infra-red Green
Spot Size
Metal lines

O Dead zomes
8 .
2 - 1 -
- *
f [
si
Spot Size
Fig. 7. Front-side and backside injection constraints
Table I summarizes the characteristics of each injection way.
Table I. Front-side and backside injection characteristics
Front-side Backside
Wavelength used | Green (532nm) or infrared Infrared (1064nm)
Absorption depth ~ lum =~ 100pum
Characteristics Presence of metallization | Has to be mechanically thinned

3. TEST VEHICLE AND ERRORS

Backside laser injection allows high accuracy in terms of geometric location of the
target spot, permitting very precise attacks on every parts of a circuit. While this char-
acteristic might suggest that backside attack is the best approach to successfully per-
forming a fault attack on a crypto-processor, we show in this section that in some cases
it is possible to use front-side injections.

In the sequel of the paper, we consider as a test vehicle, some known fault attacks on
a circuit implementing the AES cryptographic algorithm [AES01]. The AES algorithm
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is briefly described in subsection 3.1 Then, fault attacks requirements are presented
in subsection 3.2.

3.1. AES presentation

The Advanced Encryption Standard (AES) is a cryptographic symmetric algorithm. In
this paper we focus on the AES 128 (128 bits for both the plaintext/cyphertext and
the secret key). The AES algorithm’s internal operations are performed on two dimen-
sional arrays of bytes called State and a Round key. The State consists of 4 rows of
bytes and each row has 4 bytes. The four bytes in each column of the State array form
a 32-bit word, with the row number as the index for the four bytes in each word.

The AES-128 algorithm is an iterative algorithm. After addition (i.e a bitwise xoring)
of the initial secret key K, 10 rounds (iterations) are executed. Figure 8 shows typical
operations performed during one round: SubBytes, ShiftRows, MixColumns and Ad-
dRoundKey. The first 9 rounds consist of these 4 transformations while the 10*" round
excludes the MixColumns transformation. After each round, the result is stored in a
128-bit "round-register”.

The SubBytes operation is performed thanks to 16 Substitution boxes (Sbox), each
of them substitutes the value of one byte M; of the State, i=0 to 15. The SubBytes op-
eration is the only nonlinear operation in the algorithm. The ShiftRows operation is a
row-based permutation of the State bytes. The MixColumns is a column-based trans-
formation of each column of the State. Finally the AddRoundKey operation consists of
adding (xor operation) the corresponding round key Ki to the state. Round keys K1, to
Ky are derived from the initial secret key K.
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Fig. 8. AES encryption of the i** round

3.2. Fault attacks and exploitable errors

Fault attacks are a powerful mean to retrieve secret keys of cryptographic algorithms,
like the AES. In order to exploit the effect of the injection, the produced fault has to
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fulfill some requirements for the attack to be successful. These requirements concern a
specific time of injection and the location of the induced error (in terms of bits or bytes
to be faulted).

Table II summarizes some known attacks on AES as well as their requirements.
Column 2 gives the target value to be faulted. Column 3 reports the requirement nec-
essary to perform the attack in terms of spatial accuracy. For instance, in [BS03], a
single bit in the plaintext M, has to be faulted. Conversely, if more than one bit is
faulted, the attack fails.

Table II. Some known attacks on AES 128 [Mir11]

Target Focalization
[BS03] Data(Mp) Bit
[CNSMO03] Data 7#*(Mg)+Key 4*(Ko) Byte
[Gir03] Data 16%(My) Bit
[PjQ03] Key 4%(K9)+4%(K10)+Data 4%(Mg) Byte
[PjQO03] Data 4*(My) or 1*(Mg) Byte

[CTO5] Round counter Round counter value

[PMCT11] Round counter Byte
[DLVO03] Data 4%(My) Byte

[RMO7] Data before first subbyte Bit or Byte
[KQO8] Ky Byte
[AMT] Data at 8" round input Byte
[AM11] first column of Kg Byte

Therefore, based on state-of-the-art fault-based cryptanalysis, it appears that only
specific and precisly controlled faults can be exploited in order to retrieve the secret
information. The fault has to be injected at the right moment and has to affect either
only one bit, or only one byte without impacting other data. While lasers have a suffi-
cient timing accuracy to fulfill the first requirement, spatial accuracy and focalization
are more difficult to manage.

In the following section we compare front-side and backside injections in terms of
focalization, i.e., the efficiency to fulfill these fault-attack requirements, namely single-
bit fault and single-byte fault.

4. EXPERIMENTAL PARAMETERS AND RESULTS
4.1. Experimental set-up

The circuit used for the experimentations is a prototype that has been developed by
Ecole Normale Superieur des Mines de Saint-Etienne (ENSMSE). The circuit has been
designed with 130nm AMS CMOS technology. Its operating frequency is 25MHz. AES
implementation uses a full parallel 128-bit data path. Every AES operation is imple-
mented in a block (AddRoundkey, MixColumns, ShiftRows and Subbytes), plus two 128
bit registers (State and Round Key) and a Finite State Machine (FSM) scheduling the
different operations. A round of this AES is computed within a clock cycle, i.e., 40ns. In
this circuit, the registers are scattered as shown in Figure 9. Each square represents a
100pm * 100pm area. Blue squares contain the register of the corresponding byte (plus
logic gates). For example, square #15 is the register storing the value of the fifteenth
byte of the state. All the AES operations are implemented using logic gates scattered
among the circuit.

This circuit is put on a PCB board linked with a FPGA, the FPGA is used as an
interface between the PC and the PCB. A picture of this assembly is given in Figure
10. Signal of interests (consumption, firing of the ciphering) are measured directly by
an oscilloscope from the PCB board. The PC controls the FPGA (send data, read data,
ciphering).
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Fig. 10. FPGA board linked with the PCB board and the AES for backside injection

When the cipher command is sent to the circuit, the FPGA generates a signal with
two triggers. The first one corresponds to the warming up time (around 200us for each
shot) of the laser source. The second one corresponds to the beginning of the AES
ciphering. The delay between these two triggers can be tuned (by 40ns step) in order
to focus a specific time during the ciphering of the AES. The firing time can be set by
the attacker with an accuracy of around the jitter time, here 10ns. The circuit is put on
a XY table under the laser source. The spatial accuracy of the XY table is about 1um.
Thus laser shot can be done with an accuracy (in time and space) precise enough to
perform powerful attack.

4.2. Experimental parameters

The main goal of this work is to check whether fron-side laser injection can provide
exploitable results. Indeed, the common assumption is that front-side injection is not
effective since most of the light is reflected by metal layers and, for the same rea-
son, the light that reaches the transistors is not controllable. The experimental results
presented in this section will prove that front-side laser-injection can also provide rele-
vant results under certain experimental conditions. More specifically, we investigated
the use of a large laser beam, similar to those used by attackers with low-cost laser
benches at their disposal.

We focus our study on the injection at the ninth round of the AES since we perform
Piret and Quisquater attack [PjQ03]. The determination of the nature of the injected
fault (multi-byte, single-byte and single bit) is performed by comparing the erroneous
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and the correct ciphertexts. Since we know the plaintext, the injection instant and
the secret key, we can easily understand which fault has been injected (single-byte or
single bit) by performing the inverse function performed by the AES round.

Concerning the timing of the laser beam, it has a 10ns jitter, which represents a
quarter of the round duration.

The summary of the laser bench characteristics we used for the experiments is given
in Table III:

Table Ill. Frontside and backside injection parameters

Frontside Backside
Pulse width 5ns 5ns
Wavelength used | Green (5632nm) Infrared (1064nm)
Laser Energy 525nd 675nJ
Spot size 125um x 125um 50um = 50um

From Table III it can be seen that we deliberately selected a non-performant laser
beam for front-side fault injection (high quality laser equipments can have spot size
down to 1um * 1um and pulse widths of a few ns).

Concerning the energy of the laser, we increased its value step by step until a fault
was obtained, thus maximizing the number of faults injected without damaging the
circuit.

We supposed that we do not know the layout of the circuit. Therefore we created a
map of the circuit by performing 10,000 injections for all the locations of the circuit.
We consider as a location a square with a size equivalent to the one of the laser spot.

So, we consider that a location with lots of single-byte faults modifying the same
byte is the location of the memory cells storing this byte. This first step leads to the
Figure 9. For this location, we compare the number of laser shots and single-byte faults
obtained.

Equation (2) defines the injection rate. This rate compares the number of faults in-
jected into the circuit with respect to the number of performed laser shots. The number
of faults includes all types of faults, not only those occurring during the ninth round of
the AES. In other words, the injection rate show whether the laser is an efficient mean
of injecting a fault in the circuit.

# faults

- 2
#laser shots 2)

Injection rate =

We focus our experimentation on faults occurring during the ninth round of the AES

since we want to implemented the attacks described in [Gir03] [PjQ03]. Therefore, we

want to evaluate how many faults can be succesfully exploited, i.e., we want to measure

the number of obtained single-byte or single-bit faults. The single-byte fault rate given

in equation (3) compares the number of single-byte faults to the overall numbers of
faults injected in the ninth round.

#Single_byte faults
# faults

Among all these obtained single-byte faults, we try to sort them out depending on
the affected byte of the State. For each affected byte, equation (4) allows comparing the
number of single-byte faults to the number of laser shots performed at this location.
This rate allows measuring the easiness to perform single-byte attacks.

Single_byte fault rate = 3)
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#Single_byte faults

ingle_byte shot rate = 4
Singlebyte shot rate #laser shots (4)

The same rates defined in 3 and 4 and be defined also for single-bit faults.
Single bit fault rate = #Single-bit faults 5)

# faults

The single bit fault rate given in equation (5) compares the number of injected single-
bit fault among all the faults occurring during the ninth round of the AES.

This rate allows measuring the accuracy of the injection. Indeed, for a single-bit
fault, the injection has to be accurate enough to disrupt a few number of gates or one
memory cell. The single-bit shot rate depicted in equation (6) measures the probability
of obtaining a single-bit fault.

#Single — bit faults

#laser shots ©6)

Single — bit shot rate =

4.3. Experimental results

In this section, we expose and analyze the experimental results obtained performing
front-side and backside injections. We will characterize the effect of the injections by
means of the rates described before in section 4.2.

4.3.1. Font side vs. backside injection results. First, we compare both ways of injection in
terms of injection rate. As table IV shows the injection rate for front-side injection is
about 55% whereas the injection rate for backside injection rate is 100%. This means
that with the correct injection parameters and a wide spot size, the attacker is sure to
inject a fault in the circuit while performing a backside attack. For front-side injection
the rate is only about 55% even with a large spot size.

Nevertheless, the single-byte fault rate is about 78% for the front-side injection while
it is only 32% for backside injection. This result is counter-intuitive because the spot
size of front-side injection is wider than the one used for backside injection so more
logic gates should be disrupted. Moreover, if we focus on the single-bit fault rate, its
value is 4% for front-side injection and 0.2% for backside injection. Again, front-side
injection seems to be more effective than backside injection in terms of exploitable
results.

These results can be explained by the presence of the metal layers on top of the chip.
Indeed, a part of the laser beam is reflected by the metal, not participating to the fault
injection phenomenon. However, the metal layers also act as a shutter, by reducing
the illuminated area of silicon. Therefore, even if a large laser spot is used, the actual
silicon area that is affected by the injection is much narrower.

Table IV. Injection rate and fault rates

Injection rate (%) | Single-byte fault rate (%) | Single-bit fault rate (%)
Front-side 55.4 78 4
Backside 100 32 0.4

Table V gives shot rates for both frontside and backside injection for each byte of the
round register. It can be seen that for each byte the rate is higher for front-side injec-
tion than for backside injection. This means that, when low-cost laser equipements are
used, it is easier to inject single-byte faults from front—side than from back-side.
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Moreover, for front-side injection there is a disparity in the rate between bytes. This
disparity is larger for front-side injection than for backside injection. This can be ex-
plained by the fact that some logic gates and memory cells are in dead zones i.e. shad-
owed areas. Thus, it’s more difficult for the attacker to get fault on these particular
bytes with this circuit. In order to get the information given by these bytes, the at-
tacker has to make an exhaustive search of the corresponding bytes value.

Table V. Shot rates

Single-byte shot rate (%) || Single-bit shot rate (%)
Byte # || Front-side Backside Front-side | Backside
0 28 0.5 3.3 0
1 1.8 0.4 1 0
2 15 0.3 0.9 0.2
3 32 0.4 6.2 0
4 29 0 5 0
5 5 0 0 0
6 18 0.1 5 0
7 45 0.1 1.6 0
8 17 0.1 2.5 0
9 2.5 0.1 1 0
10 6 0 3.3 0
11 34 0.1 2.2 0
12 1 1 0 0
13 15 0 14 0
14 24 0 1.6 0
15 6.9 0.1 2.9 0

Experiments show that with a large spot size, front-side injection is a good option to
inject exploitable faults according to this result, we analyse in the sequel how front-
side injection is a better option than backside injection according to the spot size.

4.3.2. Equivalent size measurement. We want to estimate the size of the silicon area illu-
minated when injecting from front-side. As the metal lines cannot be removed without
altering the circuit’s operation, we suppose that injecting from backside gives the same
results of an injection from front-side without metal layes (with the same spot size and
energy).

We therefore reduced the spot size used for backside injection until the same injec-
tion results as those of front-side injection are obtained.

In order to get an estimation of the size of the silicon areas illuminated by injecting
from front-side, we assume that the metal lines are organised in a regular mesh. In
this circuit, there are 6 metal layers. The first two (top metal layers) have a metal line
width of 12um with a pitch of 8um. For the last four (bottom metal layers), metal line
width is about 0.8um with a 0.8um pitch.

Thus we consider that only the first two metal layers reduce significantly the illumi-
nated silicon area. So we assume that these areas are 8um * 8um squares considering
the worst case (space between two metal lines of the same layer), the four bottom lay-
ers do not hide totally the memory cells of the circuit.

In this circuit a memory cell storing one bit of one byte has a 4.8um * 5.6m area. So
the illuminated active area of the silicon is wider than a memory cell area. With a spot
size of 125um *x 125um, the attacker can illuminate 36 memory cells in the worst case.
Indeed, the attacker tries to inject a fault on a byte or bit to perform the attack.

A metal line (12um wide) can create a dead zone large enough to hide a flip-flop
from the laser beam. This confirms the loss of manipulability seen in the experimental
results.
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Backside injections are performed on the circuit. The spot size is reduced until
the same single-byte injection rate is obtained as from front-side injection (spot size
125um * 125um). The reduction of the spot size is done using a shutter. So in order
to maintain the same energy that hit the circuit, the energy of the laser beam is in-
creased.

Hono bute fault rate

h 10 15 20 jiia) 30 ia)
Spot size (um)

Fig. 11. Single-byte injection rate vs spot size for back side injection

The result of this experimentation is depicted in the Figure 11. For front-side injec-
tion, the single-byte injection rate was about 78% with a 125um * 125um spot size. In
order to get the same rate from backside, the attacker has to reduce the spot size to
around 5um * 5um. This value is almost the same as the 8um x 8um given before. This
shows that the reduction of the spot size is actually due to the metal interconnects.

5. LIMITATIONS AND COUNTER MEASURE

In this section, we discuss about the limitation of front-side injection and give a counter
measure against it. The technology nodes used to implement the circuit has no direct
impact on the experimentation presented before. The size of gate will only change the
number of gates or memory cells under illumination. The smaller is the technology the
more likely multiple bit faults are injected.

The real difference between the technology nodes comes from the number of metal
lines layer available as depicted in Figure 1. The experiments presented here give good
results for frontside injection because the number of metal lines layer used is small ( 6
metal layers). The more metal layers are used, the smaller the energy of the laser beam
that reaches the silicon. If too many metal layers are present, the number of affected
gates might go down to zero. Thus a simple counter measure against front-side laser
injection is the addition of extra metal line layers. These extra lines prevent the laser
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beam to reach the silicon and thus to induce faults. This shield can be either passive
or active. Active shielding consists in putting extra metal lines, these lines drive alarm
signals in case of removal attempt of these metal lines. Conversely in passive shielding
the extra metal lines do not drive signals.

That’s why, if the attacker lack of accuracy in term of laser spot size, the front-side
injection can be a good option with a chip using few metal layers.

6. CONCLUSION

In this paper we presented a comparison between front-side injection and backside
injection. This comparison leads to the conclusion that even with a low cost bench, i.e.,
with a large spot size, front-side injection allows an attacker to obtain faults potentially
useful to perform a DFA attack. With such a laser bench, front side injection compares
favorably with back side injection. Nevertheless, the set of useful faults obtainable
through front-side injection depends from the routing of the metal lines and it cannot
be controlled by the attacker.

In comparison, this kind of faults requires an expensive laser bench in order to be
obtained through the backside (small spot size and accurate tune of the energy step)
with the additional benefit that any fault can be potentially obtained.

At the evidence, if the circuit has a shield (metal lines added in order to protect the
circuit from probes or injection) on top of it, front-side injection is no more an option of
injection unless the shield is removed.
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