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Fault Attacks on Secure Devices
Why attack?

Theft of service ID theft

g - A Denial of service
” o / xe Cloning, etc.
_ VO

b

( Means to attack are being constantly improved )

( Means to defend are being constantly improved )

Growing demand for secure chips:

Banking industry, service providers, military applications, etc.
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Categories and Methods

Non-invasive

C Side-channel )
(Power / Clock Glitches)

( Software )

Cryptographic device
(e.g., smart card and reader)

Control,
Cyphertexts

Control,
Waveform
data

Oscilloscope

Computer
Picture by Mark Pellegrini [LGPL (http://www.gnu.org/licenses/lgpl.html), GFDL (http://www.gnu.org/copyleft/fdl.html)]
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Categories and Methods

Semi-invasive

C Laser Fault injection )

Metal plate exposure Silicen Grinding Silicon Polishing
using an end-mill using a diamond-bit using a buff

Photo: http://www.nscnet.co.jp/e/pdt/bal02.html
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Categories and Methods

Invasive

Passivation

Photo: https://www.maschinewerkzeug.de/business-karriere/uebersicht/artikel/1130365

Probe
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Effective and accurate
fault injection tool

/Laser based attack )

How to defend?

(Detection) (Design robust circuits)

CSimuIate the effects of laser shots on ICs)

Gmportance of having accurate laser-fault injection models)
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In this
presentation

~N

Laser-induced transient fault model

with IR-drop contribution [DSD'17]

- Methodology to simulate the effects of

laser shots on ICs

Analyse the impact of laser-induced
IR-drop in the fault injection process
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2 - Classical model of laser fault injection and its limits

2.1 - Modeling laser effects on ICs

Classical model for simulating laser-induced transient
currents on ICs

IPh ‘_"= CLoad
w H

G (0V) Nwell bias(vdd)

Psub bias (gnd)
S % D (1V) % S
L @‘UIE Eul

- IPh

Nwell

laser beam P-substrate
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IPh ‘_"= CLoad
"""" YA
Psub bias (gnd) G OV) Nwell bias(vdd) Psub bias (gnd) Gadv) Nwell bias(vdd)
S T D (1V) T S S D(OV)
' * ' * ! @z
[ N+ N4 | [ P+ P+ | [ N+ | [ N+ N+] LN+ |
< IPh
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laser beam P-substrate laser beam P-substrate
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2 - Classical model of laser fault injection and its limits

2.1 - Modeling laser effects on ICs
Classical model for simulating laser-induced transient
currents on ICs

Psub bias (gnd)

Nwell bias(vdd)

IPh ‘_"= ClLoad
. |
v A
G (OV) Nwell bias(vdd) Psub bias (gnd) Gav)
S T D (1V) T S S T D (0V) S
\ R 22 1 ' e ?
[ N+ N [ P+ P+ | | N+ | [ P+ | | N+ N+ | LN+ ]
< Ip ‘ 1 IPh
“ Nwell ,' Nwell
\ I
laser beam ‘\ P-substrate ll laser beam P-substrate
\ |
\ I
\ ,'
\/ sensitive areas (reverse biased PN junction \/

between the drain and the substrate)
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2 - Classical model of laser fault injection and its limits

2.1 - Modeling laser effects on ICs

Spatial distribution of the laser-induced photocurrent

p—
0 O
o O

N
(e}

Beam intensity (%)
(@)
()

Q|
; )
wo O

s 25 Y
Distance (um) R Distance (lm)
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2 - Classical model of laser fault injection and its limits

2.1 - Modeling laser effects on ICs

Spatial distribution of the laser-induced photocurrent

p—
0 O
o O

Beam intensity (%)
B
o O

Q|
; )
wno O

$25 ’
Distance (um), +*

o O ’t (pS)

.
.t

Ip;;;ea'k:"(a X V 4+ b) X 0gquss(z,y) X Pulse, xS

A. Sarafianos et al., “Building the electrical model of the pulsed photoelectric
laser stimulation of an nmos transistor in 90nm technology”
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2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Standard cell(s) 1lluminated by a Sum laser spot diameter

12.5 um

tech: 250 nm

How does the standard cell height influence

in the fault injection process?
08



2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Case 1:
Only NMOS transistors are 1lluminated by the laser beam

Psub bi‘a}s (gnd) G (0V) Nwell b%as(vdd)
o ooy, L
P+ N+ N+ P+ P+ N+
Nwell
P-substrate
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tech: 250 nm V
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2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Case 1:
Only NMOS transistors are 1lluminated by the laser beam

Psub bias (gnd) G (0V) Nwell b%as(vdd)
I S T T D (1V) T T ?
ﬁi N+ P+ P+ N+
- IPh
Eorl Nwell
P-substrate
12.5 um

Weak laser-induced currents
in the Nwell-Psub junction
(classical model is OK)

tech: 250 nm
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2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Case 2:
NMOS and PMOS transistors are always illuminated by the laser beam

Psub bias (gnd) G (OV) Nwell bias(vdd)
S T D (1V) S

!

N+ N+ ;u N+
Nwell

P-substrate

] &) A N R
iU LLOE LI L ] |
5K HE U U HY Ny 8

{ i
1 i | 1 ] 1l

tech: 28 nm V
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2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Case 2:
NMOS and PMOS transistors are always illuminated by the laser beam

Psub bias (gnd) G (OV) Nwell bias(vdd)
S T o« 2aV) S

!

[ i 1' ] 1] 2
108 U N R 11 1L 8 in

2 R R I R e
U T T TR N+ N+ N+
b gl gl g gl gld g gl glt gl

AR R i1 IR RIS IPh
e e IPpsub_nwel Nwell
§ )y Ry 2 ! | &) 1) i
LT gl gil g <

I

1ser beam P-substrate

||||||

1 i B A i A
iU LLOE LI L ] |
L ) R U B A

| i i |
1 I i i | i

tech: 2 nm
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2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Case 2:
NMOS and PMOS transistors are always illuminated by the laser beam

Psub bias (gnd) T G (0V) Nwell bias(vdd)
? 2V S
N+ N+ N+
IPh
/ IPpsub fwel Nwell
<

1ser beam P-substrate

Laser-induced currents
: in the Nwell-Psub junction
Iph=Croaq (classical model is incomplete)

tCCh 28 nm V
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Psub bias (gnd) Gav) Nwell bias(vdd) Psub bias (gnd) Gav) Nwell bias(vdd)
S T D (0V) S S T D (0V) S
! ez ! I
& N+ [N+ | [ N+ N+ | [ IN+] |
- IPh -
Nwell /IPpsub :gvel Nwell
:( v
laser beam P-substrate laser beam P-substrate
IPh
Ivov >> 1"
* CLoad
\VZ vPower g.rid model
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3 - Proposed model

3.1 - Upgraded electrical model

Classical Model Upgraded Electrical Model
Psub bias (gnd) Gav) Nwell bias(vdd) Psub bias (gnd) Gav) Nwell bias(vdd)
] S T D (0V) S S T D (0V) S
! w2 % ! w2 %
[ N+ N+ [N+ | [ N+ N+ | [IN+]]
IPh -« IPh -€
Nwell / IPpsub ?vel Nwell
:( V4
laser beam P-substrate laser beam P-substrate

vPower grid model

Ih = (a XV +b) X Qgauss(a,y) X Pulse, xS

IPPsub_nwell — fCL(itO?“ X [ph

h (>10)

J.M. Dutertre et al., “Improving the ability of Bulk Built-In Current
Sensors to detect Single Event Effects by using triple-well CMOS 13



3 - Proposed model

3.1 - Upgraded electrical model

Upgraded Electrical Model

- Power grid model

— PU IPh
'X' 'YV

IPpsub nwel

—PD IPh : CLoad

Vv Power grid model

L,y = (CL XV 4+ b) X Qgauss(z,y) X Pulse,, x S

]PPsub_nwell — fCLCfO’I“ X ]ph
(>10)
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3 - Proposed model

3.1 - Upgraded electrical model

Upgraded Electrical Model

- Power grid model/\

Main issue:
dimensioning the RC network!

12Ul ) Ien FUUUUUUPRRRRUON SURRRRRRRN
X! Y ; IPpsub nwé v Y e é
L PD @IPh %CLoad 1 I% T 1
i | E % T " % ;
V Power grid model : T T .

P [TOWTWTT

: T T TI=1

L,y = (CL XV 4+ b) X Qgauss(z,y) X PUE_

. o1 Q1
]PPsub_nwell — fCLCfO’I“ X ]zgt .

(>10)
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4 - Simulation methodology

1 Deﬁne simulation parameters

. Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

Replace the nominal supply voltage
from the original netlist

Perform electrical simulation

for a laser spot location (x,y)

: END : 14
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80 Rise
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80 Rise

‘time: Fall time

------------------------- »Peak value defi?ned by (1) = IPh_peak

Beam intensity (%)
(@)
(e

Distance (um) 75715 Distance (lm) 0 (ps)
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4 - Simulation methodology

-----------------------------------------------

1 Deﬁne simulation parameters

-----------------------------------------------

Laser beam diameter - Laser shot power Laser shot duration
_ o [transient (}J.A)
S A
> Rise
g ‘time: Fall time
Q : : :
g e > Peak value defined by (1) = IPh_peak
m
75 —>t (ps)

Distance (lm) Dlstance (um)

Time at which the laser shot occurs w.r.t. the zero of the simulation

lax | | | L
0.5 S R SR

orl- R

Ipea.k '

HA  Volts

0

Time (ns)

(X, Y ) displacement step of the laser spot when one aims to draw a fault sensitivity map
70

Y axis (um)

0 X axis (um) 1o 14



4 - Simulation methodology

1 Deﬁne simulation parameters

: Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

Replace the nominal supply voltage
from the original netlist

Perform electrical simulation

for a laser spot location (x,y)

: END 15
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4 - Simulation methodology

1 Deﬁne simulation parameters

: Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

Replace the nominal supply voltage
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4 - Simulation methodology
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4 - Simulation methodology

1 Deﬁne simulation parameters

. Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

Replace the nominal supply voltage
from the original netlist

Perform electrical simulation

for a laser spot location (x,y)

: END 17



4 - Simulation methodology

---------------------------------------------------------------------

@ : Define the amplitude of IPpsub_nwell current
Efor each cell in the design according to Eq. 1 :

---------------------------------------------------------------------

v Power grid model

L = (a XV 4+b) X Qgauss(a,y) X Pulse, xS

100
80

Beam intensity (%)
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250
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100
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Beam intensity (%)
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Sey iy TPEMENE T iy A
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4 - Simulation methodology

---------------------------------------------------------------------

@ : Define the amplitude of IPpsub_nwell current
Efor each cell in the design according to Eq. 1 :

---------------------------------------------------------------------

v Power grid model

L = (a XV 4+b) X Qgauss(a,y) X Pulse, xS

& 100
z 80
% 60 - 0.5 pm .
2 w ~
g 20
' 75 Nwell 06um  Nwell area: 0.30 um?
33 5025
. 57755 77
Distance (LLm) ) Distance (lm)
y
LTI TR 1100% A
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a5 ! 20% J
| A <>
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il 1y
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4 - Simulation methodology

---------------------------------------------------------------------

@ : Define the amplitude of IPpsub_nwell current
Efor each cell in the design according to Eq. 1 :

---------------------------------------------------------------------

v Power grid model

Iy, =(axV+b)x Qgauss(z,y) X Pulse, X S I Ppgyb nweti = factor x Iph

—
x© O
o O

0.5 pm

Beam intensity (%)
[}
o

Nwell 06um  Nwell area: 0.30 pm?

A
I03 um  NMOS Drain area: 0.03 pm?

i :\'u’ i 2 5 gl g 1 iy 12 um 30 um
Sl ALY factor = XE t — =10.00
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4 - Simulation methodology

---------------------------------------------------------------------

. Define the amplitude of IPpsub_nwell current

@ : for each cell in the design according to Eq. 1

---------------------------------------------------------------------

v Power grid model

Iy, =(axV+b)x Qgauss(z,y) X Pulse, X S I Ppgyb nweti = factor x Iph

0.5 pm

Nwell 06um  Nwell area: 0.30 pm?

TR T 2 |5 T m I =1100%
ﬂur il r ‘@ '

A
I03 km  NMOS Drain area: 0.03 pm?

create_current_region -current {1. 500ns 0.000mA 1.505ns 0.820mA 1.510ns 1.000mA 1.515ns 0.950mA
. 1.800ns 0.000mA} -layer M2 -intrinsic_cap C -loading_cap C -region "1.50 1.50 1.75 1.75"

17



4 - Simulation methodology

1 Deﬁne simulation parameters

: Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
: supply voltage of each cell in the circuit

Replace the nominal supply voltage
from the original netlist

Perform electrical simulation

for a laser spot location (x,y)

: END 18



4 - Simulation methodology

-----------------------------------------------------------------------------------

Perform IR drop analysis for a laser spot location (x,y) :
5): Save a table containing the evolution in time of the

supply voltage of each cell in the circuit

----------------------------------------------------------------------------------

110

Beam intensity (%)
(o))
(e)

2.5
Distance (lm)

2.
5 55
73 Distance (um)

bbbtk 11 1T

1 lllllll S
09 r . e
~08 F e e ;
% 07 : Spot pos. 130
Z 06 ) 4 Voltage Swing
< 05 Voltage swing = 554 mV X
§ 0.4 U205: 0.554V
Sl e U1942: 0.554 V
ol R e U1088: 0.555V
O ------ T T T T S kol

1 12 14 16 1.8 20 22 24 26 28 3
Time (ns)

18



4 - Simulation methodology

-----------------------------------------------------------------------------------

: Perform IR drop analysis for a laser spot location (x,y) :
5): Save a table containing the evolution in time of the

supply voltage of each cell in the circuit

----------------------------------------------------------------------------------
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4 - Simulation methodology

-----------------------------------------------------------------------------------

: Perform IR drop analysis for a laser spot location (x,y) :
5): Save a table containing the evolution in time of the

supply voltage of each cell in the circuit

----------------------------------------------------------------------------------
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4 - Simulation methodology

1 Deﬁne simulation parameters

: Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

Replace the nominal supply voltage
from the original netlist

Perform electrical simulation

for a laser spot location (x,y)

: END 19



4 - Simulation methodology

---------------------------------------------------------------------

Replace the nominal supply voltage
from the original netlist

> instance
> input

> output
> pwell

> nwell

> std cell
U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8 (original)
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4 - Simulation methodology

---------------------------------------------------------------------

Replace the nominal supply voltage

from the original netlist

> instance

> input

———

—— —

> output
> pwell

> nwell

> std cell

— T —— ‘—___--—""L'-‘--._-~

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL IVX8 (original)

U527 (net21866 n134 GND U527 GND_U527 VDD _U527 VDD _U527) STD_CELL_IVX8

.
------
s
Pl
. PL
s
. .®
s
----
------

............

. "ay

------
* Tay
.....

.......
Taa,
............

16 18 20 22 24

Time (ns)

— Power-grid Model

Vl'

0" >>'1" %% IPpsub_nwel

- CLoad

-

vy Power- grid Model

19



4 - Simulation methodology

---------------------------------------------------------------------

Replace the nominal supply voltage
from the original netlist

> instance
> input

> output
> pwell

> nwell

> std cell

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL IVX8 (original)
U527 (net21866 n134 GND U527 GND U527 VDD U527 VDD U527) STD _CELL IVX8

VU527 VDD (vdd! VDD _U527) vsource type=pwl val0=0 wave=[ 1.5n1... 1.65 0.78 ... th vn ]

1 & / \

— Power-grid Model

Vl'

0" >>'1" %% IPpsub_nwel

- CLoad

-

1 12 14 16 1.8 20 22 24 26 28 3 \V4 Power-grid Model
Time (ns)

19



4 - Simulation methodology

---------------------------------------------------------------------

Replace the nominal supply voltage
from the original netlist

> instance
> input

> output
> pwell

> nwell

> std cell

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8 (original)
U527 (net21866 n134 GND U527 GND U527 VDD U527 VDD U527) STD _CELL IVX8
VU527 VDD (vdd! VDD _U527) vsource type=pwl val0=0 wave=[ 1.5n1... 1.65 0.78 ... th vn ]

VU527 GND (GND_U52Y gnd!) vsource type=pwl val0=0 wave=[ 1.5n 0 ... 1.68 0.23 ... thn vn ]

1TT . —

— Power-grid Model

nw
se®
s
ws®
Y
s
----
..
..
s
[0
------

Voltage swing = 554 mV . "o N >>'1
- 1 0 } IPpsub_nwel
"""""""""""""""""""""" : E = CLoad
2 24 26 28 3 v Power-grid Model
Time (ns) 7

19



4 - Simulation methodology

1 Deﬁne simulation parameters

: Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

Replace the nominal supply voltage
from the original netlist

Perform electrical simulation

for a laser spot location (x,y)

: END 20



4 - Simulation methodology

7) Add IPh current to each cell in the circuit

.
-------------------------------------------------------------------

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8

U527 (net21866 n134 GND U527 GND U527 VDD U527 VDD U527) STD_CELL IVX8
VU527 VDD (vdd! VDD _U527) vsource type=pwl| val0=0 wave=[ 1.5n 1 ... 1.65 0.78 ... tn vn ]

VU527 GND (GND U527 gnd!) vsource type=pwl val0=0 wave=[ 1.5n 0 ... 1.68 0.23 ... tn vn ]

— Power-grid Model

11'

0" >>'1" g% IPpsub_nwel

- CLoad

-

vy Power- grid Model

20



4 - Simulation methodology

-----------------------------------------------------------------
.

7) Add IPh current to each cell in the circuit

.
-------------------------------------------------------------------

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8

U527 (net21866 n134 GND_U527 GND_U527 VDD_U527 VDD_U527) STD_CELL_IVX8

VU527 VDD (vdd! VDD _U527) vsource type=pwl| val0=0 wave=[ 1.5n 1 ... 1.65 0.78 ... tn vn ]
VU527 GND (GND U527 gnd!) vsource type=pwl val0=0 wave=[ 1.5n 0 ... 1.68 0.23 ... tn vn ]
IU527 VDD (VDD _U527 n134) |50L¢rce dc=0 type=exp_val0=6-tdl=fstart
.......................... — Power-grid Model
s lm=my T T 1] | I
e R N 1 N Ph
T | ’ g% IPpsub nwel
g‘ O: psub_
0 T ClLoad
Time (ns)

\V4 Power-grid Model
20



4 - Simulation methodology

-----------------------------------------------------------------
.

7) Add IPh current to each cell in the circuit

.
-------------------------------------------------------------------

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8

U527 (net21866 n134 GND_U527 GND_U527 VDD_U527 VDD_U527) STD_CELL_IVX8

VU527 VDD (vdd! VDD _U527) vsource type=pwl| val0=0 wave=[ 1.5n 1 ... 1.65 0.78 ... tn vn ]
VU527 GND (GND U527 gnd!) vsource type=pwl val0=0 wave=[ 1.5n 0 ... 1.68 0.23 ... tn vn ]
lU527_VDD (VDD_U527 n134) isource dc=0 type=exp val0=6-td1=fstart
~. ........................... »taul=rise_time
.......................... — Power-grid Model
slE=m T T 1] | I
s b | R Ph
T | ’ g% IPpsub nwel
g‘ O: psub_
0 T ClLoad
Time (ns)

\V4 Power-grid Model
20



4 - Simulation methodology

-----------------------------------------------------------------
.

.
-------------------------------------------------------------------

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8

U527 (net21866 n134 GND_U527 GND_U527 VDD_U527 VDD_U527) STD_CELL_IVX8

VU527 VDD (vdd! VDD _U527) vsource type=pwl| val0=0 wave=[ 1.5n 1 ... 1.65 0.78 ... tn vn ]
VU527 GND (GND U527 gnd!) vsource type=pwl val0=0 wave=[ 1.5n 0 ... 1.68 0.23 ... tn vn ]
U527 _VDD (VDD_U527 n134) isource dc=0 type=exp val0=6-td1=fstart
‘. ............................................ > tau]_:rise_time
= VAI1=154.69U
.......................... — Power-grid Model
s lE=m T T 1] | I
s L B | SR Ph
T | ’ g% IPpsub nwel
g‘ O: psub_
0 T ClLoad
Time (ns)

\V4 Power-grid Model
20



4 - Simulation methodology

-----------------------------------------------------------------
.

.
-------------------------------------------------------------------

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8

U527 (net21866 n134 GND_U527 GND_U527 VDD_U527 VDD_U527) STD_CELL_IVX8

VU527 VDD (vdd! VDD _U527) vsource type=pwl| val0=0 wave=[ 1.5n 1 ... 1.65 0.78 ... tn vn ]

VU527 GND (GND U527 gnd!) vsource type=pwl val0=0 wave=[ 1.5n 0 ... 1.68 0.23 ... tn vn ]

UA  Volts

0.5]

peak

Time (ns)

Vl'

»>taul=rise_time
»vall=154.69u
»td2=fall_start

— Power-grid Model

-

VOV >> V} '

- CLoad

% IPpsub_nwel

vy Power- grid Model

20



4 - Simulation methodology

-----------------------------------------------------------------
.

.
-------------------------------------------------------------------

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8
U527 (net21866 n134 GND_U527 GND_U527 VDD_U527 VDD_U527) STD_CELL_IVX8

VU527 VDD (vdd! VDD _U527) vsource type=pwl| val0=0 wave=[ 1.5n 1 ... 1.65 0.78 ... tn vn ]

VU527 GND (GND U527 gnd!) vsource type=pwl val0=0 wave=[ 1.5n 0 ... 1.68 0.23 ... tn vn ]

»>taul=rise_time
»vall=154.69u

|
1
)—U
o
<
[¢]
N
Ii
=.
o
)
ol
(@)
o,

v = —  — ] egb
R ol b (T IS 5 T S A AN — | i S
S IPh

F 111 [Fa\i 111
< fes| 1 O P> %3 IPpsub_nwel
=

ok
T CLoad

-

vy Power- grid Model

Time (ns)

20



4 - Simulation methodology

1 Deﬁne simulation parameters

: Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

Replace the nominal supply voltage
from the original netlist

Perform an electrical simulation

for a laser spot location (x,y)

: END 21



4 - Simulation methodology

---------------------------------------------------------------------

Perform an electrical simulation

for a laser spot location (x,y)

21



4 - Simulation methodology

---------------------------------------------------------------------

Perform an electrical simulation

for a laser spot location (x,y)

21



4 - Simulation methodology

8):

E E ® N N E EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE,

Perform an electrical simulation

for a laser spot location (x,y)

s ssnsmmnns

cr grid model

8 Iph

8 Iph = Cpoad

cr grid model

8 Iph

8 Iph 5= Cpoad

cr grid model

8 Iph

8 IPh =Cload

68 IPpsub_nwel

(<)

68 IPpsub_nwel "

v Power grid model v Power grid model v Power grid model

8 IPpsub_nwel ass

- -
- =
- =
er grid model er grid model
8 IPh 8 IPh
68 IPpsub_nwel 68 IPpsub_nwel
8 IPh =+ Cpoad 8 Ph 5= Cproad

v Power grid model v Power grid model

er grid model

8]]’]1

81”‘ +ClLoad

er grid model

er grid model

3

8 IPh ==Coad

8”‘]1

BIPh +CLoad

(<)

8 TPpsub_nwel

(@)
')
=)
3
2
's
H
o
-
-
-

gBIppsubian ']

v Power grid model V Power grid model vV Power grid model

21



4 - Simulation methodology

---------------------------------------------------------------------

Perform an electrical simulation

for a laser spot location (x,y)

option( ?categ 'turboOpts

ver grid model cr grid model cr grid model

i i B 'numThreads ncpus_active
v O a O . S ‘mtOption "Manual”
8"‘}' FCload BIPh =ClLoad 8]})]1 =Cload |a pSpl us t
MAEEEE ) [ Toereimed ) | Foverendmodd ) ‘digitallnstValue digital_inst_list

‘uniMode "XPS MS"
: )

er grid model ] Hybrid SimU|ati0n

Bll’h
ot

81”‘ +=Cload

er grid model

e

8[”' +Cload

@)
@)
o)
=)
=
[
5
5
B

v Power grid model v Power grid model

er grid model ( er grid model
i
Y g 68 TPpsub_nwel
8 IPh = Cproad FCload
v Power grid model Vv Power grid model vV Power grid model

21



4 - Simulation methodology

---------------------------------------------------------------------

Perform an electrical simulation

for a laser spot location (x,y)

option( ?categ 'turboOpts

ver grid model cr grid model cr grid model

B B B ‘numThreads ncpus_active
Y SBIPpsnb wel Y SBIPpsnb wel Y SBIPpsubinwcl Imto ption IIManuaIII
Bin s i +Clo Bim =Crau ‘apsplus t
v Pover g mode J (Y Poereidmedd J ¥ Fovergridmod J ‘digitallnstValue digital inst list
. ‘'uniMode "XPS MS"
: )
rer erid model er grid model ] Hybrid SimUIation
BIPh BIPh
'y 6 Y 68 IPpsub_nwel
BIPh =ClLoad BIP}\ FClLoad A . 3 . .
N S N S Number of instances simulated with the logic abstraction level
' ; for different threshold voltages and different spot locations.
Threshold No. of cells No. of cells
er grid mode]. ergrid model (IR drop + bounce) (spot loc.130) || (spot loc.133)
1Ph Iph
i & Y O 5% 1676 1646
i +Cuow i ~Craa 10% 4744 4866
¥ Power grid model J | V Power grid model | ( Vv Power grid model | 15% 4878 5033

No. of instances: 5.21k

21



4 - Simulation methodology

1 Deﬁne simulation parameters

. Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

Replace the nominal supply voltage
from the original netlist

Perform electrical simulation

for a laser spot location (x,y)

: END : 22



4 - Simulation methodology

1 Deﬁne simulation parameters

. Define the amplitude of IPpsub_nwell current
;for each cell in the design according to Eq. 1 ;

Perform IR drop analysis for a laser spot location (x,y)

5 Save a table containing the evolution in time of the
; supply voltage of each cell in the circuit

e ttereetereatenaseonnteeseeeineeearaeans l ........................................... ; Back to Step 3

Replace the nominal supply voltage
from the original netlist

Perform electrical simulation

for a laser spot location (x,y)

: END : 22
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5 - Simulation Results

5.1 - Case study

550 30200 50" 6 70" ¥0- 90“100"110
wm

ARM 7 processor
CMOS 28 nm
VDD=1V
110 pum x 70 pm
Laser spot diameter = 5 um

23



5 - Simulation Results

5.2 - Maximum Voltage Drop
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5 - Simulation Results

5.2 - Maximum Voltage Drop

Without laser 1llumination With laser illumination

’>" 09 r ",‘ _“_-"'—/"?v‘i‘rmmser spot | 7
— 08 r | -
ceretTT e Sum laser spot

1 12 14 16 18 20 22 24 26 28 3
Time (ns)
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5 - Simulation Results

5.2 - Maximum Voltage Drop

Without laser 1llumination With laser illumination

e SRR T L R

’>" 09 r ",‘ _“_-"'—/"?v‘i‘rmmser spot | 7
— 08 r | -
ceretTT e Sum laser spot

VDD and GND

1 12 14 16 18 20 22 24 26 28 3 X (Hm)
Time (ns)

24



5 - Simulation Results

5.2 - Maximum Voltage Drop

Without laser 1llumination With laser illumination

: n-nmmm:f_'!iiﬂm!

’>" 09 r ",‘ _“_-"'—/"?v‘i‘rmmser spot | 7
— 08 r | -
ceretTT e Sum laser spot

Voltage swing = 554

(%0.7
-
S 0.6

> 0.5 ° 0.5
>0 15 30 45 60 75 90 105 '

L 12 14 16 18 20 22 24 26 2I.8 3 X (Hm) X (um)
Time (ns)

VDD and GND

24



5 - Simulation Results

5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>

Etc out<x>

) 50 60 70 80 100 110

pm
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5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>
Fault at 1.5 ns
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60
—~ 50
Etc out<x> € 40
230
> 20
10
50 60 70 80 90 100 110 0
pm 0 15 30 45 60 75 90 105
X (um)
48 faults
3 CLK
;0.5
0
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w2
£ st [ (e T
> B S TR
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60
—~ 50
Etc out<x> € 40
230
> 20
10
50 60 70 80 90 100 110 0
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48 faults
3 CLK
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0
| —\/*
w2
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5 - Simulation Results

5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>
Fault at 1.5 ns

70e
60
—~ 50
Etc out<x> € 40
230
> 20
10
50 60 70 80 90 100 110 0
pm 0 15 30 45 60 75 90 105
X (um)
48 faults
3 CLK
;0.5
0
| —\/*
w2
£ st [ (e T
> B S TR
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5 - Simulation Results

5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>
Fault at 1.5 ns

7000
60
—~ 50
Etc out<x> € 40
230
> 20
10
50 60 70 80 90 100 110 0
pm 0 15 30 45 60 75 90 105
X (um)
48 faults
3 CLK
;0.5
0
| —\/*
w2
£ st [ (e T
> B S TR
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5 - Simulation Results

5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>

Fault at 1.5 ns

70
60
— 50
Etc out<x> € 40
230
> 20
- = r 10
20 30 40 50 60 70 80 90 100 110 0
pm 0 15 30 45 60 75 90 105
X (um)
48 faults
z CLK
§0.5
0
| —\/f
w2
Z sib=l (e .
> D SRR

=ClLoad

25



5 - Simulation Results

5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>

Fault at 1.5 ns Fault at 1.7 ns
70 70
60 60
- gso ,éso
tc out<x> 40 40
: = 230 230
-2 - s > 20 > 20
el M - kg 10 10
20 30730 50 60 70 8090 100 110 0 0
pm 0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105
X (um) X (um)
48 faults 76 faults
w2
z CLK
S 0S|l
Z 0
1 ,,,,,,,,,
w2
2 aio=l
I Y U A

=ClLoad

25



5 - Simulation Results

5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>

- ; - Fault at 1.5 ns Fault at 1.7 ns Fault at 1.9 ns
----- — 5 70 70 70
- z 60 60 60 . . .
£ 50 z 50 = 50 Simulations using
Etc out<x> £ 5% 53 only the IPh
| pimric e LY > 20 > 20 > 20 lcurrent component
50 3020 50 60 70 8090 T00 110 0 0 0
pm 0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105
X (um) X (um) X (um)
48 faults 76 faults 140 faults
wn
z CLK
S O0S[T
Z 0
N N P
£ peh
0 U A

=ClLoad
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5 - Simulation Results

5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>

Fault at 1.5 ns Fault at 1.7 ns Fault at 1.9 ns

----------- 70 70 70
60 60 60
E = 50 z 50 = 50
fc out<x> 40 40 40
= 230 Z 30 230
- > 20 > 20 > 20
= et £5 10 10 10
0 10 20 3030 50 60 70 80 90 100 110 0 0 0
pm 0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105
X (um) X (um) X (um)
48 faults 76 faults 140 faults
1
w2
i CLK
§ 05—
0 Fault at 1.5 ns Fault at 1.7 ns Fault at 1.9 ns
[ [P 70 70 70
% 05 60 60 60
< Y = 50 2 50 = 50
0 3% i% 333338 3%
1 > 20 > 20 > 20
% 0.5 10 10 10
: 0 0 0
> 0 0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105
0 0.5 1 15 2 25 3 X (um) X (um) X (um)
. 108 faults 181 faults 198 faults
Time (ns)
—_ Power grid model
Al 1
X 8 IPpsub_nwel
=Cload \2 IPh %CLoad
v _Power grid model

Simulations using
only the IPh
current component

Simulations using
IPh +
[Ppsub_nwell

25



5 - Simulation Results

5.3 - Simulated Scenarios and Fault Injection Maps

Data out<x>

Etc out<x>

T

10 20 30 40 50 60 70 80 90 100 110

pm

EOQCLK
z
S
0 0.5 1 1.5 2 2.5 3
Time (ns)

Fault at 1.5 ns Fault at 1.7 ns Fault at 1.9 ns

70 70 70

60 60 60 ) ) .
£ 50 z 50 = 50 Simulations using
5 3 5 3 5 3 only the TPh
> 20 > 20 > 20 lcurrent component

10 10 10

0 0 0

0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105 015 30 45 60 75 90 105
X (um) X (um) X (um)
48 faults 76 faults 140 faults
Fault at 1.5 ns Fault at 1.7 ns Fault at 1.9 ns

70 70 70

60 60 60 . . .
—~ 50 —~ 50 — 50 Simulations using
5% 5 honnnmamannns 500 IPh +
> 20 > 20 > 20 [Ppsub_nwell

10 10 10

0 0 0
0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105 015 30 45 60 75 90 105
X (um) X (um) X (um)
108 faults 181 faults 198 faults

108/48 = 2.25 181/76 = 2.38 198/140 = 1.41

=ClLoad

—_ Power grid model

8 IPpsub_nwel

\2 IPh : CLoad

v Power grid! model
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5 - Simulation Results

5.4 - Simulation Performance

Simulation performance regarding one laser shot
(hybrid simulation)

Circuit No. of instances Simulation time

ARM 7 5,210 Imin 02s
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5 - Simulation Results

5.4 - Simulation Performance

Simulation performance regarding one laser shot
(hybrid simulation)

Circuit No. of instances Simulation time
ARM 7 5,210 Imin 02s
S38584 (ISCAS’89) 20,705 1min 20s
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5 - Simulation Results

5.4 - Simulation Performance

Simulation performance regarding one laser shot
(hybrid simulation)

Circuit No. of instances || Simulation time
ARM 7 5,210 Imin 02s
S38584 (ISCAS’89) 20,705 Imin 20s
B18 (ITC’99) 52,601 3min 05s
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5 - Simulation Results

5.4 - Simulation Performance

Simulation performance regarding one laser shot
(hybrid simulation)

Circuit No. of instances || Simulation time
ARM 7 5,210 Imin 02s
S38584 (ISCAS’89) 20,705 Imin 20s
B18 (ITC’99) 52,601 3min 05s
B19 (ITC99) 105,344 6min 35s

26



Motivation

Classical model of laser fault injection and its limits

Proposed model

Simulation methodology

Simulation results

Conclusions

N UL WN M-



Motivation

Classical model of laser fault injection and its limits

Proposed model

Simulation methodology

Simulation results

Conclusions

N UL WN M-



Conclusions

IPpsub_nwell current component is

— Power grid model always present (causing IR-d !;%PS) av) Noell bias(udd)
S ~D 0V) S
v
%IPpsub_nwel [ N[.][ﬁ;% B ‘
IPh %CLoad / IPDsubﬁvel Nwell
: laser beam P-substrate

Vv Power grid model
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IPpsub_nwell current component is
—_Power grid model always present (causing }!Sﬁggs[ggdps) av)

Nwell bias(vdd)

I
77 !
%IPpsub nwel [ N+ | K ]
- IPh
-

Nwell

IPh : CLoad

laser beam: P-substrate

Vv Power grid model

Methodology to simulate the effects of
laser shots on ICs based on standard CAD tools
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Conclusions

IPpsub_nwell current component is
—_Power grid model always present (causing }!Sﬁggs[ggdps) av)

Nwell bias(vdd)

I
77 ?
%IPpsub nwel (s 0 N+
- IPh
-

Nwell

IPh : CLoad

laser beam P-substrate

Vv Power grid model

Methodology to simulate the effects of
laser shots on ICs based on standard CAD tools

4 Ignoring the laser-induced IR drop may
&0 . . . . L &0
230 result in underestimating the risk of fault injection z=
s % =%
18 18
0 15 30 45 60 75 90 105 0 15 30 45 60 75 90 105
X (um) — X (um)
76 faults 181/76 - 2°38 181 faults
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Appendix



2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Case 4:
Both NMOS and PMOS transistors are illuminated by the laser beam

Psub bias (gnd) G AV) Nwell bias(vdd)
L oo i
P+ N+ N+ \! P+ N+
IPh :
./ IPpsub_nwel Nwell
:( V4
Aser Dean P-substrate
12.5 pm

Laser-induced currents
. in the Nwell-Psub junction
+Croaq (classical model is incomplete)

tech: 250 nm V



2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Case 6:
NMOS and PMOS transistors are always illuminated by the laser beam

Psub bias (gnd) G av) Nwell bias(vdd)
1S' T D (0V) S
N+ N+ N+
IPh___
-
// IPpsub_nwel Nwell

Bean P-substrate

Laser-induced currents
: in the Nwell-Psub junction
+Croaq (classical model is incomplete)

tech 28 nm V



4 - Simulation methodology

4.2 - 1st step

Run a fault free electrical simulation

Upgraded model
still not in use

10

0
0

Save a golden table with all inputs
and outputs of each cell as a function of time

Nwell

Volts
(e}
(9]

Di<x>] ARM7 |D<x>\/

Cell X

Volts
()
(9]
i
A}
P
Vv

0 0.5 1 1.5 2 2.5 3
Pwell Time (ns)



3 - Proposed model and its consequences on the fault injection mechanism

3.2 - Influence of the IPh current component

VDD tQi2Do

(a)

VDD :

Iph

A\l >>|1V

CLoa&|_

GND
(b)

- 1ns 2ns 3ns
|||112|114|1i6|1i8|||2i2|2i4|2i6|2i8|||
tsetupjthold TCLK
ti2q)

" tQi2Do v
tcikZ!zE- --------------------
L Soft Error




3 - Proposed model and its consequences on the fault injection mechanism

3.3 - Influence of the IPpsub_nwell current component

non ideallVDy—

DU pr U

non ideal VD‘D’

gllv

o sl GSD)

Ins 0 14 16 18 2D 25 24 25 2g ODS
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3 - Proposed model and its consequences on the fault injection mechanism

3.4 - Influence of IPh and IPpsub_nwel current components
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5 - Simulation Results

5.3 - IR drop contribution to the fault injection mechanism
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5 - Simulation Results

5.4 - Probability of soft error occurence
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