
Standard CAD Tool-Based Method for Simulation 

of Laser-Induced Faults in Large-Scale Circuits

Raphael Viera - raphael@ieee.org

Philippe Maurine, Jean-Max Dutertre and Rodrigo Bastos

ISPD'18
March 28, 2018



Standard CAD Tool-Based Method for Simulation 

of Laser-Induced Faults in Large-Scale Circuits

Raphael Viera - raphael@ieee.org

Philippe Maurine, Jean-Max Dutertre and Rodrigo Bastos

ISPD'18
March 28, 2018



Outline

1
2

Motivation

3

Classical model of laser fault injection and its limits

4
5

Proposed model

Simulation methodology

Simulation results

6 Conclusions



Outline

1
2

Motivation

3

Classical model of laser fault injection and its limits

4
5

Proposed model

Simulation methodology

Simulation results

6 Conclusions



Why attack?

Fault Attacks on Secure Devices

01



Why attack?

Fault Attacks on Secure Devices

Theft of service

01



Why attack?

Fault Attacks on Secure Devices

Theft of service ID theft

01



Why attack?

Fault Attacks on Secure Devices

Theft of service ID theft

Denial of service

Cloning, etc.

01



Why attack?

Fault Attacks on Secure Devices

Theft of service ID theft

Denial of service

Cloning, etc.

Means to attack are being constantly improved

01



Why attack?

Fault Attacks on Secure Devices

Theft of service ID theft

Denial of service

Cloning, etc.

Means to attack are being constantly improved

Means to defend are being constantly improved

01



Why attack?
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Growing demand for secure chips:

Banking industry, service providers, military applications, etc.
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Laser Fault injection

Semi-invasive

Photo: http://www.nscnet.co.jp/e/pdt/ba102.html
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Invasive
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Simulate the effects of laser shots on ICs

Importance of having accurate laser-fault injection models
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Methodology to simulate the effects of 

laser shots on ICs
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In this
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with IR-drop contribution
[DSD'17]
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How does the standard cell height influence 
in the fault injection process?
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Case 1:
Only NMOS transistors are illuminated by the laser beam

2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model
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Weak laser-induced currents 
in the Nwell-Psub junction

(classical model is OK)
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2 - Classical model of laser fault injection and its limits

2.2 - Limits of the classical transient fault model

Case 2:
NMOS and PMOS transistors are always illuminated by the laser beam

tech: 28 nm
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Laser-induced currents 
in the Nwell-Psub junction

(classical model is incomplete)
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Define simulation parameters

SPEF LEFDEF CPFSDCVCD GDS

VerilogTiming Libs Spice Subckts Power Pads

EMIR CAD Tool

1

2

Set the (x,y) spatial location of the laser spot3

Define the amplitude of IPpsub_nwell current

for each cell in the design according to Eq. 1 
4

Perform IR drop analysis for a laser spot location (x,y)

Save a table containing the evolution in time of the

supply voltage of each cell in the circuit

5

Replace the nominal supply voltage

from the original netlist

Add IPh current to each cell in the circuit

6

7

Perform electrical simulation 

for a laser spot location (x,y)
8

END
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Replace the nominal supply voltage

from the original netlist
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Define simulation parameters

SPEF LEFDEF CPFSDCVCD GDS

VerilogTiming Libs Spice Subckts Power Pads

EMIR CAD Tool

1

2

Set the (x,y) spatial location of the laser spot3

Define the amplitude of IPpsub_nwell current

for each cell in the design according to Eq. 1 
4

Perform IR drop analysis for a laser spot location (x,y)

Save a table containing the evolution in time of the

supply voltage of each cell in the circuit

5

Replace the nominal supply voltage

from the original netlist

Add IPh current to each cell in the circuit

6

7

Perform electrical simulation 

for a laser spot location (x,y)
8

END
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Add IPh current to each cell in the circuit7
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Add IPh current to each cell in the circuit7
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Add IPh current to each cell in the circuit7

U527 (net21866 n134 GND_U527 GND_U527 VDD_U527 VDD_U527) STD_CELL_IVX8  

VU527_GND (GND_U527 gnd!) vsource type=pwl val0=0 wave=[ 1.5n 0 ... 1.68 0.23 ... tn vn ]  

VU527_VDD (vdd! VDD_U527) vsource type=pwl val0=0 wave=[ 1.5n 1 ... 1.65 0.78 ... tn vn ]

U527 (net21866 n134 gnd! gnd! vdd! vdd!) STD_CELL_IVX8  

CLoad

'1' '0' >> '1' IPpsub_nwel

Power-grid Model

Power-grid Model

Time (ns)
0 0.5 1 1.5 2 2.5 3

Vo
lts CLK

0
0.5

1

µA

0

Ipeak

IU527_VDD (VDD_U527 n134) isource dc=0 type=exp val0=0 td1=fstart

IPh

tau1=rise_time 
val1=154.69u
td2=fall_start
tau2=fall_time

4 - Simulation methodology

20



Define simulation parameters

SPEF LEFDEF CPFSDCVCD GDS

VerilogTiming Libs Spice Subckts Power Pads

EMIR CAD Tool

1

2

Set the (x,y) spatial location of the laser spot3

Define the amplitude of IPpsub_nwell current

for each cell in the design according to Eq. 1 
4

Perform IR drop analysis for a laser spot location (x,y)

Save a table containing the evolution in time of the

supply voltage of each cell in the circuit

5

Replace the nominal supply voltage

from the original netlist

Add IPh current to each cell in the circuit

6

7

Perform an electrical simulation 

for a laser spot location (x,y)
8

END
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Perform an electrical simulation 

for a laser spot location (x,y)
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Perform an electrical simulation 
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Perform an electrical simulation 

for a laser spot location (x,y)
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Perform an electrical simulation 

for a laser spot location (x,y)
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option( ?categ 'turboOpts
'numThreads  ncpus_active
'mtOption  "Manual" 
'apsplus  t 
'digitalInstValue  digital_inst_list
'uniMode  "XPS MS" 

)

Hybrid simulation
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Perform an electrical simulation 

for a laser spot location (x,y)
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'apsplus  t 
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Hybrid simulation

Number of instances simulated with the logic abstraction level
for different threshold voltages and different spot locations.

Threshold No. of cells No. of cells
(IR drop + bounce) (spot loc.130) (spot loc.133)

5% 1676 1646

10% 4744 4866

15% 4878 5033

No. of instances: 5.21k
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Define simulation parameters

SPEF LEFDEF CPFSDCVCD GDS

VerilogTiming Libs Spice Subckts Power Pads

EMIR CAD Tool

1

2

Set the (x,y) spatial location of the laser spot3

Define the amplitude of IPpsub_nwell current

for each cell in the design according to Eq. 1 
4

Perform IR drop analysis for a laser spot location (x,y)

Save a table containing the evolution in time of the

supply voltage of each cell in the circuit

5

Replace the nominal supply voltage

from the original netlist

Add IPh current to each cell in the circuit

6

7

Perform electrical simulation 

for a laser spot location (x,y)
8

END
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Define simulation parameters

SPEF LEFDEF CPFSDCVCD GDS

VerilogTiming Libs Spice Subckts Power Pads

EMIR CAD Tool

1

2

Set the (x,y) spatial location of the laser spot3

Define the amplitude of IPpsub_nwell current

for each cell in the design according to Eq. 1 
4

Perform IR drop analysis for a laser spot location (x,y)

Save a table containing the evolution in time of the

supply voltage of each cell in the circuit

5

Replace the nominal supply voltage

from the original netlist

Add IPh current to each cell in the circuit

6

7

Perform electrical simulation 

for a laser spot location (x,y)
8

END

Back to Step 3
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5.1 - Case study

5 - Simulation Results

ARM 7 processor
CMOS 28 nm
VDD = 1 V

110 μm x 70 μm
Laser spot diameter = 5 μm
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5.3 - Simulated Scenarios and Fault Injection Maps

5 - Simulation Results
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Case 4:
Both NMOS and PMOS transistors are illuminated by the laser beam
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Case 6:
NMOS and PMOS transistors are always illuminated by the laser beam
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Run a fault free electrical simulation 
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Probability of 
soft error occurrence
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