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Clairvoyant protocol

Resize the 10 000 images of BOSSBase from 512×512 to 256×256, Using embedding algorithms WOW [1] and S-UNIWARD [2] to generate the stegos (Matlab Version), Selection of 5 000 pairs for learning including 1 000 pairs for validation,

The other 5 000 pairs are used for the test (evaluation).

The emergence of deep learning [START_REF] Holub | Universal Distortion Function for Steganography in an Arbitrary Domain[END_REF] Convolution Neural Network: Pre-treatment filter
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CNNs converge more slowly (or not at all) without this preliminary high-pass filter (except when using the cost map?). First layer:

Ĩ (1) k = I (0) F (1) k . (1) 
Other Layers: Example: Case where normalization is done between "features maps":

Ĩ (l) k = i=K (l-1) i=1 I (l-1) i F (l) k,i , (2) 
norm(I (1) 
k (x, y )) =

I (1) k (x, y ) 1 + α size k =min(K ,k-size/2 +size) k =max(0,k-size/2 ) (I (1) 
k (x, y )) A conjecture (rule for the increase):

"How to augment a small learning set for improving the performances of a CNN-based steganalyzer?", M. Yedroudj, F. Comby, and M. Chaumont, EI'2018.

Given a target database:

either Eve (the steganalyst) finds the same camera(s) (used for generating the target database), capture new images, and reproduce the same development than the target database, with a special caution to the resizing, either Eve has an access to the original RAW images and reproduce similar developments than the target database with the similar resizing,

The reader should also remember that the Virtual Augmentation is also a good cheap processing measure. CNN "simulating" an embedding in a spatial image, CNN called Generator (denoted G) generates the map of modifications (-1 / 0 / +1), G learns to embed through a "competition" (GAN methodology) between it and a Discriminator (noted D). Marc CHAUMONT Emergence Deep Learning in "stega" February 3, 2018
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  How to improve the performance of a network?A few words about ASDL-GAN

Figure :

 : Figure: Qian et al. Convolutional Neural Network.

Figure :

 : Figure: Qian et al. Convolutional Neural Network. Xu-Net (may 2016): Absolute value (first layer), Activation function: TanH and ReLU, Normalization function: Batch Normalization (2015), Specific order.Ye-Net (nov. 2017):Filters bank, Activation function (truncature = "hard tanh"), 8 "layers" and only convolutions, A version that uses a cost map.
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  Figure: ASDL-GAN; Figure extracted from the paper [Tang et al. 2017]

  

Marc CHAUMONTEmergence Deep Learning in "stega" February 3, 2018

[START_REF] Holub | Universal Distortion Function for Steganography in an Arbitrary Domain[END_REF] 

"How to augment a small learning set for improving the performances of a CNN-based steganalyzer?", M. Yedroudj, F. Comby, M. Chaumont, EI'2018.

A new network

Yedroudj-Net

Aggregation of the "most efficient" bricks of newly designed CNNs. Objective: To have a basic CNN (baseline) at the state of the art.

The essential elements of the network:

A high-pass filters bank for pre-processing (SRM [START_REF]Designing Steganographic Distortion Using Directional Filters[END_REF]), A truncation activation function ("hard tanh") [START_REF] Holub | Universal Distortion Function for Steganography in an Arbitrary Domain[END_REF],

The "batch normalization" associated with a "scaling" layer [3][4][5].

[1]: "Ensemble Classifiers for Steganalysis of Digital Media", J. Kodovský, J. Fridrich, V. Holub, TIFS'2012, [START_REF] Holub | Universal Distortion Function for Steganography in an Arbitrary Domain[END_REF]: "Deep Learning Hierarchical Representations for Image Steganalysis", J. Ye, J. Ni, Y. Yi, TIFS'2017, 

Filters

High pass filters -In SRM (= features) there is pre-processing of images with a high-pass filter bank to extract the stego noise [START_REF]Designing Steganographic Distortion Using Directional Filters[END_REF].

-In Yedroudj-Net, there is pre-processing of images with a bank of 30 highpass filters (pre-processing block) [START_REF] Holub | Universal Distortion Function for Steganography in an Arbitrary Domain[END_REF].

[1]: "Ensemble Classifiers for Steganalysis of Digital Media", J. Kodovský, J. Fridrich, and V. Holub, TIFS'2012, [START_REF] Holub | Universal Distortion Function for Steganography in an Arbitrary Domain[END_REF]: "Deep Learning Hierarchical Representations for Image Steganalysis", J. Ye, J. Ni, and Y. Yi, TIFS'2017.
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Experimental protocol

Clairvoyant protocol

Resize the 10 000 images of BOSSBase from 512×512 to 256×256, Using embedding algorithms WOW [START_REF]Designing Steganographic Distortion Using Directional Filters[END_REF] and S-UNIWARD [START_REF] Holub | Universal Distortion Function for Steganography in an Arbitrary Domain[END_REF] to generate the stegos (Matlab Version), Selection of 5 000 pairs for learning including 1 000 pairs for validation,

The other 5 000 pairs are used for the test (evaluation).

[1] "Designing Steganographic Distortion Using Directional Filters", V. Holub, J. Fridrich, WIFS'2012.

[2] "Universal Distortion Function for Steganography in an Arbitrary Domain", V.