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SCAN ATTACKS PRESENTATION

o Scan attacks:
e Use of observability and controllability offered by scan chains
e Principle: switch between functional and scan modes
e Goal: Retrieve embedded secret data

Functional
Mode Shift-in input patterns

Applications can be

run Shift-out response
vectors

scan-enable €0 TEST ENGINEER

Scan Mode

Scan chains are
active

scan-enable € 1

Observability et ATTACKER

Attacks confidential datz

Controllability
Attacks
Shift-in corrupted data

Da Rolt et al., Test Versus Security: Past and Present, IEEE Trans. Emerging Topics Computing 2014
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SCAN ATTACKS PRESENTATION

o Scan attacks on crypto-processors:

e Principle of the attack on Symmetric-Key Cryptography:

Plaintext I

e - Reset of circuit,

/’\
- Plaintext chosen . 7

Attacker

applied in functional mode

Round 2

Key
Round Keys

Round 3

Ciphertext
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0 - Switch to test mode,

- Shift-out intermediate data

=> reveal the key

Attack by observation

o Repeat steps 1 & 2 several times




SCAN ATTACKS PRESENTATION

o Scan attacks on crypto-processors:
e Principle of the attack on Symmetric-Key Cryptography:

c- Reset of circuit, < N

- Plaintext chosen 7| attacker
applied in test mode 5

Plaintext I

0 - Switch to functional mode 1 clock cycle,
Round 2 - Switch to test mode,
- Shift-out intermediate data

Key
Round Keys

9 Repeat steps 1 & 2 several times

=> reveal the ke
Round 3 y

Attack by control and observation

Ciphertext
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SCAN ATTACKS PRESENTATION

o Scan attacks on crypto-processors:

e In literature:
o On DES [1], AES [2][3][4] (Symmetric-Key Cryptography)
o On RSA, ECC [5] (Public-Key Cryptography)
o Also on stream cipher: scan attacks on LFSR [6]

[1] B. Yang, K. Wu and R. Karri, "Scan Based Side Channel Attack on Dedicated Hardware Implementations of Data Encryption Standard,"
Proceedings ITC International Test Conference, pp. 339-344, 2004.

[2] B. Yang, K. Wu and R. Karri, "Secure Scan: A Design-for-Test Architecture for Crypto Chips," IEEE Transactions on Computer-Aided Design of
Integrated Circuits and Systems, vol. 25, pp. 2287-2293, 2006.

[3] J. Da Rolt, G. Di Natale, M.-L. Flottes and B. Rouzeyre, "New Security Threats Against Chips Containing Scan Chain Structures," IEEE
International Symposium on Hardware-Oriented Security and Trust (HOST), 2011.

[4] S.S. Ali, O. Sinanoglu, S. M. Saeed and R. Karri, "New scan-based attack using only the test mode," IFIP/IEEE 21st International Conference on
Very Large Scale Integration (VLSI-SoC), pp. 234-239, 2013.

[5] J. Da Rolt, B. Rouzeyre, M.-L. Flottes, G. Di Natale, A. Das and |. Verbauwhede, "A scan-based attack on Elliptic Curve Cryptosystems in
presence of industrial Design-for-Testability structures," IEEE International Symposium on Defect and Fault Tolerance in VLSI and
Nanotechnology Systems (DFT), pp. 43-48, 2012.

[6] Y. Liu, K. Wu and R. Karri, "Scan-based Attacks on Linear Feedback Shift Register Based Stream Ciphers," ACM Transactions on Design
Automation of Electronic Systems (TODAES), vol. 16, 2011.
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OVERVIEW OF SCAN CHAIN ENCRYPTION

O A new secure scan design on crypto-processor
O Presentation

e Principle: use the secret key already stored in the circuit under
test in order to encrypt test pattern by adding extra scan ciphers

— AfRAARAARAN __—
es e
patterns = ( E Original circuit E \ = res:is:ses
| i
p | ~] -
| : i »
- L Scan chain i - =E
=2 - | » P s
A A AN AN N
\_Y_) \_T_) | J \_T_}
Off-Chip Encryption On-Chip Decryption On-Chip Encryption Off-Chip Decryption
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OVERVIEW OF SCAN CHAIN ENCRYPTION

O A new secure scan design on crypto-processor
O Presentation

Reuse of key already present in original circuit (crypto-core)
=> no additional key management policy

Test
responses

A A N AN NN
\—Y—) \_Y_) | J \_Y_}
Off-Chip Encryption On-Chip Decryption On-Chip Encryption Off-Chip Decryption
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OVERVIEW OF SCAN CHAIN ENCRYPTION

O A new secure scan design on crypto-processor
O Presentation

e Proposed test procedure:

1) Generating test patterns for the original circuit and collecting
expected test responses

<
— TARAARY S—
o ([ orgnacrait |\ Test
patterns —— : i —— responses
1
]
- 5 ! »
| e e ]
— ; >
A - | ! » A
\_Y_) \_T_) | J \_T_}
Off-Chip Encryption On-Chip Decryption On-Chip Encryption Off-Chip Decryption
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OVERVIEW OF SCAN CHAIN ENCRYPTION

O A new secure scan design on crypto-processor
O Presentation

e Proposed test procedure:
2) Off-chip encrypting test patterns

— AfAAAAAA ™
Test ———
atte:ms ( i Original circuit i \ Test
i - i i — responses
H 1
- | 2l D
H 1
- ! | D
' .
- | Scan chain : - ‘E
T } »

A A N AN NN
\_Y_) \_T_) | J \_T_}
Off-Chip Encryption On-Chip Decryption On-Chip Encryption Off-Chip Decryption
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OVERVIEW OF SCAN CHAIN ENCRYPTION

O A new secure scan design on crypto-processor
O Presentation

e Proposed test procedure:

3) Test patterns decrypted and shifted in scan chain

: aAfNANAANANS —
est e ———
patterns = [ E Original circuit E \ = res-prazsr:ses
| i
- i 2 »
| : i »
i Scan chain i - =E
P 8 - i | » £57mA
\_Y_) | I | | J | |
Off-Chip Encryption On-Chip Decryption On-Chip Encryption Off-Chip Decryption
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OVERVIEW OF SCAN CHAIN ENCRYPTION

O A new secure scan design on crypto-processor
O Presentation

e Proposed test procedure:

4) Test responses encrypted and shifted out

Test
patterns

Original circuit

el

4 )

Scan chain

A A AN AN
\_T_) l_Y_)

On-Chip Decryption On-Chip Encryption

i A

Off-Chip Encryption
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OVERVIEW OF SCAN CHAIN ENCRYPTION

O A new secure scan design on crypto-processor
O Presentation

e Proposed test procedure:

5) Test responses decrypted and compared with expected ones

—— AfAAAAAN -—
pa-[’?::ns — 4 | Original circuit 1 \ -
- : : — responses
- | 5 »
P | Scan chain i D
Y e § | | D
A A A AN NN
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Off-Chip Encryption On-Chip Decryption On-Chip Encryption Off-Chip Decryption
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OVERVIEW OF SCAN CHAIN ENCRYPTION

O A new secure scan design on crypto-processor
O Presentation

Against scan Against scan attacks
attacks by control by observation
—— ARAAAARAAN

Test

Test

Original circuit

| I
patterns = : I —— responses
: !
- | i »
I .
- : Scan chain : -
! 1
£ - i ; »
Off-Chip Encryption On-Chip Decryption On-Chip Encryption Off-Chip Decryption
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OVERVIEW OF SCAN CHAIN ENCRYPTION

o Implementation

e Choice of PRESENT Block cipher
o Key size: 80 bits / Block size: 64 bits / Rounds: 32

Common parts of Scan Cipher

Scan Cipher
Controller
PRESENT PRESENT
Control Unit Key Expansion
Control signals and roundkeys | }
‘ Secret Key ‘
o] N
PRESENT Key Management ,£ PRESENT

(data path)

E::I I+Tm [ ] |

. R1

Scan-In 7 ?

[ | Ire [ ] ]
vy

Input Scan Cipher
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and Storing

DOo0 - ooog)|

Original circuit

- %) +Dout
Scan Chain [ il re [ | |
Scan-Out
{: T 1
| [ [ R[] ]
vV

(data path)

N

Output Scan Cipher




OVERVIEW OF SCAN CHAIN ENCRYPTION

o Mode of operations

e Two registers to gain test time

Register R2

Scan Chain f

[ |
S
_{H‘H:D"""""""'”
? Scan chain

Input Scan Cipher
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OVERVIEW OF SCAN CHAIN ENCRYPTION

o Mode of operations

e Two registers to gain test time

Register R2

Scan Chain f

Cypher
(32 clock cycles)

Il‘fmlll
_{:' T:D-H||||||||||---
(Ll Ir 1] Scan chain

T

Input Scan Cipher
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OVERVIEW OF SCAN CHAIN ENCRYPTION

o Mode of operations

e Two registers to gain test time

Register R1 ¢ Shift S1 DEGWPt\ / Shift 83 ( Decrypt
a A\ St \ A s3
Register R2 Shift S2 ><
Scan Chain ' < f
;32clnck cycles
: . - : :
T Pt T PR

D ]
Block Key S]_
Cyph .

(32000 oy [ (64 bits)

IDout A
L LRt ] ]
—{I;mj}»— [T
t

Scan chain

e O
Input Scan Cipher
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OVERVIEW OF SCAN CHAIN ENCRYPTION

o Mode of operations

e Two registers to gain test time

Register R2

Scan Chain f

Block - SZ Sl
ok [ (64 bits) (64 bits)
‘Dout k A
—{ Tt b ————
A Scan chain
T o
Input Scan Cipher
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OVERVIEW OF SCAN CHAIN ENCRYPTION

o Mode of operations
e Encryption/Decryption of 64-bits block size
e |n the case where scan chain length F is a multiple of 64

Dinﬁ S S Dinﬁ
Block ' 2 1 Block
Cypher K

(32clock cycles) | (64 bltS) (64 bltS) (64 bltS) (64 bltS) Cypher l—

{32 clock oycles)

{:1“:;7@#»—— —{::%

G-rl

K

Scan chaln length F
Input Scan Cipher Output Scan Cipher

20/03/2016




OVERVIEW OF SCAN CHAIN ENCRYPTION

o Mode of operations

e Encryption/Decryption of 64-bits block size
e |n the case where scan chain length F isn’t a multiple of 64

Dinﬁ S Dinﬁ
gm;k ey Si—l Si—2 1 _ Block -
(32008 gy [~ (64 bits) (64 bits) (64 bits) (<64 bits) (o [
CTLTRT] r : : ! : : | |||!|mr:1|||
— - T 1
IIIIR«?IITI R—Fm IIIIREIITI
R | - , T
Input Scan Cipher Scan chain length F Output Scan Cipher
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OVERVIEW OF SCAN CHAIN ENCRYPTION

o Mode of operations
e Encryption/Decryption of 64-bits block size

e In the case where scan chain length F isn’t multiple of 64

S1
(64 bits)

Dinﬁ

Block ey Si Si—l SZ_ Block -
Tcyp“des == (64 bits) (64 bits) (64 bits) Crprer
[T LIm[T] r : : ( :
O ..
Ll R ITI [E— .
R = F mod 64

T , , T

Input Scan Cipher Scan chain length F Outplit Scan Cipher

Padding test patterns to have 64-bits length segments

!

Impact on test time: additional shift on each pattern (64 — R), where R = F mod 64 e
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OVERVIEW OF SCAN CHAIN ENCRYPTION

o Cost on test time:

Test time with simple scan chain:

T=K(F+1)+F

- K number of patterns - F number of SFF in the scan chain - T test clock cycle

Test time with scan chain encryption:
- Additional offset in 1% shift-in

s
ANY A\

Register R1 / Shift S1

| — Cost: 128 clock cycles
Register R2\\ :

Scan Chain

- Additional offset in last shift-out => Cost: 128 clock cycles
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OVERVIEW OF SCAN CHAIN ENCRYPTION

o Cost on test time:

Test time with simple scan chain:

T=K(F+1)+F

- K number of patterns - F number of SFF in the scan chain - T test clock cycle

Test time with scan chain encryption:
- R = F mod 64
- Tf test clock cycle with PRESENT Scan chain Encryption

Case of number SFF multiple of 64: 1st shift-in & Last shift-out

|fR=0, Tf=T+

Case of number SFF not multiple of 64:

fR # 0, T;=T+ (64 — R)(K + 1

Additional shift on each pattern
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Test time cost for an example: Pipelined AES 128

e F=7873=123x64+1 = 64 — R = 63 additional shift
on each pattern (worst case)

Pipelined AES 128 | H#SFF #Patterns Test time Test time
(clock cycles) | overhead

Scanned circuit 7 873 246 1944 877 Ref

+ Scan Encryption | 7 873 246 1960 694 +0,81%

Results obtained by ATPG Tool: TetraMAX (Synopsys)

e 63 additional clock cycles wasted => another solution to use
this test time
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Optimization of the solution to improve test time

e Add dummy FF in the scan chain

Din*— Sl Din*—

Block K Block
Cypher

(32clock cycles) | (64 bltS) (64 bltS) (64 bltS) < 64 bltS Cypher —

i e I ;T|MT?| |
R1
4 j}»— d I j [
Ll [ r ||r| Ll [rl | |
| Scan chain length F /‘E
Input Scan Cipher Output Scan Clpher

Adding 64 — R FF
where R = F mod 64

K
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Optimization of the solution to improve test time

e Add dummy FF in the scan chain

Din *— ' SZ Sl Din *—

Block K Block
Cypher

(32clock cycles) | (64 bltS) (64 bltS) (64 bltS) (64 bltS) Cypher l—

{':Dmmj}»— —{""“"'
EEEEENN ||||R2|||
P Scan chain length F /‘h

Input Scan Cipher Output Scan Clpher

Adding 64 — R FF
where R = F mod 64

K
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Optimization of the solution to improve test time

e Use additional FF as test points

e Observation points in the circuit

Scan Cipher
Controller

PRESENT
Control Unit

Key Expansion

PRESENT

Control signals and roundkeys

| 2

v
Dinﬁ

PRESENT

(data path)

+D0ut
[ [l Rre ] [ |
Scan-In
e
HEEEHRN
(B

ral

WSecret Key

Key Management
and Storing

w@»

ﬂcan Chain } {:

I () I e | I

v
Dinﬁ

PRESENT

(data path)

+Dout
[ TilRr [ [ |
Scan-Out
) 1
[ [ [ref:] ]
IR 1

Points of observation

IN circuit

e Goal: reduce number of patterns
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Test time cost for an example: Pipelined AES 128

e F=7873=123%x64+1 = 64 — R = 63 additional shift
on each pattern (worst case)

Pipelined AES 128 | #SFF #Patterns Test time Test time
(clock cycles) | overhead

Scanned circuit 7 873 246 1944 877 Ref

+ Scan Encryption 7 873 246 1 960 694 +0,81%

Optimized version: | 7873+63=8332 | 235 (-11) 1873 387 -3,68%

+ 63 FF as

observation points
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

O Area cost for adding Scan chain encryption with PRESENT

Cells | Combinational | Sequential Total cell area
(Estimation by Design Compiler)
Scan chain encryption 2081 396 10 760

O Area cost for an example: Pipelined AES 128

Pipelined AES 128 | Combinational | Sequential Total cell area | Area
overhead

Scanned circuit 96 722 7 873 367 926 Ref

+ Scan Encryption | 98 803 7 873 378 686 +2,92%

Optimized version: | 98 998 8 332 380 563 +3,43%

+ 63 FF as

observation points

Results obtained by synthesis tool: Design Compiler (Synopsys) e
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Test time cost & Area cost for several circuits

Circuit HSFF #Patt | Testtime Area
(clock cycles) | (Cell area)
Circuit 8 808 = 137x64+40 77 687 101 187 494
Triple-DES  |Encrypt 8 808 77 +0.31% +5.74%
Optimized 8808+24 = 8 832 74 -3.55% +5.87%
Pipelined AES |[Circuit 7 873 = 123x64+1 246 1944 877 367 926
128 Encrypt 7 873 246 +0.81% +2.92%
Optimized 7873+63 =7 936 235 -3.68% +3.43%
Pipelined AES |Circuit 12 736 = 199x64 357 4 559 84 669 193
256 Encrypt 12 736 357 +0,01% +1,61%
Circuit 16 459 = 257x64+11 2393 | 39405239 468 415
RSA 1024 |Encrypt 16 459 2393 +0.33% +2.30%
Optimized 16459+53 =16 512 2 393 +0.33% +2.51%
Circuit 107 518 = 1679x64+62 | 107 11 612 051 1 902 095
LEON3* Encrypt 107 518 107 +0.004% +0.57%
Optimized 107518+2 =107 520 102 -4.63% +0.57%

*: for LEON3, test time and number of patterns are evaluated to obtain a test coverage of 70% due to limits

of ATPG tools TetraMAX (patterns memory allocation)
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

O Test time cost & Area cost for several circuits

*: for LEON3, test time and number of patterns are evaluated to obtain a test coverage of 70% due to limits

of ATPG tools TetraMAX (patterns memory allocation)
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Circuit HSFF #Patt | Testtime Area
(clock cycles) | (Cell area)
Circuit 8 808 = 137x64+40 77 687 101 187 494
Triple-DES  [Encrypt 8 808 +5.74%
Optimized 8808+24 = 8 832 -3.55% +5.87%
Pipelined AES |Circuit 7 873 = 123x64+1 1944 877 367 926
128 Encrypt 7873 \ +2.92%
Optimized 7873+63 =7 936 +3.43%
Pipelined AES |Circuit 12 736 - 199%64 669 193
256 Encrypt 12 736 +1,61%
Circuit 16 459 = 257x64+11 39405239 468 415
RSA 1024  |Encrypt 16 459 +0.33% +2.30%
Optimized 16459+53 =16 512 +0.33% +2.51%
Circuit 107 518 = 1679%x64+62 11612 051 1 902 095
LEON3* Encrypt 107 518 +0.004% +0.57%
Optimized 107518+2 =107 520 +0.57%




EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Test time cost & Area cost for several circuits

*: for LEON3, test time and number of patterns are evaluated to obtain a test coverage of 70% due to limits

of ATPG tools TetraMAX (patterns memory allocation)
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Circuit HSFF #Patt | Test time Area
(clock cycles) | (Cell area)
S 8 808 = 137x64+40 77 687 101 187 494
Triple-DES  |Encrypt 8 808 77 +0.31% ’|
Optimized 8808+24 = 8 832 74 -355% || +5.87%
Pipelined AES |[Circuit 7 873 = 123x64+1 246 1944 877 367 926
128 Encrypt 7873 246 +0.81% +2.92% ‘
Optimized 7873+63 =7 936 235 -3.68% +3.43%
Pipelined AES |Circuit 12 736 = 199x64 357 | 455984
256 Encrypt 12 736 357 | +0,01% | +1,61% |
Circuit 16 459 = 257x64+11  [2393| 39405239 468 415
RSA 1024 |Encrypt 16 459 2393 +0.33% +2.30%
Optimized 16459+53 = 16 512 2393 | +0.33% \ +2.51% |
Circuit 107 518 = 1679x64+62 | 107 | 11612051 | 1902 095
LEON3*  |Encrypt 107 518 107 | +0.004% | +0.57%
Optimized 107518+2 =107 520 | 102 -4.63% | +0.57%




EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Test coverage

e Test of the scan chain encryption?

Test
patterns

Encryption

\

Scan-In

Scan Cipher
Controller

PRESENT PRESENT

Control Unit Key Expansigz I.
I y

Test coverage?

Dinﬁ

PRESENT

(data path)

+ Dout

| i1 Rt [ ] |

Y 1
| | [re il ]
?

Key Management
and Storing )

AN

Scan Chain

DOo0 - ooog)|

PRESENT

(data path)

+ Dout

L Lilre T ] | Scan-Out

Y 1
| [ [re]:] ]
4

Same faults covered
=> No impact on original circuit test coverage
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Test coverage
o Test patterns propagated and processed by Input Scan Cipher

Scan Cipher
Controller

PRESENT PRESENT
Control Unit Key Expansion
Control signals and roundkeys }
Secret Key ¢
Din¢—
PRESENT Key Management [ PRESENT
(data path) and Storing P (data path)

I I+IIM o1 | S%Ch' I I+IIM g1 |

: R1 can ain ' R1

T 1 0000 - 0000 — : T 1 Sean-ou
| | IRzlilvl | | IRZIiIVI

T
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EXPERIMENTATIONS ON SCAN CHAIN ENCRYPTION

o Test coverage

o Test responses propagated and processed by Output Scan Cipher

Scan Cipher
Controller

PRESENT PRESENT
Control Unit Key Expansion
Control signals and roundkeys }

v
Dinﬁ

PRESENT

(data path)

+Dout
[ [ilri ] ] |
Scan-In
{: 7
HEEEHN
T v

T
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Dinﬁ

PRESENT

(data path)

+ Dout

| iRt [ ] |
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LIGHT SCAN CHAIN ENCRYPTION WITH PRESENT ALGORITHM

O Test coverage

o Extra ciphers are tested thanks to test procedure of original circuit

Triple-DES | Pipelined | Pipelined | RSA 1024 | LEON 3*
AES 128 AES 256
#SFF 8 808 7 873 12 736 16 459 107 518
#Patterns 77 246 357 2 393 107
Scan chain encryption 100% 100% 100% 100% 100%
Test Coverage

*: for LEON3, number of patterns are evaluated to obtain a test coverage of 70% due to limits of ATPG tools
TetraMAX (patterns memory allocation)

e Maximum fault coverage achieved for all circuits
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SUMMARY

1) Scan attacks presentation

2) Overview of Scan chain encryption

3) Experimentations on Scan chain encryption
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CONCLUSION

o New countermeasure against scan attacks with a
marginal cost on area and test time

o Optimization proposed to compensate extra test time

o Accepted for publication:

e Mathieu Da Silva, Marie-Lise Flottes, Giorgio Di Natale, Bruno
Rouzeyre, Marco Restifo, Paolo Prinetto. Scan Chain
Encryption for the Test, Diagnosis and Debug of Secure
Circuits. 22" |IEEE European Test Symposium (ETS’17)
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REMARKS / QUESTIONS
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