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! LIRMM, Univ Montpellier, CNRS, Montpellier, France
2 STRATEGIES, Rungis, France

ABSTRACT

Unlike full encryption methods, for which the encryption
does not preserve the internal structure of files, this paper
presents an efficient format compliant selective encryption
method for 3D object binary formats. The method encrypts
selected bits of the 3D object geometry to visually protect the
content without increasing the file size. Geometrical distor-
tions are created in order to partially or fully protect the con-
tent, but they do not corrupt 3D scenes for preview purposes.
As a function of the degradation level, we can obtain security
from visual confidentiality to transparent encryption passing
through sufficient encryption providing solutions for different
application scenarios. Experimental results and analysis show
the efficiency of the proposed method.

Index Terms— Visual Cryptography, Selective Encryp-
tion, 3D Object, Content Protection.

1. INTRODUCTION

In recent years, multimedia content is overflowing the Inter-
net. 3D objects are used in a large number of applications
including; medical visualization, simulation tools, games, on-
line sales, animation and cinema rendering. Moreover, today
fab labs and self-manufacturing with 3D printers is becom-
ing a very popular consumer trend, which could evolve into a
whole new economy. With the democratization of this tech-
nology, 3D object downloading platforms are developing and
proprietary format usage becomes a huge obstacle for their
development. Digital rights management (DRM) becomes
more and more crucial for content producers. 3D objects rep-
resent financial assets and should be protected from piracy
and counterfeiting like any critical data. 3D protection tech-
niques can be carried out by encryption or watermarking.

During the last few years, work has been mainly concen-
trated on 3D watermarking [1, 2, 3]. Watermarking enhances
3D objects with visible or invisible information to bring new
features like tamper detection, high capacity data hiding and
traceability to identify the source of the object.

Meanwhile, protection against unauthorized access has
recently received some attention [4, 5, 6, 7]. Full encryption
does not take the content of encrypted data into considera-
tion. Media contents are processed as binary files, destroying
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the internal structure of files during the encryption process.
Koller et al. proposed to protect data by using a remote ren-
dering system [4]. Cho ef al. chose to use watermarking with
additional random encryption of connectivity of 3D objects
[5]. Gschwandtner and Uhl used progressive mesh represen-
tation with layers of refinement [6]. Usually employed to
transmit 3D objects over a network with a low quality pre-
view as a sufficient encryption method, they chose to encrypt
the content of these layers with different strategies. Later,
Eluard ef al. presented multiple geometry-preserving encryp-
tion methods (GPE) based on the permutation of vertices or
coordinates to protect the content [7]. Their methods preserve
properties like the bounding box or the convex hull in order
to minimize impact on rendering time.

In this paper, a new encryption method for 3D objects is
proposed. The approach is based on selective encryption of
the binary representation of coordinates. Thanks to this struc-
tural encryption based on the standardized representation of
floating values, the method is able to protect 3D objects by
completely protecting content from visual confidentiality to
transparent encryption through sufficient encryption. Conse-
quently the method allows us to choose the encryption level
applied to the 3D object.

The rest of this paper is organized as follows. In Section 2,
the method is described with necessary specifications. Then,
experimental results are evaluated in Section 3 from a statis-
tical point of view with metrics tailored for 3D objects and a
security analysis based on previous work. Finally, we draw
some conclusions in Section 4.

2. THE PROPOSED SELECTIVE ENCRYPTION
METHOD

In this section, we develop the proposed method to selectively
encrypt 3D objects with a control over geometrical impacts of
the encryption, by encrypting only a selection of the binary
representation of coordinates of vertices in the 3D object. As
illustrated in Fig. 1, our encryption method requires 2 param-
eters along the 3D object, which are a secret key K and a
degradation level D. In Section 2.1, we present a brief sum-
mary of floating value binary representation used in 3D ob-
ject file formats. Then, the proposed method is divided into
two main tasks, which are selection of the data to encrypt



Secret key S
K —  PRNG K
pseudo-random
Selected binary sequence
degragauon Encryption mask mp
building
.. _ for each|coordinate Encrypted
Original mesh My, ] mesh
M Data split Mo, N Data fusion —— M’

Fig. 1: Overview of our 3D object selective encryption method.

described in Section 2.2 and encryption of the vertex coor-
dinates of the 3D object in Section 2.3. Finally, Section 2.4
presents the decryption process using a 3D object protected
by our method.

2.1. Floating value representation

Coordinates of a vertex in a 3D object are defined by floating
values, which are normalized in binary 3D object files by the
IEEE 754 Norm [8]. This norm is the most common repre-
sentation of floating values on current machines. Based on
32 bits, this representation holds three types of distinct data:

the sign, the exponent and the mantissa.
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Fig. 2: Representation of a floating value by the IEEE 754
Norm [8].

As illustrated in Fig. 2, each of the three types of infor-
mation constituting a floating value has a specific quantity of
bits: the Most Significant Bit (or MSB) indicates if the value
is positive (0) or negative (1). The following 8 bits repre-
sent the exponent. Then, the next 23 bits correspond to the
mantissa. The exponent and the mantissa allow us to repre-
sent any absolute floating values between 1.175494e 38 and
3.402823¢13% with a precision of 6 to 7 decimal places.

2.2. Encrypted data selection

This step consists of two specific tasks. First of all, the
method generates a pseudo-random binary sequence Sj, with
a pseudo-random number generator (PRNG) and a secret key
K. The sequence is used for the encryption of coordinates.

Then, our method builds an encryption mask based on
the desired level of degradation D. This variable defines the
strength of the selective encryption. The lower the level of
degradation, the more recognizable the 3D object. The mask
determines which parts to use of the floating value binary rep-
resentation and how many bits are encrypted.

We have developed a strategy to generate a mask mp,
which consists in dragging a sliding window over the bits of
the floating value to select which ones to encrypt. We call this
strategy, D-Sliding Window mask (or D-SW mask) where the
level of degradation D is defined by the pair:

D =<p,l >, @))]

where the parameter p of D indicates the position of the first
bit (between {1, ..., 31}) of the encryption mask, meanwhile
[ (between {1, ..., p}) defines the number of bits to encrypt.
As a function of the encryption level parameter, we define
three different types of encryption level:

e Visual confidentiality: the shape and the content of
the 3D object are visually protected. Information such
as format data, may be leaked, but an adversary is not
able to compute any visual information;

o Sufficient encryption: the shape of the 3D object is
recognizable, but the content is sufficiently protected
visually;

e Transparent encryption: shape and content are rec-
ognizable, however high quality is protected. An ad-
versary may only recover a low quality version of the
3D object.

As illustrated in Fig. 3, the sliding window allows the user to
select the bits to encrypt more precisely. The higher the value
of p, the greater the geometrical distortions.
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Fig. 3: Representation of selected bits to encrypt as a function
of the selected degradation level D.

In a specific case, by setting the constraint [ = p it
is possible to create a mask selecting all the least signifi-
cant bits (LSB) for encryption, we call it D-LSB mask or
D =<p,p>.

2.3. Selective encryption of vertex coordinates

During the 3D object encryption step, as shown in Fig 1, for
each coordinate of each vertex of the 3D object, the current
coordinate is divided into two values, thanks to the mask mp.
For example for z;:

mp» 15 the preserved part of the coordinate x; as:
Loy = T AN —mp ;

e I

e ;- is the part to encrypt of the coordinate z; as:
T =x; \Amp.
mp

By using the pseudo-random sequence Sk created by the
PRNG, a value 7 is pseudo-randomly generated and the mask
mp is applied to it:

Tmp =T AMp. 2)



The intermediate value ¢ = 7y, ® T;,, = is computed
and then, the result is merged with z;, ~to give the selec-
tively encrypted coordinate =}, = e V zj,, - We repeat this
same process for y; and z;. These different operations, which
constitute selective encryption, can be summarized using the
following equation where c; is the variable to replace the co-
ordinates of the 1—vertex:

ci=((c;dr) Amp)V (¢c; A —=mp). 3

2.4. 3D object decryption
To decrypt the 3D object encrypted by our method, we need to
reapply the encryption algorithm presented in Fig. 1. Indeed,
by using the same secret key and the same degradation level
D, as input, we use the encrypted 3D object and in the output
we obtain a decrypted 3D object which corresponds to the
original one.

3. EXPERIMENTAL RESULTS
This section presents experimental results of our selective en-
cryption method of 3D objects. Firstly, in Section 3.1, we
present an application of our method on a 3D object for two
different values of degradation level. Then in Section 3.2, we
realize a statistical analysis and a comparison between the re-
sults of our two parameters. We analyze the security of our
scheme in Section 3.3. Finally, in Section 3.4 we compare our
proposed 3D selective encryption method to previous meth-
ods.
3.1. Application of our method
Fig. 4 presents our method using the D-SW mask with the
degradation level D =< p,l > with p € {17, ...,23} where p
is the position of the first bit to encrypt and [ = 1, the number
of bits to encrypt.

(@p=22
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Fig. 4: Selective encryption as a function of the degradation
level D =< p,1 >.

Fig. 4.a represents the original 3D object, when Fig.4.b-i
are the selectively encrypted 3D objects with a specific level
of degradation D. We find that our method allows us to mod-
erately encrypt a 3D object in order to keep it recognizable,

but geometrically distorted. We also note that from a specific
value of degradation level (around p = 21), it is no longer
possible to recognize the content of the encrypted 3D object
by the human visual system. In fact, for this example, with p
less than 19 we have a transparent encryption, with p between
20 and 21 we have sufficient encryption and with p up to 22
we succeed in obtaining visual confidentiality.

(a) Original (byp =17
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Fig. 5: Selective encryption as a function of the degradation
level D =< p,p >.

Fig. 5 illustrates the application of our selective encryp-
tion method, with a D-LSB mask or D =< p,p > for sev-
eral levels of degradation using p € {17,...,23}. Fig. 5.a
represents the original 3D object, Fig.5.b-i show selectively
encrypted 3D objects with a specific level of degradation D.
We observe that using this mask which consists of encrypting
the p least significant bits, this approach shows very similar
results to the previous approach to the human visual system.
We note experimentally that geometrical distortions become
really visible starting from p = 17.

3.2. Statistical analysis

In these experiments, we compare encrypted 3D objects of
both masks to the original 3D object. We used 380 3D objects
from the Princeton Mesh Segmentation database [9]. Then,
we set different values for the parameters as described in Sec-
tion 2. The metrics used to compare 3D objects are Root
Mean Square Error (RMSE) and Hausdorff Distance (HD)
[10, 11].

With the D-SW mask, Fig 6.a and 6.b show the results
for RMSE and HD. As we can observe in Fig. 6, even if we
encrypt a small part of the 3D object geometry, 3 bits out
of 96 by vertex, encrypted 3D objects can have their content
fully protected from visual confidentiality to transparent en-
cryption through sufficient encryption. We provided metric
results from the selective encryption method with the D-L.SB
mask. The results are presented in Fig.6.a and 6.b. RMSE and
HD show the same dynamic as for the D-SW mask. Both met-
rics have their values near O when p € {1,...,18}. RMSE and
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Fig. 6: Results of metrics (RMSE and HD) on Princeton
Database [9] as a function of the selected degradation level
parameter p for D-LSB and D-SW masks.

HD rise rapidly between p = 20 and p = 25. The mean HD
reaches a maximum at around 2.5 at p = 26, the value drops
quickly. When the method starts to encrypt exponent bits.
The same happens for RMSE. By using a D-SW mask, we
denote the impact of the most significant selected bit. Indeed,
when the same mask starts at the same bit as D-LSB mask, ge-
ometrical distortions over a 3D object are very similar to the
human visual system regardless of the number of encrypted
bits. For example, Fig. 4.e and Fig. 5.e represents two 3D
objects encrypted using the degradation level D =< 19,1 >
and D =< 19,19 > respectively. Since the method starts the
encryption from the 19" bit of the coordinates then, for the
human visual system, both of them are visually similar after
encryption. But the first 3D object has only one encrypted
bit, this means our method can encrypt only 3.125% of the
geometry of the 3D object to hide the content.

3.3. Security analysis

In this section, we discuss the security of our method. First of
all, in Section 3.3.1, we study the sensitivity of the secret key
in our scheme. In Section 3.3.2, we analyze visual sensitiv-
ity of the degradation level. Then, in Section 3.3.3 we argue
about the fragility linked to the nature of our method, under
intelligent brute force attacks. In section 3.3.4, we discuss
attacks based on mesh processing algorithms.

3.3.1. Key sensitivity

To test the sensitivity of the secret key, we encrypt a 3D ob-
ject M using secret key K. Then, we generate a set of keys
K’ by changing only one bit of the original key and we use
these set of keys to decrypt the encrypted 3D object M’. At
last, we compare these decrypted 3D objects to the original
M. In Fig. 7, we observe that only the original key returns a
3D object having an RMSE equals to 0. While the decryption

Key sensitivity D = <23,1>

RMSE

’ P om0
Fig. 7: Results of RMSE metric for decrypted 3D objects us-

ing 256 secret keys K’ by changing only one bit of the secret
key K.

using all the keys only generates 3D objects having a simi-
lar RMSE, near 0.13 and remaining remote from the original
model.

3.3.2. Visual sensitivity of degradation level

When someone tries to decrypt a 3D object with the correct
secret key K, but an incorrect degradation level Dy,g4, the
3D object is not revealed. In the case of a D-LSB mask,
when Dy,q < D where D is the correct degradation level
for decryption, Dy,q bits are decrypted (if the user successes
to resynchronize it), but not the most significant ones from the
mask. But, as explained in Section 3.2 with the D-SW mask,
the encryption of only one bit, is enough to protect the content
as much as the full D-LSB mask.

R
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Fig. 8: Decryption with the incorrect degradation level: a)
Encrypted 3D object with D =< 18,18 >, b) Decrypted 3D
object with D =< 19,19 >, c) Decrypted 3D object with
D =< 17,17 > and d) Original 3D object.

Furthermore if Dy,q > D, the D-LSB mask is decrypted,
but Dy,q — D more significant bits of the mask are still en-
crypted then, the 3D object is more or less unrecognisable.
The same happens for D-SW mask.

3.3.3. Fragility of selective encryption schemes

As a selective encryption scheme, the quantity of encrypted
bits is lower than full encryption. This makes the method
faster for encryption and decryption, but also sensitive to di-
verse attacks. Instead of looking for secret key K, one strat-
egy is to attempt to recover the encrypted content by brute
force attacks. Naively attacking our method requires the at-
tacker to find true values of bits for each coordinate of each



vertex in the encrypted 3D object, which corresponds to find-
ing the correct combination among 23*V*!,

As shown in [12], the author has explained clearly the
weakness of a partial encryption approach. He has designed a
cryptanalysis system for partially encrypted images by using
information around the encrypted data. If we take into con-
sideration his approach for our method, and use some public
and relevant information such as the degradation level or the
connectivity of the 3D object, an attacker can design some
heuristics guiding the choice of combination. It can reduce
by one the degradation level D parameter p of an encrypted
3D object by computing the right combination among 23*V
where NV is the number of vertices, just to retrieve at least one
bit of each encrypted coordinate.

By repeating [ times the search for the right combination
for one bit by coordinate, an adversary can slowly decrypt a
3D object. Each time, the attacker conserves, for the next it-
eration, the closest 3D object, meaning the one which reveals
coherent information on the 3D object. Realizing such attack
would obviously require a significant investment in time and
power, which would really be prohibitive to be successful as
the number of vertices in the encrypted 3D object increases.
3.3.4. Mesh processing attacks
Another possible attack is to try to directly process the 3D
encrypted object. As our method generates encrypted 3D ob-
jects allowing us to recognize the content of the 3D object as
transparent encryption, it is normal that our approach is sen-
sitive to suck attacks, as smoothing or reconstruction. So, for
some values of degradation level D, for example a Laplacian
smoothing [13], with a deformation factor A = 0.3 and 100
iterations, can very closely recover a 3D object to its original
state.

Fig. 9: Laplacian smoothing attack: a) Encrypted 3D object
at D =< 18,1 >, b) Result after smoothing (A = 0.3 and
Nblterations = 100), ¢) Original 3D object.

As illustrated in Fig. 9, Laplacian smoothing transforms
the encrypted object into a slightly similar one to the original.
However, we observe losses of information in very distinct
areas of the 3D objects, particularly in low frequency ones.
Using HD, the smoothed 3D object has a value for the met-
ric around 1.550 x 10~2, whereas the encrypted one is about
1.689 x 10~2. Even if visually, it gets closer to the original,
the 3D object is still different. Furthermore, this kind of at-
tack becomes ineffective until a degradation level is reached.
For example, Fig. 10 represents a smoothing attack where the

=

722N

Fig. 10: Laplacian smoothing attack: a) Encrypted 3D object
at D =< 21,1 >, b) Result after smoothing (A = 0.3 and
Nblterations = 100), ¢) Original 3D object.

given result is, for the human visual system, very different to
the original 3D object. The value of HD for the smoothed 3D
object is about 8.416 x 10~2, meanwhile the encrypted one
has a value of 1.689 x 10~2 for the same metric. As expected,
the smoothed 3D object strays away from the original 3D ob-
ject and the increase in HD reveals this too. As shown in
Fig. 11, the choice of the degradation level D allows us to se-
lect the desired confidentiality from visual confidentiality to
transparent encryption through sufficient encryption. How-
ever, in order to properly select the right values for the degra-
dation level, we have seen that objective metrics cannot help
us to determine such thresholds for our categories. This is
why we require a more subjective metric to make the selec-
tion more easier.

3.4. Comparison with other methods

Table 1 resumes comparison points of our proposed method
with state-of-the-art 3D encryption methods. Our proposed
method encrypts a range of bits of the coordinates of all ver-
tices. This allows us to properly select the desired confiden-
tiality as a function of the needs of the user. Alone the connec-
tivity of a 3D object is not enough to recognize a 3D object,
only the genus at least. So, we aimed to protect the geome-
try rather than the connectivity because as we previously ex-
plained in Section 3.3, the connectivity of the secret 3D object
can be reconstructed. Thus, the method of Cho et al. which
encrypts only indices of faces [5] can have its content recov-
ered. Unlike Eluard ef al. [7] whose methods preserve the
bounding box of the secret 3D object, we hide it within the
bounds of the relative error of floating point values. This is
not perceptible for low degradation level. However, if a visual
confidentiality is requested to protect the 3D content then, the
bounding box of the encrypted 3D object grows, revealing
nothing of the dimension of the secret 3D object.

4. CONCLUSION
In this paper, we proposed a format compliant encryption
method, which selectively protects a 3D object by partially
encrypting the floating representation of coordinates of ver-
tices using a secret key K. Our method allows us to choose a
degradation level which gives us control over geometrical ar-
tifacts brought to the 3D object. Encrypted 3D objects can be
displayed in 3D scenes, because the internal structure of the
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Fig. 11: Bunny 3D object with different degradation level as a function of wanted confidentiality.

Sufficient encryption

D2=?

Visual confidentiality

Methods 5] 6] Si‘;%i’;“[t;] Dithering [T si " ”;fn”;eﬁ] Proposed
Protected content Connectivity | Both Geometry Geometry Geometry Geometry
Bounding box Preserved Hidden Preserved Preserved Preserved Hidden
Computational Complexity Moderate High Low Low Moderate Low
Transparent encryption Yes Yes No Yes Yes Yes
Sufficient encryption No No No Yes Yes Yes
Visual confidentiality No No Yes Yes No Yes

Table 1: Comparison of our 3D selective encryption method with previous work.

3D object files has been preserved. To select the bits to en-
crypt, a strategy to build a mask was proposed. D-SW mask,
as we call it, is using a sliding window to choose the posi-
tion of the first bit of the mask and the number of bits to
encrypt in each coordinate. We also present a special case,
D-LSB Mask, which encrypts the [ least significant bits of
coordinates. By comparing results, we observe that encrypted
3D objects are identical to the human visual system, but each
of them brings different useful properties, like a function of
the desired application. Indeed, D-LSB mask has a higher
computational security to brute force attacks, whereas, D-SW
mask can produce the same visual result faster by encrypting
at least one bit per coordinate, so 3.125% of the 3D object
geometry. Since the method is based on the standard norm of
floating values, it can be adapted for any precision of the stan-
dard used in any binary 3D object formats. We also present
the computational security level of the method. In particu-
lar, the cryptographic primitive can be easily replaced by an-
other. Future work will concentrate on perceptual evaluation
of encrypted 3D objects in order to establish a subjective mea-
surement to define the human visual system thresholds be-
tween visual confidentiality, transparent encryption and suffi-
cient encryption.
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