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TAS – MTJ BASED TRNG 

XOR post processing NIST Randomness Tests Results Real Time Output  Probability Tracking 

  RESET by writing ‘0’ (W0) 
 
  SET by writing ‘1’ (W1) 
 

Histograms of output 1 probability of each 10K RNs from a 
total of 10M RNs generated by  MTJ1 (red) and MTJ2 (blue) 

Architecture of real-time output probability tracking (RTOPT) 

 

Histograms of output 1 probability of RNs generated with a RTOPT 
(dark) compare to the raw RNs (blue) 

Histogram of output 1 probability after a XOR post processing on two 
MTJs (MTJ1 and MTJ2) 

 The ten appicable tests of NIST pass rate as a function of the 
numbers of MTJs with XOR processing on raw RNs and RNs 
generated with a real time output probability tracking (RTOPT) 

Magnetic Tunnel Junction (MTJ)  

is suitable for a wide range of applications 
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(e.g. sensors) 
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Security 
(TRNG, PUF) 

 Physical Unclonable Function (PUF) 

  Application 

 Secure authentication 

  Manufacturing variability exploitation 

 Variability of electrical resistance of MTJ 

 True Random Number Generator (TRNG) 

  Application 

 Random cryptographic keys 

 Statistical sampling  

  Source of randomness  

 Writing process of MTJ 

Magnetic Tunnel Junction (MTJ)  

is suitable for two mains hardware 
security primitives 

Physical Unclonable Function (PUF) 

True Random Number Generator (TRNG) 


