N

N

Electron-Induced Upsets and Stuck Bits in SDRAMs in
the Jovian Environment
Daniel Soderstrom, Lucas Matana Luza, Heikki Kettunen, Arto Javanainen,
Wilfrid Farabolini, Antonio Gilardi, Andrea Coronetti, Christian Poivey, Luigi
Dilillo

» To cite this version:

Daniel S6derstrom, Lucas Matana Luza, Heikki Kettunen, Arto Javanainen, Wilfrid Farabolini, et al..
Electron-Induced Upsets and Stuck Bits in SDRAMS in the Jovian Environment. IEEE Transactions
on Nuclear Science, 2021, 68 (5), pp.716-723. 10.1109/TNS.2021.3068186 . lirmm-03358914

HAL Id: lirmm-03358914
https://hal-lirmm.ccsd.cnrs.fr /lirmm-03358914

Submitted on 29 Sep 2021

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://hal-lirmm.ccsd.cnrs.fr/lirmm-03358914
https://hal.archives-ouvertes.fr

This is a self-archived version of an original article.
This reprint may differ from the original in pagination and typographic detail.

Title: Electron-Induced Upsets and Stuck Bits in SDRAMs in the Jovian Environment

Author(s): Daniel Séderstrdom, Lucas Matana Luza, Heikki Kettunen, Arto Javanainen, Wilfrid Farabolini, Antonio
Gilardi, Andrea Coronetti, Christian Poivey, and Luigi Dilillo

DOI: 110.1109/TNS.2021.3068186
Published: 23 March 2021
Document version: Post-print version (Final draft)

Please cite the original version:
D. Séderstrom et al., "Electron-Induced Upsets and Stuck Bits in SDRAMs in the Jovian Environment,” in IEEE
Transactions on Nuclear Science, vol. 68, no. 5, pp. 716-723, May 2021, doi: 10.1109/TNS.2021.3068186.

This material is protected by copyright and other intellectual property rights, and duplication or sale of all or part of
any of the repository collections is not permitted, except that material may be duplicated by you for your research
use or educational purposes in electronic or print form. You must obtain permission for any other use. Electronic or
print copies may not be offered, whether for sale or otherwise to anyone who is not an authorised user.


https://doi.org/10.1109/TNS.2021.3068186

Electron-Induced Upsets and Stuck Bits in
SDRAMs in the Jovian Environment

Daniel Sdderstrom, Student Member, IEEE, Lucas Matana Luza, Student Member, IEEE,
Heikki Kettunen, Member, IEEE, Arto Javanainen, Member, IEEE, Wilfrid Farabolini, Antonio Gilardi,
Andrea Coronetti, Student Member, IEEE, Christian Poivey, Member, IEEE
and Luigi Dilillo, Member, IEEE

Abstract

This study investigates the response of synchronous dynamic random access memories to energetic electrons, and
especially the possibility of electrons to cause stuck bits in these memories. Three different memories with different node
sizes (63, 72 and 110 nm) were tested. Electrons with energies between 6 MeV and 200 MeV were used at RADEF in
Jyvéaskyla, Finland, and at VESPER in CERN, Switzerland. Photon irradiation was also performed in Jyvaskyla. In these
irradiation tests, stuck bits originating from electron-induced single event effects were found, as well as single bit-flips
from single electrons. To the best knowledge of the authors, this is the first time that stuck bits from single electron-events
has been reported in the literature. It is argued in the paper that the single event bit-flips and stuck bits are caused
by the same mechanism, large displacement damage clusters, and that they represent different amounts of damage
to the memory cell. After a large particle fluence, a rapid increase in the error rate was observed, originating from the
accumulation of smaller displacement damage clusters in the memory cells. The 110 nm memory was a candidate
component to fly on the ESA JUICE mission, so the single event effect cross section as a function of electron energy
was compared to the expected electron environment encountered by JUICE to estimate the error rates during the
mission.

Index Terms
Electron radiation, radiation effects, single event upsets, stuck bits, total ionizing dose

[. INTRODUCTION

ADIATION effects in electronic components caused by energetic electrons is of higher concern in the Jovian
radiation environment than in the radiation belts surrounding Earth, due to the harder energy spectrum present
around Jupiter [1]-{3]. This study is motivated by the European Space Agency’s (ESA) JUpiter ICy moons Explorer
(JUICE) mission in the Jovian environment, and focuses on electron-induced radiation effects in synchronous dynamic
random access memories (SDRAM), where one of the tested components was a candidate to be used on board
JUICE.
One of the main points of interest of this work was to investigate the possibility of stuck bits being induced by
single electrons. This has, to the best of the authors’ knowledge, not previously been observed or reported.
Previous studies of single event effects (SEE) caused by energetic electrons have been reported in e.g. [4]-[9],
where single event upsets (SEU) and single event latch-up (SEL) were investigated mainly in static random access
memories (SRAM). In [4] SEUs from secondary electrons induced by X-rays were studied, while in [5] and [6] SEUs
in FPGA embedded and configuration RAM were studied. In [7] SEUs in SRAMs operated at a low voltage were
observed. SEUs from high energy electrons were studied in [8], and the same authors studied electron-induced SEL
in [9].
In this work concerning SDRAM, stuck bits are defined as bits with reoccurring errors, so that the memory cell
is returning the same data when it is read (‘0’ or ‘1°), independent of the value which was written to the cell. This
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TABLE |
SUMMARY OF SPECIMEN USED IN THE EXPERIMENTS.

Node

Memory size (nm) DUT IDs
SDFT, SDF3, SDF4, SDF5,
15425864008 110 SDG1, SDG3, SDG4, SDG5, SDG6
1S42516320D 72 SDB1
1S42516320F 63 SDE{

behaviour is different from typical SEU, which manifest themselves as a bit-flip, only present in a single reading of
the bit in question, but not in any consecutive reads of the cell after it had been rewritten.

Stuck bits in SDRAM have been studied in irradiation experiments using different particle species, such as protons
and ions, e.g. in [10]-[13]. There, a common suggested cause for the stuck bits is single particles creating leakage
paths from the cell capacitor by displacement damage. In [13], as well as in [14], [15], intermittently stuck bits (ISB)
are discussed, which deals with the phenomenon of bits appearing as stuck in some periods of time, when otherwise
they can operate normally and return the correct value which was written to the memory cell. Stuck bits are discussed
in [16] under the terminology weakened cells, where flight data and ground data are presented. Here displacement
damage from single particles is also identified as the cause for the upsets.

In this paper, experimental SEE results from electrons, resulting in stuck bits and bit-flips are presented and
discussed. No new interpretation of the mechanism causing stuck bits or ISBs in SDRAMs is presented, but the
cause of stuck bits is put in relation to that of single bit-flips. The degradation of the cells subject to SEE is studied,
and implications of the usage of the studied SDRAM in the JUICE mission are discussed.

I[I. TESTED COMPONENTS AND EXPERIMENTAL PROCEDURE

The tested components are described in Table [, where the ISSI 512 Mb SDRAM 1S42S86400B [17] was a
candidate to be flown on the JUICE mission when the irradiation tests were performed.

The tested memory devices were all ISSI 512 Mb Single Data Rate (SDR) SDRAMs, with 536,870,912 bits
separated on four banks. The 1S42586400B memory banks are organized into 8192 rows by 2048 columns of
8 bits, while the 1S42S16320D/F [18], [19] memories have 8192 rows of 1024 columns by 16 bits in their banks.
They all have an operating frequency of up to 143 MHz, with a 3.3 V bias, and were packaged in 54-pin TSOP-II
packages. None of the devices were delidded for the irradiation experiments, and no further information about the
memory layout in terms of physical structure or physical mapping of the memory bits are known to the authors.

A Terasic DEO-CV FPGA development board [20] was used as a memory control board during the experiments,
and the samples were mounted on daughter boards connected to the control board through a GPIO pin interface.
Only the device under test (DUT) was placed in the radiation field during irradiation, and the control board was kept
outside the beam.

The components were running dynamic tests during irradiation, with read and write operations carried out con-
tinuously. The memories were running a March C- test, which was slightly modified so that it would not have any
stand-alone write or read elements [21]. The dynamic test cycle of read and write operations for the DUTs during
irradiation is shown in ().

T (w0); {1 (r0, w1); 1 (r1, w0);
L (r0,wl); | (r1,w0)}

The operations within the brackets { } in were looped over during irradiation, the r and w are read and write
operations respectively, the ‘0’ and ‘1’ are data patterns of all ‘0’ and all ‘1’, and the arrows represent the address
accessing order in the operation, starting from either the lowest address and stepping upwards (1), or vice versa
({). The 1S42586400B memories were operated at 100 MHz, while the 1S42S516320D/F memories were operated
at 75 MHz, because the D/F memories could not operate without issues at higher frequencies with the cabling and
set-up used in the experiment. During all runs, the memories were operated with their nominal refresh frequency
128 kHz. This frequency is based on the auto refresh command, which automatically defines the row address to
refresh. At 128 kHz, this command is executed 8192 times every 64 ms [17] so that every row of the memory
is refreshed once per 64 ms. This refresh frequency was altered during analysis procedures to investigate data
retention times of the memories’ bits.

(1)

[1l. TEST FACILITIES

The tests with high-energy electrons (60 - 200 MeV) were performed at VESPER (the Very energetic Electron
facility for Space Planetary Exploration missions in harsh Radiative environments) [22] at CERN (The European



Organization for Nuclear Research). Lower energy electron (up to 20 MeV) and photon exposures were performed
at RADEF (RADiation Effects Facility) at the University of Jyvaskyla, Finland, with a Varian Clinac (Clinical LINear
ACcelerator) 2100 CD [23].

A. VESPER

The VESPER beam is pulsed, and the electrons arrive in short bunches (< 10 ps) at a frequency of 3 GHz. The
electron bunches were arranged in trains of 100 electron bunches each, and the trains were arriving at a 10 Hz
frequency.

A beam current transformer (BCT) was used to monitor the beam current during the runs, and an Yttrium Aluminium
Garnet (YAG) screen was used to monitor the beam spot shape. A camera was filming the scintillating YAG-screen to
monitor the beam profile during the run. The beam spot was approximated to be of Gaussian shape, and the shape
parameters of the beam centre and standard deviation (., , and o, ) were logged in real time while performing the
experiment.

This system for beam monitoring worked rather well with a high intensity beam. As the beam intensity gets lower,
and as the beam energy gets lower, the beam profile and charge is monitored less efficiently. Since the irradiation
was done in air, with the beam having to pass through an exit window as well as a scattering screen to enlarge the
beam spot, a more diffuse and scattered beam would reach the scintillating screen when a beam with lower energy
and penetration power is used for a given beam intensity. The DUTs were unable to operate under high electron
fluxes without large portions of the memory being corrupted, so a rather low flux (in general about 2 —3-10% e/cm?/s,
which is low in relation to what the facility could provide) had to be chosen. The beam spot was thus rather diffuse,
and the exact beam position difficult to recreate. In combination with this, the beam spot was drifting (generally
< 5 mm) vertically and horizontally during the runs.

To calculate the electron fluence on the DUT, the beam charge and measured shape (o, = 12—15 mm depending
on beam energy) were used. The fluence on the DUT was assumed as the average fluence within the area o, x o,
and with an estimated uncertainty 20 % due to drifting of the electron beam position during irradiation and the diffuse
beam spot.

B. RADEF

Electrons with energies of 6, 9, 12, 16 and 20 MeV are available at the Clinac at RADEF. This electron beam is also
pulsed and consists of 5 us long pulses every 5 ms (pulse frequency of 200 Hz). Furthermore, the radiation from the
machine is provided in runs of up to 10 krad(H,O) each, so the irradiation has to be restarted every 10 krad(H;O).
This is however a fast procedure, taking only a few seconds of time. 6 MeV and 20 MeV electrons were used for
tests discussed in this paper.

The Clinac can be run in electron mode or in photon mode. In photon mode, a target is placed within the electron
beam, converting the incident electrons to a bremsstrahlung spectrum of photons. In photon mode, the Clinac can be
run at 6 MV or 15 MV, which means that the resulting photon spectrum is that of the bremsstrahlung from electrons
accelerated over a 6 MV or 15 MV electric field (electrons with energies 6 MeV and 15 MeV) respectively. The 6 MV
mode were used for photon-tests with results presented in this paper.

The photon energy spectrum for the 6 MV operating mode is a smooth continuous distribution from 0 to 6 MeV, with
an intensity maximum at about 1 MeV, and can be seen in Fig. 1| The spectrum is the result of a Geant4-simulation
[24] where 6 MeV electrons were impinging on a 2.5 mm thick Ta-target. The bremsstrahlung photons generated in
the target was transported through a tungsten flattening filter, which is present in the beam line to create a spatially
homogeneous photon field, and a 1 m air column, after which the photon energy spectrum was recorded. The sharp
peak in the spectrum located at 0.511 MeV consists of annihilation photons.

The beam was monitored with in-beam ionization chambers, which were calibrated against a dosimeter in the
beam centre at maximum dose depth in water (i.e., at the water depth where the dose rate is the highest). An IBA
PPC40 dosimeter [25] was used for electrons and an IBA FC65-P dosimeter [25] for photons.

At the facility, the dose at maximum dose depth in water is measured and recorded. In addition, the water surface
dose was also measured, so the dose rate ratio between the maximum depth and surface is known. From this, the
electron fluence on the DUT was calculated as the surface dose in water, divided by the collision stopping power
(Seonr) in water (using appropriate units). The surface dose factors and S.,;; for the electron energies used at RADEF
are shown in Table [

When values of deposited dose are presented for electrons in this paper, it is the surface dose in Si. This is
calculated from the electron fluence, by multiplying the fluence with S.,; in Si for the electron energy in question.
For photon irradiation, the surface dose is as seen in Table [l much smaller than the dose at maximum dose depth
in water. The irradiation with photons was performed with 6 MV photons with the DUT covered by 1.5 cm of acrylic
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Fig. 1. Simulated photon energy spectrum of the 6 MV photon mode of the RADEF Clinac.

TABLE I

PARAMETERS OF THE USED BEAMS AT THE RADEF CLINAC.

Ener Surface dose Max Scoll Scoll
(Me\gli)y rate (fraction dose depth (MeV cm?/g (MeV cm?/g

of max) (cm H20) (H20)) (Si))
6 0.78 1.19 1.911 1.639
20 0.91 1.58 2.046 1.796

6 MV 2 0.47 1.56 - -

Secou; Values obtained from [26]
2 Photon radiation field

(polymethyl methacrylate), and with 2 cm of acrylic below the DUT. This was done so that the dose level in the DUT
would correspond to the dose at maximum dose depth in water.

Another factor that was taken into account was the surface homogeneity. No electron applicator was used during
the irradiation, which makes the beam surface slightly less homogeneous. The electron fluence at the DUT position
was measured to be the fractions 0.79 and 0.88 of the fluence at the beam centre for 6 MeV and 20 MeV electrons
respectively, and the presented fluences was corrected with these factors. For the photon mode operation, the
inhomogeneities were negligible. The uncertainty of the calculated electron fluence is estimated to be less than
10 %.

The memory dies are encapsulated in a plastic package, and part of the die is covered by the metal bonding. Metal
could have an impact on the absorbed dose in the Si die due to dose enhancements present in the interface regions
between Si and high-Z materials [27]. The interior design of the memory is not known, in terms of the location of
possible metallic material in relation to sensitive die regions. The dose enhancement effect is largest for photons
of lower energy, due to the dominance of the photoelectric effect as a photon interaction mode at lower energies.
Low energy electrons that are released from the high-Z material can then cause a dose enhancement effect in the
interface regions. For higher energy photons, like the ones present here (Fig. 1), this effect is not as big [27]. In this
work, the displacement damage effects are also more important than the total dose, and the low energy secondaries
are not as important in this regard as the higher energy particles, so no modifications to the value of the absorbed
dose was made due to dose enhancement effects.

V. RESULTS AND DISCUSSION

A. Observed errors

The memory models with smaller node sizes (72 nm and 63 nm, Table [) were only tested at VESPER with
200 MeV electrons. They did not show any response to the energetic electrons during the irradiation, and they were
not subjected to irradiation tests with lower energy electrons.
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Fig. 2. Time structure of the errors from stuck bits in memory SDF3 under 123 MeV electron irradiation during modified March C- test loops.
The bits are numbered as 1 - 13, with each row displaying the behaviour of one of the observed stuck bits.

TABLE Il
SUMMARY OF IRRADIATION RESULTS. THE OBSERVED ERRORS OCCURRING BEFORE THE FLUENCE LIMIT IN THE RIGHTMOST COLUMN ARE
PRESENTED FOR EACH DUT.

Electron Dose rate Fluence at onset

ID energy (rad(Si) fﬁlt-s S;li‘tzk of error rate
(MeV) /min) P increase (e/cm?)
SDF1 200 1.9 - 102 10 11 1.58 - 1012
SDF3 123 5.6 - 102 10 13 1.61- 1012
SDF4 61 7.2-102 10 13 3.33-1012
SDF5 20 5.7-102 6 6 2.78 - 1012
SDG1 20 8.2.102 2 5 2.95 - 1012
SDG3 6 6.7 - 102 0 0 2.67 - 1012
SDG4 20 2.5-103 2 6 2.43 - 1012
SDG5 20 4.1-102 4 7 4.52-1012
SDG6 6 MV 2 5.0 - 102 0 0 50 krad(H20) 2
SDB1 200 1.9 - 102 0 0 1.0-1012P
SDE1 200 3.8-102 0 0 1.8-1012b

@ Tested with 6 MV photon radiation field.
b Total fluence on DUT, no errors observed.

During the irradiation tests, two types of errors attributed to SEE were observed in memory type 1S42S86400B.
One type manifested themselves as bit-flips, which resulted in a single recoverable erroneous read of a bit in a word.
The other type was stuck bits. These were bits that returned faulty values more than once, while the bit had been
rewritten in between the read operations. They were however generally stuck only for a few write/read cycles. An
example of the pattern of errors in the stuck bits can be seen in Fig. [2l In the figure, the red dots represent initial
errors, with the previous write and read of the same value in the bit not resulting in an error. The blue dots represent
an error in the memory where also the previous write and read cycle of the same value in the bit did give an error.
Note that the abscissa of Fig. |2 is irradiation time, since the write/read cycles are periodic in time and the pattern
of recurring errors is more clearly visible like this, and is independent of flux fluctuations.

Many of these stuck bits in Fig. [2| were ISBs, i.e. bits that switch between being stuck, and being normally
operational. This effect has been discussed e.g. in [13]-[15] with stuck bits observed during irradiation with other
particle types than electrons. ISBs discussed in these publications have, like the ones found here, long periods of
time where they are not stuck.

The number of detected errors during the tests present a sudden increase at a certain dose level (electron fluence).
An example of this is shown in Fig. 3| for the SDF3 memory under 123 MeV electron irradiation after 50 krad(Si). Up
to this dose level the errors follow a linear trend with the electron fluence. The same effect was seen in all memories
of this model (1S42S86400B), and the point of onset of this error increase is displayed in Table [lll The errors up
to this point, following a linear trend with the electron fluence, are assumed to originate from SEE induced by the
impinging electrons. The number of such errors in each DUT is also presented in Table [lTl|

Similar errors to the electron stuck bit SEEs obersved here, are in e.g. [13], [14] discussed as single particle
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Fig. 3. Errors during irradiation with 123 MeV electrons at VESPER in memory SDF3. The figure shows the onset of new stuck bits in the
memory as a function of the surface dose in Si and electron fluence. The trend of new errors has been shown with a fitted function, that is a
sum of a linear part and a power law part. The fitting function is errors = A - dose[krad(Si)] + B - dose[krad(S7)]€, where A, B and C are fitted
parameters.

displacement damage effects (SPDDEs), where the errors are induced by single protons and neutrons that create
damage clusters in a depletion region of the memory cells, increasing the leakage from the stored charge in the cells
and causing the bits to become stuck. In [14] a power law dependency on the stuck bits as a function of particle
fluence is also discussed, where the exponent (C in Fig. [3) according to Poisson statistics correspond to the number
of single particle interactions in a sensitive region that are required to cause a stuck bit.

For the 123-MeV electron case in Fig. [3} there is an initial linear slope with single particle interactions causing
stuck bits, followed by the error rate increase where around 26 particle interactions are needed to induce the errors.
This suggests that rare events induced by single electrons are capable of creating large enough damage clusters to
create a stuck bits, while more common, smaller displacement damage complexes can accumulate, and eventually
become large enough to also create a stuck bit.

The fitted factor C varied between 19 and 37 in the fits to the stuck bit data for all tested 1S42S86400B devices.
The fitted variable C seems to be quite sensitive to the fitting procedure, with fluctuations on the fitted values that
were rather independent on particle type and energy, and should rather be viewed as a qualitative measure than an
exact numerical value to rely on.

The error rate increase, and the consecutive annealing of the stuck bits discussed later in the paper, present
competing effects. In Table [l the reported dose rate is the approximate median for most DUTs, and variations
in dose rate occurred during the irradiation. However, in DUTs SDG1, SDG4 and SDG5 the dose rate was kept
constant throughout the tests with 20 MeV electrons. The induced stuck bits for the different dose rates in these
memories are shown in Fig. |4} In the figure it can be seen that the sharp increase in error rate occurs earlier at
higher dose rates, when less time is allowed for the annealing to happen. At a low enough dose rate, the memory
might thus not necessarily suffer this kind of break-down from the accumulated damage at all, if the annealing is
faster than the damage cluster accumulation.

No SEEs were observed during the tests with 6 MeV electrons or 6 MV photons. Only the error increase due
to the cumulative damage was observed. The stuck bits as a function of deposited dose for these tests are shown
in Fig. 5l The dose level in this figure is calculated as described in Section [[ll-B] with dose in Si for the electrons,
and a water equivalent dose for photons. These results with no errors found before the sharp increase in errors
for the cases with low-energy electrons and with photons suggest that these individual particles are not capable of
inducing large enough damage clusters to cause stuck bits, but they can still induce smaller damage clusters that
may accumulate to large enough complexes which causes the bits to become stuck.

No errors were observed in the 1S42S16320D/F memories during the irradiation with 200 MeV electrons. This
could be due to a lower error cross section due to the smaller node sizes of the memories, but also due to other
design changes between the different memory versions which are unknown to the authors.
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B. Stuck bit and single bit-flip cross section

The calculated cross sections for the errors obtained before the increase in error rate are presented in Fig. [f]
The error bars in the figure represent a 95 % confidence interval with a 20 % beam fluence uncertainty for the data
points at energies over 20 MeV, and 10 % at 20 MeV and below. A similar number of stuck bits and single bit-flips
were observed at each of the tested energies, and thus the cross sections for the two failure modes are similar.

In Fig. [6} the 20 MeV point is from the test with SDG1, which was tested at a dose rate of 820 rad(Si)/min. DUTs
SDG4, SDG5 and SDF5 were also tested with 20 MeV electron irradiation, but at different dose rates. The resulting
SEE cross sections from these tests are shown in Fig. [/, where all tests resulted in similar results for the calculated
cross section independent of dose rate, with largely overlapping error bars as would be expected for SEE.
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electrons, and only the upper limit is shown.
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Fig. 7. Stuck bit and single bit-flip cross sections from tests with 20 MeV electrons at different dose rates. The dose rate on DUT SDF5 was
varied during the test, while the dose rates for SDG5, SDG1 and SDG4 was kept constant.

C. Damage in memory cells subject to SEE

The bits that are stuck have been damaged by the incident radiation, so that the storage capacitors in the memory
cells are not anymore able to hold its charge during the refresh cycles of the memory, and the bits get stuck to their
discharged state. For the cells exhibiting single bit-flips, the memory cell storage capacitor has been discharged due
to the electron strike, but the cell can still hold the stored charge during the refresh cycles in the following write
and read cycles of the test. Fig. |8| shows how the retention time distributions of the cells that have been subject
to SEE during irradiation, compared to the total distribution of retention times of all the cells in the memory. This
study was made for the memories SDF1, SDF3, SDF4 and SDF5 post-irradiation, with three different cell populations
considered in each memory: all cells (All), cells that got stuck during irradiation (Stuck), and cell that exhibited a
single bit-flip (Flipped).

The different populations of each memory were for each tested refresh frequency separately checked for failing
bits. For the cells that had been subject to SEE during irradiation, the same words which contained the errors during
irradiation were written with the same value as when the error occurred (‘0’ or ‘1’) to the memory. One minute later,
the data was read back, and the fraction of the population exhibiting errors at the reading of the data is displayed
in Fig. 8l The same was done for all words in the memory, where the fraction of the total number of words failing at
patterns of either all ‘0’ or all ‘1’ is displayed.
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(abscissa is 1/Fr). The populations that are shown are the bits which had only one bit-flip during irradiation, bits that were stuck, and all bits in
the memory. Data taken post irradiation for the four tested SDF# memories (see Table [ITl).

The population of cells that had SEEs fail earlier, at lower refresh frequencies, than the rest of the memory (i.e. all
bit population). Also, the population of bits that were stuck during irradiation seem, in general, to fail at lower refresh
frequencies than the ones that had a bit-flip. Still, the behaviour of the stuck and the flipped populations, as seen in
Fig. [8] are similar.

This can indicate that the mechanisms behind the different failure modes are similar, but differ mainly in the
severity. The suggestion that displacement damage caused by single particles creating leakage paths, e.g. in a
depletion region common to the storage capacitor and the access transistor [12], [14] (depending on the specific
memory layout), is the cause for the stuck bits from SEE in this study is a likely case. This displacement damage
would be caused by reaction products from nuclear interactions involving the energetic electrons [8], [9].

Since the cells that exhibited only a single bit-flip display similar behaviour in Fig. [8| to the bits that were stuck,
and they display a worse data retention capability than the population of all cells, it is possible that the cause for
the single bit-flips found in this study is the same as for the stuck bits. Looking at the behaviour in Fig. [2} some bits
are stuck only twice or a few times, while others are stuck in many more instances. It is therefore reasonable that
the same kind of failure could result in an error at only one occasion.

D. Retention time distributions and annealing

The retention time distribution of the words in the SDF5 memory during irradiation with 20 MeV electrons is
presented in Fig. [9 This figure shows the number of words with bits that are stuck at different refresh frequencies
at increasing dose levels. The nominal refresh frequency of the memories, 128 kHz, is marked in the figure with a
dotted black line.

These distributions were produced by changing the auto refresh command frequency Fr of the memories (the
abscissas in the figures are the inverse of this, 1/Fg), then writing the memory with all ‘0’ pattern, waiting 60 s, then
reading back the memory. Thereafter the procedure was repeated for an all ‘1’ pattern. The sum of the words with
errors in these tests is presented on the vertical axis.

The retention time distribution of the words in the SDF5 memory post-irradiation with 20 MeV electrons is presented
in Fig. where the annealing of the memory is shown. The memories were kept in room temperature (only room-
temperature annealing was performed), and without bias when not characterized. A complete recovery to the pristine
case is not observed in the annealing. Instead, the distribution of retention times is approaching one which is shifted
upwards, with more words containing failing bits at each measurement point compared to the pristine case. As a
comparison, this is the same type of data as is shown in Fig. [g] for the population of all bits in the SDF5 memory.

After the annealing time is in the time-scale of thousands of hours, the amount of errors at lower refresh frequencies
start to increase dramatically, while the number of errors at high Fr continues to decrease. This is consistent with
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Fig. 10. Retention time distribution of the words in the SDF5 memory after 20 MeV electron irradiation after different annealing times.

results in e.g. [11]. This behaviour, with a continuing decrease of errors at high Fz, and an increase of errors at low
Fr after 10® h of annealing time, is consistent in the tested memories in this study, both for memories tested with
electrons and photons.

The increase in errors at low Fr might be due to an increase of interface traps, accumulating over the annealing
time by the access transistor, storage capacitor, or closely located dielectric allowing the storage capacitor to leak
its charge faster and reduce the retention time of the bits. At least up to the doses applied in this work, this effect
has not been observed to affect the normal operation of the cells at 128 kHz.

V. IN-FLIGHT PREDICTIONS

Based on the cross sections presented in Fig. 6] and the expected electron environment during the JUICE mission
[1] which is depicted in Fig. along with the cross section Weibull fits, an estimation of the number of upsets the
1IS42586400B memory would have during the JUICE mission was made. The mission duration is in total planned to
be 11.1 years, with different phases of the mission receiving different fluxes of particles [1].
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Fig. 11. The total differential electron fluence of the JUICE mission from [1], as well as the transported electron fluence through 15 mm Al. The
Weibull fits of the electron cross sections from Fig. @are also presented.

TABLE IV
ESTIMATED NUMBER OF SEE FROM ELECTRONS IN 1S42S86400B DURING THE JUICE MISSION.
Fault Non-shielded errors 15 mm Al-shielded errors
Stuck bits 2.7 0.6
Single bit-flips 1.1 0.4
Total 3.8 1.0

As an estimation, the presented differential fluence was multiplied with 47 to assume an isotropic radiation field,
and also as an approximation an isotropic sensitivity of the component. The component has only been tested with
electrons at a normal incidence angle, so the normal incidence angle sensitivity is used for the whole isotropic
fluence. The cross section was then folded with the electron fluence over the energies between the cross section
cut-off energy and 1 GeV, and multiplied with the number of bits in the memory to obtain an estimation of the number
of upsets.

Geant4 was also used to simulate the resulting electron fluence after the original electron fluence had passed
through a spacecraft shielding of 15 mm Al. The estimated errors from the shielded and non-shielded electron fluence
are shown in Table [[V] Due to the low error cross section very few electron-induced SEEs would be expected: 4 for
the non-shielded case and 1 for the shielded. In a memory using an error detection and correction system, this low
number would not present a problem in the usage.

Shielding thicknesses of 10 mm Al and 14 mm Al during the JUICE mission would result in a TID of 227 krad(Si)
and 120 krad(Si) respectively [1], of which a large majority would originate from the trapped electron environment.
These doses would translate to average dose rates of about 39 mrad(Si)/min and 21 mrad(Si)/min, instead of
the 102 — 10® rad(Si)/min which was used in the testing in this work. The memory tested at the lowest dose rate
410 rad(Si)/min in Fig. [4] failed due to the accumulated radiation damage after about 130 krad(Si). However, with the
much lower dose rate encountered on the JUICE mission, it is not clear if the small damage clusters would anneal
before accumulating and being capable to induce stuck bits even at 227 krad(Si). If a thicker shielding than 10 mm
Al is used (e.g. 14 mm), then the mission dose values are comparable to the ones reached during some of the tests
presented here.

VI. CONCLUSION

In this paper, high-energy electron irradiation is demonstrated to cause stuck bits and bit-flips in SDRAMs as
SEEs, and cross sections for these failure modes are determined. These cross sections are put in relation to the
Jovian environment, and a number of expected SEEs from electrons if the memory was to be used on the JUICE
mission is estimated. The estimated number is low, 3.8 in total, and electron-induced SEEs are not expected to be
a large problem if the memory is to be used on the mission.

The mechanism behind the two observed SEE failure modes stuck bits and single bit-flips is suggested to be the
same. This is based on the similarity of the degraded retention time distributions of the cell populations consisting
of bits that were stuck, and those that had bit-flips, compared to that of the total cell population.

The electron irradiation is found to degrade the memory cells on a long time scale. Annealing of the cell damage
was observed, but also an increase in failing cells at low refresh rates was observed after long annealing times.



In these accelerated tests, where high dose rates and electron fluxes were utilized, a sharp increase in the number
of errors in the memory was observed. This effect is attributed to the accumulation of smaller damage clusters, and
occurs at lower dose levels for higher dose rates, when less time is allowed for annealing in between events.

To estimate the total performance of the memory in the JUICE environment, it would be needed to perform tests
at low electron fluxes and dose rates. This because of the dose rate dependence on the memory response observed
in this study. The temperatures effect on the annealing properties would also have to be investigated to be able to
predict the memory response on board JUICE.
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