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Abstract

This work targets the study of the effects of high-energy protons on a commercial self-refresh DRAM. The memory
devices under investigation were exposed to high-energy protons varying in a range from 70 MeV up to 230 MeV at the
Proton Irradiation Facility in the Paul Scherrer Institute. The radiation-induced faults were identified as Single-Bit Upsets,
stuck bits, and block errors. These results are in line with the outcome of our previous test campaigns, targeting thermal
and atmospheric-like neutrons. The event cross sections for each fault type and energy are presented and discussed.

Index Terms
high-energy protons, radiation effects, self-refresh DRAM, SEEs.

[. INTRODUCTION

Space systems are continuously exposed to space radiation, which contains particles such as protons, electrons,
and heavy ions. The main radiation sources in the space environment are galactic cosmic rays, energetic particles
trapped in the Van Allen belts, and solar particle events. These radioactive particles cause damaging effects on
semiconductors, leading to device error and failures [1].

Dynamic random-access memories (DRAMSs) are used in electronic systems. They consist of capacitive cells that
must be recharged frequently to keep their energy level. When exposed to radiation, the leakage current of DRAM
cells increases, reducing their retention capability. The affected cells may appear as stuck bits, generally induced
by radiation [2]-[4]. In [5], [6] the authors have shown that the single-particle displacement damage effect, induced
by single high-energy neutrons and protons, is the leading cause of stuck bits. In [7] the authors state that recent
DRAM technologies may be more susceptible to stuck bit behavior due to significantly decreased retention times.

In previous works [8], [9], we presented the effects of thermal and atmospheric-like neutron irradiation on a self-
refresh DRAM, also known as Pseudo-Static RAM (PSRAM). In both works, we identified the occurrence of Single-Bit
Upsets (SBUs), stuck bits, and block errors (SEFIs — Single-Event Functional Interrupts) in the memory. Besides that,
we analyzed the damaged cells’ retention time, which shows a difference in the efficiency between the self-refresh
mechanism and an actual read operation. A correlation of the fault mechanism that generates both SBUs and stuck
bits under neutron irradiation was also proposed, in line with the results under electron irradiation in [10].

This work extended the studies analyzing the effects under high-energy protons to compare the fault mechanisms
with the results obtained for neutron particles. Furthermore, we presented and discussed the event cross sections
for each fault type and energy.

The rest of the paper is structured as follows: Section Il presents the Device Under Test (DUT), the test facility, the
experimental setup, and the applied test mode; Section Ill presents and analyses the results from the high-energy
proton irradiation; Section IV concludes the work.

Il. EXPERIMENT
A. Device Under Test
The DUT is a DRAM memory manufactured by Infineon Technologies, the S27KS0642GABHI020 [11]. The device

is designed with a 38 nm high-speed CMOS technology, using a Double Data Rate (DDR) interface to reach a
data throughput up to 400 MBps with a maximum operation clock of 200 MHz. The DUT is commercially known as
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HyperRAM™ and its interface as HyperBus™. Due to a self-refresh mechanism that performs refresh operations
on the cells without the controller intervention, this type of memory is also known as pSRAM (pseudo-SRAM). The
device has a capacity of 64 Mib using a logical structure of 8192 rows, with each row containing 512 words (16 bits)
addresses.

B. Test Facility

This experiment was performed in the Proton Irradiation Facility (PIF), part of the Paul Scherrer Institute (PSI) in
Switzerland. The facility was constructed for testing spacecraft components, and it is capable of generating proton
energies relevant to harsh space environments. During the test campaign, the instruments were configured to
generate protons with energies ranging from 70 MeV to 230 MeV, targeting different fluxes from 3 - 107 to 8 -
107 p/cm?/s. The primary proton energy used was 230 MeV with a flux of 8 - 107 p/cm?/s, and to reach lower
energies, metal plates were placed in the beam path to reduce the energy of the protons. The experiment started
with 230 MeV, decreased to the lowest energy of 70 MeV, and finalized with 150 MeV. The beam homogeneity was
checked for each energy setting, and the reported proton fluence variation on the DUTs is estimated to be less than
10%. The DUT was evaluated at room temperature.

C. Test Setup

In order to test the DUT, a controller board based on the Zyng-7000 SoC from Xilinx was used to implement the
HyperBus™ interface and enable the execution of test algorithms. A daughterboard was used to connect the DUT to
the controller. The controller was composed of a configurable System-on-Chip (SoC) architecture, which provides:
a Cortex™-A9 processor, used for test execution; several peripherals for communication and development; and the
SoC’s programmable logic, in which an IP (Intellectual Property) provided by Infineon managed the communication
between the processor and the DUT.

An external current monitor was utilized during the experiment to identify Single Event Latch-up (SEL) events. The
results generated with the experimental tests were logged for posterior analysis, including faulty logical addresses,
bit error data, and operation status. The controller board was positioned out of the effective beam area to improve
the dependability of the test setup.

Fig. 1 summarizes the complete test setup used for the experiment, and Fig. 2 shows the control board and the
daughter board with the mounted DUT.
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Fig. 1. Tools and setup used during the test campaign.
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Fig. 2. Top-down photograph of the controller board (square 1) and the daughter board (square 2) [8].

D. Test Mode

This experiment employed dynamic testing of the memory, in which write and read operations were executed under
irradiation, generating radiation-induced upset events during active utilization of the DUT. This approach leads to a
more realistic evaluation of the faults identified since the DUT operation behavior is similar to an actual application
use case. In this experiment, the dynamic test used was the March C- algorithm, which consists of a sequence of
reads and writes, described in (1), where the arrow indicates the addressing order (" up or ‘|’ down), ‘w’ (write), and
‘r (read) indicates the operation, and the following Boolean number indicates the data background. Also, between
test runs, functional testing was performed to provide further assessments of the DUT and the controller itself.

T (w0);
{1 (r0,w1); 1 (r1,w0); 4 (r0,wl); | (r1,w0); 1 (r0)}
Ill. RESULTS

In order to analyze the error data in this work, we used two approaches: logical bitmaps to provide an overview of
the errors and their patterns, and cross section plots for measuring the occurrence of the events. The found proton-
induced events have the same classification as ones from previous works focusing on neutron effects: SBUs, stuck
bits, and SEFIs (block errors) [8], [9]. Fig. 3 presents an example of a logical bitmap, which illustrates each type of
error. The red bounding boxes show the errors within that area, increasing their size to improve the visualization. In
1, SBUs and stuck bits are represented. In 2 and 3, horizontal and vertical block errors are shown, respectively.

(1)
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Fig. 3. Example of error types in the logical memory bitmap represented by 16384 columns per 4096 rows. The bits are represented as pixels,
and each pixel with an error appears in black. Zoom-ins are added to increase the visibility of the block event and the SBU and/or stuck bit. The
zoom-in box (1) presents SBUs and/or stuck bits randomly spread in the memory array, (2) a block event in a horizontal shape, and (3) a block
event in a vertical shape.

It is important to note that in previous studies [8], [10] it is proposed that SBUs and stuck bits have the same
fault mechanism: the degradation of retention time. Despite that, the cross sections of these errors are presented
separately since the fault model to represent both are different. SBUs were classified as bits appearing as a ‘0’ to
‘1" or ‘1’ to ‘0’ transition that occurred only once during the test campaign, which means that after a write operation
in the bit cell, the same was not recurrently (at least one more time) recognized as faulty. Stuck bits also appeared
as a transition from both logic values. However, in this case, the bit was recurrently (at least twice, and after write
operations) recognized as a faulty bit.

Fig. 4 and Fig. 5 present, respectively, the SBUs and stuck bits cross sections. The values are presented for each
proton energy. The cross section is calculated as:

N
FxM @)
where N is the number of events (SBUs or stuck bits), F' is the cumulative run fluence, and M is the memory size
in bits. In the results, the errors bars represent a 95% confidence interval with a 10% beam fluence uncertainty.

For both cases, SBUs and stuck bits, the number of events increased with the energy. However, it is important to
note that the error bars, in some cases, overlap. It can be seen, e.g., in Fig. 4, where the calculated cross section
and its error bar for 230 MeV are included in the same range of the calculated values for 150 MeV. Furthermore,
for all energies, the cross section for stuck bits is higher in comparison with the ones for SBUs. In dynamic mode,
where the cells are constantly accessed with write and read operations, a similar behavior was found on the same
memory under thermal and atmospheric-like neutron spectra [9].

Besides the SBUs and stuck bits, block errors were observed at 230 MeV, but not for the lower energies. Since
the number of block errors events at 230 MeV was very low (giving the high error bars), the probability of having
the same type of events in the lower energies should not be discarded.

For evaluating the cross section for this kind of event, since this fault is related to the control logic of the device,
we may define the cross section as:

O (bit) =

N
Odevice = f 3)

where the memory size is removed from the equation, and the cross section is device-based. Fig. 6 presents the
block error cross section for each proton energy.

As stated above, since there was no occurrence of block errors for 70 MeV and 150 MeV, in Fig. 6 there are no
points for both energies, and we are reporting only the error bars.

Finally, as described in subsection II-C, the DUT current was monitored during the whole test campaign, and no
SEL was identified.

IV. CONCLUSION

In this work, the effects of high-energy protons on a self-refresh DRAM were investigated and reported. The
experiment results were analyzed using cross sections and logical bitmaps, which enabled the visualization and
evaluation of the detected fault events. Despite the possible different physical phenomena related to protons and
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Fig. 4. Estimated SBUs bit cross section for each energy value. The error bars represent a 95% confidence interval with a 10% beam fluence
uncertainty.

neutrons events generation, the fault mechanisms identified in this work were similar to those encountered in the
previous works with neutrons: SBUs, stuck bits, and block errors (SEFIs).

The results have shown a higher occurrence of stuck bits in comparison with the SBUs, where the cross section
value increased according to the energy. The block errors were observed as long horizontal and vertical lines, where
several memory cells in different addresses are affected due to a single event, presenting a significant impact on
critical applications.

For future work, we intend to investigate the retention time of the tested samples to achieve a deeper understanding
of the memory cells degradation and to obtain a better correlation with previous studies.
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