Integration of memory corruption from Rowhammer attacks (corruption of the memory induced by memory accesses) persistent information from the memory after turning off the victim system S E C R E T • Detect temperature changes and wipe memory Ø Not always possible • Store sensitive data outside RAM Ø Usually only for encryption keys, not for all sensitive data• Gluing the memory on the motherboard Ø Limits the system, does not prevent booting aggressor OS on victim device• Full-memory encryption Ø Performance issues, need modifications on the OS and/or the hardware• Memory ScramblingØ Only makes extracting data slowerCold-Boot protectionsNon-volatile → does not need cooling, data persist for a very long time after shut down ⟹ make attacks easier to execute france@lirmm.fr]CryptArchi 2023 • June 13 th , 2023

  

Cold-Boot attacks on NV RAM