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Abstract

The continuous monitoring of dynamic processes generates vast amounts of streaming multivariate
time series data. Detecting anomalies within them is crucial for real-time identification of sig-
nificant events, such as environmental phenomena, security breaches, or system failures, which
can critically impact sensitive applications. Despite significant advances in univariate time series
anomaly detection, scalable and efficient solutions for online detection in multivariate streams re-
main underexplored. This challenge becomes increasingly prominent with the growing volume and
complexity of multivariate time series data in streaming scenarios. In this paper, we provide the
first structured survey primarily focused on scalable and online anomaly detection techniques for
multivariate time series, offering a comprehensive taxonomy. Additionally, we introduce the On-
line Distributed Outlier Detection (2OD) methodology, a novel well-defined and repeatable process
designed to benchmark the online and distributed execution of anomaly detection methods. Exper-
imental results with both synthetic and real-world datasets, covering up to hundreds of millions of
observations, demonstrate that a distributed approach can enable centralized algorithms to achieve
significant computational efficiency gains, averaging tens and reaching up to hundreds in speedup,
without compromising detection accuracy.

1 Introduction

Processes monitored in almost every scientific field evolve over time, leading to a collection of sequential data referred
as time series. When a process demands continuous monitoring, the time series is collected in a continuous flow,
characterizing a streaming of time series data. Given the increasing volume of generated data and bandwidth, we
anticipate that most future time series analysis work will probably be carried out on data streams. However, most
of the currently available methods are not adapted to the dynamic nature of streaming time series [Esling and Agon,
2012].

In addition, most processes are tracked from different angles, with variables that together represent the process as well
as possible. For example, climatic data can include temperature, sunshine, precipitation, wind, hygrometry, etc. To
take multiple dimensions of a process into account, we need to work with multivariate time series. Unlike univariate
time series, for multivariate time series multiple variables are measured in each observation. In that case, one might
be interested in finding associations among the different variables.

For most real-world streaming time series, it is often possible to observe the occurrence of a significant change in the
behavior of a time series at a certain time t or time interval {b, . . . , e}, where b and e represent the beginning and end of
the interval, respectively. Such an abnormal behavior change commonly characterizes the occurrence of an anomaly at
t or {b, . . . , e} [Guralnik and Srivastava, 1999]. Unlike noise, an anomaly can represent a phenomenon with a specific
meaning. For example, it may represent a breach of security or a failure in an industrial process. An anomaly is
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defined as a rare pattern or an observation that deviates from most other observations as if generated by a different
phenomenon [Wang et al., 2019].

Anomaly detection is the process of identifying anomalous events in time series. With this process, we may be
interested in learning about past events (offline) [Pimentel et al., 2014, Ding et al., 2014, Ahmed et al., 2016, Alevizos
et al., 2017, Sebestyen et al., 2018, Zhou et al., 2019, Pang et al., 2021, Wang et al., 2019], identifying events in
real-time (online) [Zhang et al., 2010, Ahmad et al., 2017, Ariyaluran Habeeb et al., 2019, Munir et al., 2019a],
or even predicting future events before they occur [Yan et al., 2004, Salfner et al., 2010, Molaei and Keyvanpour,
2015, Gmati et al., 2019, Zhao, 2021]. The detection of anomalies is a basic function in many surveillance and
monitoring applications such as biodiversity monitoring, weather forecasting, agricultural plant surveillance, seismic
activity monitoring, medical surveillance, fault detection in industrial systems, intrusion detection, etc [Pimentel et al.,
2014].

Online anomaly detection is the problem of detecting anomalies in streaming time series data in real-time, or as soon
as possible. Online methods run concurrently with the monitored process and each data observation is processed as it
becomes available. Most available anomaly detection methods do not address this scenario [Gama et al., 2014, Ariyalu-
ran Habeeb et al., 2019], especially for large and high-dimensional time series, which demand efficient approaches
concerning both computational complexity and memory requirements [Tafazoli and Keogh, 2023]. In particular, the
existing work largely overlooks scalability and online multivariate-focused methodologies [Olteanu et al., 2023]. Oth-
ers do not consider the unique demands of streaming data applications [Schmidl et al., 2022, Zamanzadeh Darban
et al., 2024], or focus on univariate detection [Ntroumpogiannis et al., 2023b, Ahmad et al., 2017, Ariyaluran Habeeb
et al., 2019, Mason et al., 2019].

This paper addresses these unmet needs by presenting a comprehensive survey that integrates scalability, online
anomaly detection, and multivariate time series approaches. We provide a unified taxonomy that categorizes state-
of-the-art techniques based on detection strategy, data input, scalability, and algorithm execution. Furthermore, we
introduce the Online Distributed Outlier Detection (2OD) methodology for conducting and benchmarking scalable
distributed online multivariate anomaly detection. Based on data-window processing [Chen et al., 2016] and inspired
by edge computing solutions such as federated learning [Abreha et al., 2022, Agrawal et al., 2022], 2OD enables the
analysis of the efficiency-accuracy trade-off of adopting a distributed online anomaly detection approach, especially
for multivariate time series anomaly detection methods. It is applicable to most methods available in the literature,
even if they were originally designed for offline and centralized execution. 2OD is used to conduct an experimental
analysis of the scenarios in which time series anomaly detection benefits from parallel and distributed computing over
high-throughput and/or high-dimensional streaming multivariate datasets containing both synthetic and real-world
anomalous data, covering up to hundreds of millions of observations. With a distributed setup, the algorithms were
able to gain substantial computational efficiency, reaching on average tens and up to hundreds in speedup without
compromising detection accuracy performances. These results indicate the potential for distributed online anomaly
detection over multivariate time series and motivate future advancements in this area of study. Our contributions are
summarized as follows:

• a comprehensive survey on scalable and online multivariate anomaly detection, encompassing a review and
contextualization of almost 200 references.

• unified taxonomies of both online multivariate anomaly detection, used for categorizing over 30 state-of-the-
art methods, and scalable online multivariate anomaly detection, including the most recent and increasingly
prominent techniques.

• 2OD, a well-defined methodology describing an innovative process for conducting and benchmarking dis-
tributed online anomaly detection, providing scalability to traditional anomaly detection methods across
high-dimensional, high-frequency, high-throughput streaming data contexts. It enables the evaluation of
centralized offline, online and distributed approaches regarding efficiency and accuracy, extending the appli-
cability of distributed analysis to previously offline or centralized algorithms.

• an extensible implementation of 2OD with a Spark-like data partitioning distribution setup made publicly
available at Github1.

• an experimental analysis of our methodology suggesting that a distributed approach, particularly for local
anomaly detection, provides a scalable solution for real-time applications without a meaningful loss of accu-
racy.

The remainder of this paper is organized as follows. Sections 2 and 3 present fundamental concepts and a taxonomy
regarding multivariate online anomaly detection, respectively. Section 4 describes the problems and current solutions

1https://github.com/RebeccaSalles/2OD
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to scalable and distributed online multivariate anomaly detection. Section 5 presents our proposed methodology and
an experimental analysis of the trade-off between efficiency and accuracy in distributed online multivariate anomaly
detection. Section 6 contextualizes this paper with related work. Finally, Section 7 concludes.

2 Fundamental concepts on multivariate anomalies

This section presents fundamental concepts of multivariate time series anomalies.

A time series is defined as a sequence of observations of a process collected over time. Each variable of a monitored
process produces a sequence of observations referenced as a univariate time series. Generally, a univariate time series
X can be considered as a sequence of n random variables, <x1, x2, x3, . . . , xn>, where xi represents the value at the ith
time point [Esling and Agon, 2012, Shumway and Stoffer, 2017]. The length n of a time series X is also represented
by |X|.

Anomalies Anomalies correspond to an irregular phenomenon predefined in a particular domain. In the context
of time series, anomalies represent significant changes in expected behavior at a certain time or interval [Guralnik
and Srivastava, 1999, Chandola et al., 2009]. Thus, the anomalies can be modeled as isolated observations of the
remaining nearby data. In general, punctual anomalies of a given time series X can be identified in a simplified way
by pau(X, k, τ) using Equation 1, where k is the length of nearby observations, τ is a given threshold, and ep(xt, k) is
the expected value for xt based on the previous k observations, i.e., ep(xt, k) = E(xt | xt−k, . . . , xt−1) [Salles et al., 2024,
Ogasawara et al., 2024]:

pau(X, k, τ) = {t, |xt − ep(xt, k)| > τ} (1)

If xt escapes ep(xt, k) above a threshold τ with respect to previous k observations [Gujarati, 2021, Lima et al., 2022],
it can be considered an anomaly candidate. An example is given in Figure 1a. In streaming applications, k can be
defined by the sliding window size.

(a) Punctual anomaly candidate (b) Sequence anomaly candidate

Figure 1: Examples of different anomaly types with a defined context of k observations (adapted from Wenig et al.
[2024])

This formalization can also be adapted for subsequence anomalies, which are collections of contiguous observations
with anomalous patterns. In that case, individual values might be within expectations, but their co-occurrence is
anomalous [Lai et al., 2021]. Let X(b,e) =< xb, . . . , xe > be a subsequence of size |e − b|, with 1 ≤ b < e ≤ n, where b
and e define the beginning and end of a period of time, respectively. Figure 1b illustrates the example. Subsequence
anomalies in time series are also referred to as discords [Linardi et al., 2020]. Let ∆p(X(b,e), k) be the set of distances
between X(b,e) and all subsequences of the same size p = |e − b| that can be drawn from the previous k observations. If
the minimum distance between X(b,e) and any subsequences of the same size from previous k observations is above a
threshold τ, then X(b,e) can be considered a subsequence anomaly candidate:

sau(X, k, τ) = {(b, e),min(∆p(X(b,e), k)) > τ} (2)

The latest time series anomaly taxonomy proposed by Wenig et al. [2024] distinguishes univariate anomalies on
two levels regarding anomaly types and locality, namely global and contextual. Global anomalies escape global
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expectations, while contextual anomalies differ significantly from their surrounding observations/patterns (context).
Equations 1 and 2 define anomalies within the context k, but can be generalized to global anomalies by defining k to
the limit of n.

Multivariate anomalies A time series that contains observations related to multiple variables is referred to as a
multivariate time series. A multivariate time series S can be defined as the set {X1, X2, . . . , Xm}, where each Xv (1 ≤
v ≤ m) is a univariate time series corresponding to the m monitored variables contained in S . An example can be
drawn from sensor networks, where each Xv corresponds to a specific sensor [Ang et al., 2023]. It is often represented
as a matrix S = (X1, X2, . . . , Xm)⊤, where Xv is a n-dimensional vector Xv = xv,1, . . . , xv,n and xv,t (1 ≤ t ≤ n) is
an observation of variable Xv in the time point t. The matrix S is therefore of size m by n. Multivariate time series
variables are commonly referred to as features or dimensions, and a high number of m indicates that it presents high-
dimensionality.

If there is a punctual anomaly in time t for any Xv, it is also considered an anomaly for S . In particular, if t ∈
pau(Xv, k, τ) for multiple values of v, t is considered a multivariate punctual anomaly as defined by pam(S , k, τ) in
Equation 3. A z-ary anomaly is present in z variables of S . Analogously, if (b, e) defines a sequence anomaly based
on sau(Xv, k, τ) for any Xv, it also defines a sequence anomaly in S , and a multivariate sequence anomaly if this is true
for multiple Xv according to sam(S , k, τ) in Equation 4.

pam(S , k, τ) = {t | t ∈ pau(Xv, k, τ), Xv ∈ S } (3)

sam(S , k, τ) = {(b, e) | (b, e) ∈ sau(Xv, k, τ), Xv ∈ S } (4)

3 Multivariate online anomaly detection

This section presents the most relevant strategies for online anomaly detection in multivariate time series. Figure
2 provides a taxonomy for the detection of anomalies in multivariate time series. Inspired by the work of Schmidl
et al. [2022] and Ogasawara et al. [2021], it is divided into six categories based on the set of parameters found in
most literature reviews. The categories cover various aspects of anomaly detection methodologies, encompassing data
input, execution and main contribution of detection algorithms, areas of study and general strategies for detection, and
learning modes.

Figure 2: Taxonomy of multivariate anomaly detection techniques (inspired by Schmidl et al. [2022] and Ogasawara
et al. [2021])

Data input Commonly, detection methods are designed to take a batch input containing the time series in its entirety
and nearly all data instances can be compared with past and future behavior [Sylligardos et al., 2023, Schmidl et al.,
2022, Fan et al., 2022, De Paepe et al., 2020, Choi et al., 2020]. However, recent online detection methods take
streaming time series as input, where anomalies can be identified in real-time [Ntroumpogiannis et al., 2023a, Ang
et al., 2023, Lu et al., 2023, He et al., 2023, Ahmed et al., 2022, Bäßler et al., 2022, Ahmed et al., 2021, Jacob et al.,
2021, Boniol et al., 2021c,b, Toliopoulos et al., 2020, Tran et al., 2020, Munir et al., 2019b, Ariyaluran Habeeb et al.,
2019]. Let X be a streaming time series <. . . , xt−2, xt−1, xt, xt+1, xt+2, . . . >. At each point in time t, a model trained
on previous observations <. . . , xt−2, xt−1> is used to determine whether the current behavior of the system is unusual.
This determination must be made in real-time by the arrival of the next input xt+1. For this, the time series model must
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be continuously updated [Ahmad et al., 2017]. The online anomaly detection problem is further discussed in Section
3.2.

Algorithm execution Detection algorithms are generally executed centralized. However, the increasing availability
of large time series datasets demands the use of big data techniques [Gaspar et al., 2017], notably distributed and
parallel computing [Ahmed et al., 2022, 2021, Jacob et al., 2021, Toliopoulos et al., 2020, Ariyaluran Habeeb et al.,
2019, Özsu and Valduriez, 2019]. The distributed online anomaly detection problem is discussed in Section 4.

Main contribution of an algorithm Anomaly detection methods focus primarily on improving detection accuracy
[Boniol et al., 2021c,b, De Paepe et al., 2020, Choi et al., 2020, Munir et al., 2019b], that is, the ability of a detec-
tion method to correctly label data instances as normal or anomalous. However, as time series datasets increase in
scale and complexity [Özsu and Valduriez, 2019]. Recent methods improve detection efficiency as one of their main
contributions.

Learning modes Based on the availability of the normal or abnormal labels, anomaly detection methods can be
trained in three modes. In supervised mode, the methods assume the availability of a training dataset with labeled
instances, and algorithms model both normal and abnormal behavior in the time series. In semi-supervised mode,
algorithms try to learn only the normal behavior, assuming the training data contains only normal instances, or labeled
instances only for the normal class. On the other hand, methods that operate in unsupervised mode do not require
labels in training data, and thus are most widely applicable. In that case, algorithms separate anomalous instances from
normal instances of the time series without prior knowledge, and no training step is required [Schmidl et al., 2022].
The methods in this category implicitly assume that normal instances are more frequent than abnormal [Chandola
et al., 2009].

Area of study Current anomaly detection methods result from research in many different areas of study, including
outlier detection (OD) in statistical analysis, data mining (DM) techniques, classic machine learning (ML) or deep
learning (DL) [Schmidl et al., 2022]. In anomaly detection, parametric model-driven techniques are frequently used
due to their lower computational costs and interpretability [Ahmad et al., 2017, Ariyaluran Habeeb et al., 2019]. In
contrast, non-parametric data-driven methods, generally based on machine (deep) learning, present more flexibility
and are not restricted to certain kinds of problem or function. DL approaches have received recent focus, frequently
using a low dimensional latent representation for addressing issues derived from high-dimensionality in time series,
as a form of intrinsic dimensionality recovery [Olteanu et al., 2023]. However, they can still require an infeasible
computational cost for large-scale time series and are prone to overfitting [Salles et al., 2019].

3.1 Detection strategies

The anomaly detection methods found in the literature are usually based on five general strategies: statistics-based,
distance-based, decision-tree-based, forecasting-based and reconstruction-based analysis [Schmidl et al., 2022, Han
et al., 2022a]. This section provides an overview of the general strategies for multivariate anomaly detection and
exemplifies their representative detection methods.

3.1.1 Statistics-based

Statistics-based anomaly detection methods generally identify deviations from the data distribution, with anomalies
often found in the tails of the distributions. The anomaly scores are usually measured using probabilities, likelihoods,
or distances of the observations or subsequences to the previously estimated distributions. Methods are generally
unsupervised and distributions are calculated over the whole time series or sliding windows. Other probabilistic
approaches involve an estimation of the density of the normal class [Alevizos et al., 2017].

Empirical-Cumulative-distribution-based Outlier Detection (ECOD) [Li et al., 2023] is a state-of-the-art representative
statistics-based multivariate anomaly detection method. It assumes that anomalies tend to appear in the tails of a given
data distribution. It computes the empirical cumulative distribution for each variable and estimates the tail probability
for each observation. The aggregation of the estimated tail probabilities across all variables is used to compute anomaly
scores. Figure 3 shows an example of an outlier score distribution computed by ECOD, where the outlier scores
present a separate distribution and low density. Copula-Based Outlier Detection (COPOD) [Li et al., 2020] is another
example of multivariate method based on the analysis of deviations from the data distribution. Inspired by copulas for
modeling multivariate data distribution, it constructs an empirical copula and uses it to estimate the tail probabilities of
each observation. Similarly to calculating an anomalous p-value, estimated tail probabilities are considered anomaly
scores. Other representative histogram-based unsupervised methods include Histogram Based Outlier Scores (HBOS)
[Goldstein and Dengel, 2012] and Light Online Detector of Anomalies (LODA) [Aguilera-Martos et al., 2023].
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Figure 3: Example of outlier score distribution computed by ECOD (adapted from Kuo [2023])

Figure 4: Example of KNN anomaly identification (adapted from Tran et al. [2020]

3.1.2 Distance-based

Distance-based anomaly detection methods use distance metrics to compare observations or subsequences of a time
series [Gu et al., 2019]. In that case, anomalous subsequences are expected to have larger distances [Schmidl et al.,
2022]. Most of the methods are unsupervised and take sliding windows as input. For computing the distances, the
methods in this category adopt one of three main approaches: nearest-neighbor-based, cluster-based, or model-based.

For nearest-neighbor-based methods, anomaly scores are based on the distance of observations or subsequences to
their nearest neighbors. A representative method is the k nearest neighbors (KNN) [Angiulli and Pizzuti, 2002]. In its
simplest form, KNN assumes that an observation xt is an anomaly considering parameters k and τ if no more than k
time series observations are at a distance of τ or less from xt. [Ramaswamy et al., 2000]. Figure 4 presents an example
of a time series dataset that has two anomalies, a1 and a2, for k = 4. The Principal Component Analysis (PCA)
method [Shyu et al., 2006, Aggarwal, 2013] is also based on the distances between time series observations, but the
neighbors to which they are compared are projections [Ariyaluran Habeeb et al., 2019]. A covariance matrix of the
data is decomposed into orthogonal vectors, called eigenvectors. Outliers are different from normal data points, which
is more obvious on the hyperplane constructed by the eigenvectors with large eigenvalues. Outlier scores are obtained
as the sum of the weighted distances between each observation and its projection on the hyperplane constructed by the
selected eigenvectors.
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Figure 5: Example of CBLOF anomaly identification (adapted from Han et al. [2022a]

Another state-of-the-art technique that contributes to this category of detection methods is the Matrix profile [Yeh et al.,
2016]. Matrix profile based methods efficiently compute the minimal distance between each time series subsequence
and its nearest non-self neighbor subsequences [Audibert et al., 2020]. A low value in the matrix profile indicates
that a subsequence has at least one similar subsequence in the original series, and a high value indicates a discord,
which may suggest potential anomalous subsequences. Therefore, the matrix profile can be used as an anomaly score
[Audibert et al., 2020].

Cluster-based methods produce clusters of similar multidimensional observations/subsequences. The anomaly scores
are then based on the distances to the corresponding (closest) cluster centroids. Representative examples are the
Cluster-Based Local Outlier Factor (CBLOF) [He et al., 2003] and Outlier Detection with Minimum Covariance
Determinant (MCD) [Hardin and Rocke, 2004]. Figure 5 shows an example of the anomaly identification process of
CBLOF. Three clusters are formed, C1 to C3, and 4 anomalies are identified. The anomaly a is too far from its closest
large cluster, C1. Also, C3 is too small and its observations are too far from their closest large cluster, C2 [Han et al.,
2022a].

Distance-based methods that adopt a model-based approach build a reference model of normal behavior to which the
subsequences are compared. It is one of the most commonly adopted and is based on analysis of model deviation.
In this approach, first a statistical or machine learning model is fitted to the available data. The anomalies are then
identified as the observations that most deviate from the fitted model [Han et al., 2022a]. For example, Liu et al.
[2015] focus on multivariate anomaly detection based on the deviation from an ARIMA model above a threshold. An
ensemble for all variables is computed and compared with Multivariate Euclidean distance (MED) and Linear predic-
tion filters (LPF). Other works, on the other hand, rely on deep neural networks [Kieu et al., 2018] for multivariate
anomaly detection. The Deep Support Vector Data Description (DeepSVDD) [Ruff et al., 2018b] constructs a deep
one-class classification model to identify multivariate anomalies.

3.1.3 Decision-tree-based

Decision-tree-based anomaly detection methods build an ensemble of random trees that partition the data samples,
either observations or subsequences. The methods select random features and random split values as tree nodes to
eventually isolate the samples in the tree leaves. The number of splits required to isolate a sample is measured by the
average path length on all random trees. The anomaly scores are based on the length of the path. The idea behind
this strategy is that anomalous samples are easier to separate as they are closer to the root of the tree, having shorter
paths [Schmidl et al., 2022]. Most of the methods in this category are based on the Isolation Forest (iForest) algorithm
[Tony et al., 2012]. It is based on the assumption that anomalies are more easily separable from the majority of the
data. Figure 6 illustrates the construction of a tree and the corresponding partitions that isolate the observations. The
partitions are made on a two-feature map, where the red dot is the farthest from the others, followed by the orange and
yellow dots. It takes only one “cut”/split to separate the red dot. The next “cuts”/splits isolate the orange and yellow
dots. The number of “cuts” / splits corresponds to the depth of the tree. The inverse of the depth of each dot located in
the tree is a proxy for its anomaly score [Kuo, 2023].
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Figure 6: Example of iForest tree construction and anomaly identification (adapted from Kuo [2023]

Figure 7: Forecasting-based anomaly detection strategy illustration

3.1.4 Forecasting-based

Forecasting-based anomaly detection methods predict future states of a time series to identify mismatches with ex-
pected behavior [Salfner et al., 2010, Pimentel et al., 2014]. Figure 7 illustrates this strategy that has been mainly
studied in the context of the very recent area of event prediction [Zhao, 2021]. It is based on event detection from
time series prediction, which involves two steps. The first step regards time series prediction. Past values of the time
series are used to derive a predictive model (in orange), which can be statistical or machine learning based. Next, the
derived model is applied for time series prediction and future values of the time series are returned. The second step
concerns online event detection per se. Anomalies are identified based on the deviations from the predicted time series
above an acceptable threshold [Mehrmolaei and Keyvanpourr, 2015] (in green). Most methods are semi-supervised
and use sliding windows, performing one-step-ahead forecasts. Representative forecasting-based methods include the
Long Short-Term Memory neural network for Anomaly Detection (LSTM-AD) [Malhotra et al., 2015], Telemanom
[Hundman et al., 2018b] (LSTM-based) and DeepAnT [Munir et al., 2019c] (CNN-based). The latter is able to detect
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Figure 8: Network architecture of an Autoencoder model

pattern shifts and frequencies particularly well. Forecasting-based anomaly detection methods are typically motivated
by specific application domains [Zhao, 2021].

3.1.5 Reconstruction-based

Reconstruction-based anomaly detection methods build a model of normal behavior by encoding time series sub-
sequences in a (low dimensional) latent space. Most methods are semi-supervised, taking as input training sliding
windows of assumed normal behavior. The subsequences of the test series are reconstructed from the latent space.
Anomalous subsequences in the test series cannot be reconstructed by the model, and anomalies are identified by the
difference between the original and reconstructed subsequences. Unsupervised methods, on the other hand, encode
the input subsequences of the test series into a predefined latent space. As a result, there is deliberate loss of infor-
mation, and not all details of the original subsequences can be recreated. The differences between the original and
reconstructed subsequences are anomaly scores [Schmidl et al., 2022].

Clear representatives of reconstruction-based anomaly detection methods are based on autoencoders (AE) [Sakurada
and Yairi, 2014], which are currently one of the best machine learning models for performing anomaly detection and
diagnosis in multivariate time series data [Zhang et al., 2019]. Figure 8 illustrates the network architecture for an
ordinary AE model. An autoencoder is a type of artificial neural network that is used to learn efficient data encodings
in an unsupervised manner. First, it learns a representation (encoding) for a set of data, typically for dimensionality
reduction. Next, the autoencoder tries to generate from the reduced encoding (decoding) a representation as close
as possible to its original input [Provotar et al., 2019]. Other representative methods include Unsupervised Anomaly
Detection (USAD) [Audibert et al., 2020], and OmniAnomaly [Su et al., 2019].

The latest work adopting this strategy is based on generative models [Correia et al., 2024], most commonly Variational
Auto-Encoders (VAEs) [Kingma, 2013] and Generative Adversarial Network (GANs) [Goodfellow et al., 2014]. The
former differs from traditional autoencoders, as the low-dimensionality representation is not mapped to a vector z but
a distribution (µz,σz). In this context, the encoder is also referenced as the recognition model and the decoder as
the generative model. While autoencoders are made up of encoder-decoder architectures, GANs, on the other hand,
are composed of generator and discriminator networks. First, a generator network is trained to generate a plausible
time series window sampled from a normal distribution. Next, a discriminator network tries to classify both the
generated window and the training example. After iterations, the generator becomes better at generating samples, and
discriminating between the generated window and the real data becomes increasingly harder [Correia et al., 2024]. For
anomaly detection, the generator generates expected time series behavior, while the discriminator is responsible for
distinguishing between normal and anomalous observations. Representative generative model-based methods include
Long Short-Term Memory Variational Auto-Encoders (LSTM-VAE) [Audibert et al., 2021], and BiGAN [Schlegl
et al., 2017]. In addition, recently, MTAD RF has combined the problems of reconstruction and forecasting, leveraging
VAE and single-step forecast by MLP to jointly detect multivariate time series anomalies [Qin et al., 2023].
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3.2 Online multivariate anomaly detection

Online anomaly detection entails analyzing streaming data to identify the occurrence of anomalies in real-time. In
contrast to offline detection (batch processing), the full dataset is not available, and the system needs to observe each
data record as it arrives [Ahmad et al., 2017].

3.2.1 Online detection methods

In this section, we discuss some of the most relevant online anomaly detection methods for multivariate streaming time
series. Table 1 presents 33 methods gathered from systematic review of the literature and categorized according to our
taxonomy. The methods are organized based on their characteristic detection strategy and the first year of publication of
their application to online anomaly detection. Information on their area of study, their algorithm execution (distributed
or not), their possible contribution to detection efficiency, and their characteristic learning mode (unsupervised or
not) is also included. We also provide information on the availability of their implementation and corresponding
programming language.

Table 1: Some of most relevant online anomaly detection methods for multivariate streaming time series
Strat.
base Year Method Area Distr.

exec.
Effcy.
contr. Unsup. Impl.

avl.
Lang./

lib.

St
at

s. 2022 ECOD [Li et al., 2022, Ang et al., 2023] OD
√ √ √ √

Python

2018 RS-Hash [Sathe and Aggarwal, 2018, Ntroumpogiannis et al., 2023b] ML
√ √ √

Python

2016 LODA [Pevnỳ, 2016, Ntroumpogiannis et al., 2023b] DM
√ √ √

Matlab

D
is

ta
nc

e

2023 CAD [Ang et al., 2023] ML
√ √ √

C++

2023 DAMP [Lu et al., 2023] DM
√ √ √

Matlab

2022 SparX [Zhang et al., 2022a] ML
√ √ √ √

Python

2022 RCAD [Ahmed et al., 2022] ML
√ √ √ √

Python

2022 OeSNN-UAD [Bäßler et al., 2022] ML
√ √

Cython

2021 NormA [Boniol et al., 2021a, Lu et al., 2023] DM
√ √ √

Python

2021 NSIBF [Feng and Tian, 2021, Ahmed et al., 2022] ML
√ √

Python

2020 CPOD [Tran et al., 2020, Ntroumpogiannis et al., 2023b] ML
√ √ √

Java

2020 STARE [Yoon et al., 2020, Ntroumpogiannis et al., 2023b] ML
√ √ √

Java

2018 SCRIMP [Zhu et al., 2018b, Lu et al., 2023] DM
√ √ √

Python

2018 XSTREAM [Manzoor et al., 2018, Ntroumpogiannis et al., 2023b] ML
√ √ √

C++

2018 DeepSVDD [Ruff et al., 2018a] ML
√ √ √

Python

2017 HTM [Ahmad et al., 2017, Ariyaluran Habeeb et al., 2019] ML
√ √ √ √

Python

2014 LEAP [Cao et al., 2014, Ntroumpogiannis et al., 2023b] ML
√ √ √

Java

2011 MCOD [Kontaki et al., 2011, Ntroumpogiannis et al., 2023b] ML
√ √

Java

2006 PCA [Shyu et al., 2006, Ariyaluran Habeeb et al., 2019, Munir et al., 2019a] ML
√ √

Python

2005 SPIRIT [Čulić Gambiroža et al., 2023, Bäßler et al., 2022] ML
√ √

Cython

2000 LOF [Breunig et al., 2000, Ang et al., 2023] OD
√ √

Python

D
ec

is
.-

tr
ee

2016 RRCF [Guha et al., 2016, Ntroumpogiannis et al., 2023b] ML
√ √

Java

2012 iForest [Liu et al., 2012, Ang et al., 2023] OD
√ √

Python

2011 HST [Tan et al., 2011, Ntroumpogiannis et al., 2023b] ML
√ √ √

Java

Fc
st

. 2018 Telemanom [Hundman et al., 2018a, Lu et al., 2023] DL
√

Tensorflow

2015 LSTM-AD [Malhotra et al., 2015, Jacob et al., 2021] DL
√

Pytorch

R
ec

on
st

ru
ct

io
n 2021 Rcoders [Abdulaal and Lancewicki, 2021, Ang et al., 2023] DL

√
N/A

2021 PMUNET [Ahmed et al., 2021] DL
√ √ √

N/A

2020 USAD [Audibert et al., 2020, Ang et al., 2023, Lu et al., 2023, Ahmed et al., 2022] DL
√ √

Pytorch

2019 AE [Schreyer et al., 2017, Lu et al., 2023, Jacob et al., 2021, Berahmand et al., 2024] DL
√

Tensorflow

2019 OmniAnomaly [Su et al., 2019, Ahmed et al., 2022] DL
√

Tensorflow

2018 LSTM-VAE [Park et al., 2018, Lu et al., 2023] DL
√

Tensorflow

2017 BiGAN [Schlegl et al., 2017, Jacob et al., 2021] DL
√ √

Python

The selected methods, applied to anomaly detection, were published from 2000 to 2023. Most multivariate online
anomaly detection methods are based on distance. As it happens, the high velocity of time series data streams leaves
little opportunity for experts to label the observations. Moreover, a process of hyperparameter optimization is es-
pecially challenging when data properties evolve over time [Ntroumpogiannis et al., 2023b]. For these reasons, the
relatively simple, unsupervised and nonparametric nature of distance-based methods makes them particularly suitable
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for the scenario of online anomaly detection [Giannoulidis et al., 2024]. The same applies to statistics-based and
decision-tree-based methods, which are also mostly unsupervised.

On the other hand, forecasting-based or reconstruction-based methods are generally semi-supervised, demanding train-
ing on time series data that do not contain anomalies, which in turn is a condition with low guarantees in streaming
data. Furthermore, the detection process for forecasting-based methods involves continually analyzing the current
state to predict expectations for the next future streaming observations [Schmidl et al., 2022], which can be slow and
costly depending on the predictive model adopted.

Reconstruction-based methods, such as Autoencoder-based, involve offline training and online inference. Approaches
with both online training and inference have not yet been developed [Correia et al., 2024]. Moreover, for such methods,
anomaly detection is not the direct goal, but dimensionality reduction. In that case, the main challenge is to choose
the right degree of compression for the latent space. With no compression, an autoencoder represents the identity
function, and with extreme high compression (one single value), it represents the mean. Choosing the right balance,
as a hyperparameter, is hard in an unsupervised scenario [Ruff et al., 2018b]. In addition, the performance of the
autoencoder anomaly detection can be sensitive to noise or outliers in the training data, which can make the resulting
model overly tolerant to anomalies [Berahmand et al., 2024]. Ultimately, the models used by both forecasting-based
and reconstruction-based methods may need to be periodically rebuilt to adapt to concept drifts.

The majority of the overall methods are derived from studies in ML, which have been the topic of attention in the last
decade, followed by deep learning [Wagner et al., 2023]. Except for Rcoders [Abdulaal and Lancewicki, 2021, Ang
et al., 2023] and PMUNET [Ahmed et al., 2021], all methods made their implementation publicly available via code
scripts or generic frameworks (mainly Github) written using the corresponding listed programming language (mostly
Python and Java) or library (Tensorflow and Pytorch).

Next, we discuss representative methods for all detection strategies.

Representative detection methods A representative example of a distance-based method (clustering-based) adapted
to an online scenario is given by the Micro cluster outlier detection (MCOD) [Kontaki et al., 2011]. Figure 9 illustrates
the execution over two consecutive sliding windows of a time series with two variables, namely F1 and F2. In the first
window, the microcluster MC1 is constructed. Observation p4 is normal as it has K = 3 neighbors within distance
R. Similarly, observations p5 and p7 are anomalies. For the next sliding window, the process continues with the
construction of the microcluster MC2. Now p7 is a normal observation, while p6 becomes an anomaly because its
previous neighbors have been removed from the sliding window. The observations p10 and p12 are also anomalies,
since they have less than K = 3 neighbors within distance R [Ntroumpogiannis et al., 2023b].

Windowed approaches are also commonly adopted for the adaptation of methods from the remaining strategies to an
online scenario. In that case, it is important to aggregate the results obtained for the same observation in different
data windows. This is also the case for the methods presented in Table 1. Among them, ECOD [Li et al., 2022,
Ang et al., 2023], RS-Hash [Sathe and Aggarwal, 2018, Ntroumpogiannis et al., 2023b], and LODA [Pevnỳ, 2016,
Ntroumpogiannis et al., 2023b] are statistics-based. Both RS-Hash and LODA are histogram-based, while RS-Hash is
composed of an ensemble.

In addition to MCOD, among the remaining distance-based methods, DAMP [Lu et al., 2023], CAD[Ang et al., 2023],
NormA [Boniol et al., 2021a, Lu et al., 2023], LEAP [Cao et al., 2014, Ntroumpogiannis et al., 2023b], SCRIMP [Zhu
et al., 2018b, Lu et al., 2023] and LOF [Breunig et al., 2000, Ang et al., 2023] are nearest-neighbor-based. LOF focuses
on identifying local anomalies, while CAD uses graph representation to monitor correlation anomalies. It monitors
communities of correlated variables and also allows anomaly localization among different variables. Furthermore,
DAMP, NormA, and SCRIMP are Matrix-profile-based.

The methods CPOD [Tran et al., 2020, Ntroumpogiannis et al., 2023b], STARE [Yoon et al., 2020, Ntroumpogiannis
et al., 2023b], XSTREAM [Manzoor et al., 2018, Ntroumpogiannis et al., 2023b], and SparX [Zhang et al., 2022a] are
clustering-based. In particular, CPOD outperforms MCOD in terms of runtime and memory usage [Ntroumpogiannis
et al., 2023b]. XSTREAM [Manzoor et al., 2018] is composed of an ensemble capable of handling feature evolving
streams and concept-drifts. In addition, XSTREAM performance was validated to outperform baselines [Ntroum-
pogiannis et al., 2023b] and to exhibit robustness to hyperparameters and a high-dimensional feature space, which
admits mixed-type data [Zhang et al., 2022a]. SparX builds on XSTREAM adapting it mainly for massive-scale
cloud-resident data, although by design it can also handle distributed evolving streaming input.

The methods RCAD [Ahmed et al., 2022], OeSNN-UAD [Bäßler et al., 2022], NSIBF [Feng and Tian, 2021, Ahmed
et al., 2022], DeepSVDD [Ruff et al., 2018a], HTM [Ahmad et al., 2017, Ariyaluran Habeeb et al., 2019], SPIRIT
[Čulić Gambiroža et al., 2023, Bäßler et al., 2022], PCA [Shyu et al., 2006, Ariyaluran Habeeb et al., 2019, Munir et al.,
2019a] are classification model-based, whose model describes normal behavior. NSIBF uses a dynamical state-space
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Figure 9: Example of MCOD running on sliding windows (adapted from Ntroumpogiannis et al. [2023b])

model and a Bayesian filtering algorithm. Both HTM and RCAD are based on the Hierarchical Temporal Memory
(HTM) model, while RCAD is composed of an ensemble of models with transfer learning.

Decision-tree-based methods include RRCF [Guha et al., 2016, Ntroumpogiannis et al., 2023b], HST [Liu et al.,
2012, Ang et al., 2023], and iForest [Tan et al., 2011, Ntroumpogiannis et al., 2023b]. RRCF and HST are able
to handle sequence anomalies. However, for forecasting-based methods, Telemanom [Hundman et al., 2018a, Lu
et al., 2023] and LSTM-AD [Malhotra et al., 2015, Jacob et al., 2021], the adopted predictive model is the LSTM.
Finally, representative online reconstruction-based methods include Rcoders[Abdulaal and Lancewicki, 2021, Ang
et al., 2023], PMUNET [Ahmed et al., 2021], USAD [Audibert et al., 2020, Ang et al., 2023, Lu et al., 2023, Ahmed
et al., 2022], AE [Schreyer et al., 2017, Lu et al., 2023, Jacob et al., 2021, Berahmand et al., 2024], OmniAnomaly
[Su et al., 2019, Ahmed et al., 2022], LSTM-VAE [Park et al., 2018, Lu et al., 2023], and BiGAN [Schlegl et al.,
2017, Jacob et al., 2021]. PMUNET is deep learning-based and data-driven, and is able to detect concept drifts. A
comprehensive review of the state-of-the-art works adopting a reconstruction-based strategy is provided by Correia
et al. [2024].

Efficient detection methods An important property of online detection methods is their contribution to execution
performance, especially in a scenario of high-velocity streams of increasingly large high-dimensional time series. In
this context, among the mapped online detection methods 16 of them claimed to reduce the use of computational
resources, such as runtime and memory usage, and others claimed to be scalable in terms of data volume and / or
dimensions. These include RS-Hash [Sathe and Aggarwal, 2018, Ntroumpogiannis et al., 2023b], and LODA [Pevnỳ,
2016, Ntroumpogiannis et al., 2023b] for statistics-based. For distance-based that would be CAD [Ang et al., 2023],
DAMP [Lu et al., 2023], NormA [Boniol et al., 2021a, Lu et al., 2023], SCRIMP [Zhu et al., 2018b, Lu et al., 2023],
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XSTREAM [Manzoor et al., 2018], SparX [Zhang et al., 2022a], RCAD [Ahmed et al., 2022], CPOD[Tran et al., 2020,
Ntroumpogiannis et al., 2023b], STARE [Yoon et al., 2020, Ntroumpogiannis et al., 2023b], DeepSVDD [Ruff et al.,
2018a], HTM [Ahmad et al., 2017, Ariyaluran Habeeb et al., 2019], and LEAP [Cao et al., 2014, Ntroumpogiannis
et al., 2023b]. Furthermore, there is only one claimed efficient method for the decision-tree-based strategy, HST [Liu
et al., 2012, Ang et al., 2023], and one for reconstruction-based, PMUNET [Ahmed et al., 2021]. Moreover, among
these methods only SparX, RCAD, HTM, and PMUNET addressed distributed computing for anomaly detection.
ECOD also proposes a distributed execution of its algorithm, despite its main contribution being focused on detection
accuracy. The efficiency contribution of each of these methods is further discussed in the next section.

4 Scalable and distributed online anomaly detection

Recent advances in sensors and the thriving of the Internet of Things (IoT) caused a massive increase in the volume
of time series data produced worldwide [Gaspar et al., 2017]. As the number of dimensions increases exponentially,
a corresponding increase in data is required to build accurate models, making the anomaly detection process more
complex and computationally expensive [Zhai et al., 2014]. Traditional methods often struggle with algorithmic
instability and high-dimensionality, leading to greater resource consumption. However, the development of big data
technologies, such as parallel and distributed processing frameworks, can minimize such computational overhead.
Using cloud infrastructure and modern processors, systems can now handle massive datasets in real-time, reducing the
overall computational expense and improving the accuracy of anomaly detection in high-dimensional environments
[Fan et al., 2014].

In addition, online anomaly detection algorithms, such as sliding window-based methods, are viable solutions to
efficiently manage high-volume data streams [Chen et al., 2016]. These approaches enable real-time anomaly detection
by processing data as it arrives, improving detection latency, and adapting to dynamic data flows.

In this paper, we provide a taxonomy for the main solutions adopted in the literature to address the problem of online
and scalable multivariate time series anomaly detection (Figure 10).

Figure 10: Taxonomy of scalable online multivariate anomaly detection techniques
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Figure 10 illustrates the main approaches to improve scalability for multivariate anomaly detection, namely, (i) efficient
anomaly detection algorithms, (ii) efficient data dimensionality processing, and (iii) parallel and distributed computing.
The first approaches, (i) and (ii), encompass the problem of complexity management. Efficient algorithms focus on
minimizing computational complexity and reducing the use of computational resources, such as CPU and memory.
Dimensionality processing approaches focus either on dimensionality reduction or efficient techniques to deal with
similarity search on high-dimensional time series.

In addition to the development of scalable methods, the latest advancements in the field of parallel and distributed
computing include the adoption of: federated learning, a promising edge computing solution [Abreha et al., 2022],
GPU acceleration [Zhu et al., 2021], and transformers, a prominent robust AI machine learning architecture that uses
parallelism as a key property [Merrill and Sabharwal, 2023, Sanford et al., 2024].

The next subsections discuss and give several examples of recent work on each topic of our taxonomy presented
in Figure 10. Finally, Subsection 4.4 presents some of the latest relevant applications and use cases of scalable
multivariate anomaly detection in an online scenario.

4.1 Efficient detection algorithms

A fundamental property of online detection methods, especially in the case of large, high-velocity and high-
dimensional time series streams, is their contribution to execution efficiency. This section presents some of the most
relevant efficient online multivariate time series anomaly detection methods that are designed to either reduce the use
of computational resources (runtime and memory usage) or to scale effectively with the volume and/or dimensionality
of time series data. These methods were previously listed in Table 1 of Section 3.2.1.

Statistics-based anomaly detection methods are well-suited for handling large-scale data with efficiency, particularly in
multivariate time series. For example, RS-Hash constructs an ensemble of histograms on feature subspaces, leveraging
hash functions to achieve linear time complexity during training and maintaining efficiency during updates and scoring
[Sathe and Aggarwal, 2018, Ntroumpogiannis et al., 2023b]. Similarly, LODA, which builds an ensemble of one-
dimensional histogram density estimators, operates effectively in both batch and streaming modes without requiring
hyper-parameter tuning, making it highly adaptable for continuous anomaly detection in evolving data streams [Pevnỳ,
2016, Ntroumpogiannis et al., 2023b]. The Correlation Anomaly Detection (CAD) method, although distance-based,
focuses on statistical correlation. Particularly effective in sensor-based multivariate time series, it transforms time
series data into graphs to monitor sensor correlations, identifying anomalies through variations in these correlations.
CAD demonstrates scalability and stability, though it is limited to environments where sensor correlation is significant
[Ang et al., 2023].

Distance-based methods offer another approach to online anomaly detection by efficiently modeling the relationships
between data points in a dataset. For instance, CPOD addresses efficiency issues encountered by MCOD when han-
dling sparse data regions by using core points for neighbor searches, leading to significantly faster performance and
lower memory consumption [Tran et al., 2020, Ntroumpogiannis et al., 2023b]. Methods like STARE, which identify
local anomalies in sliding windows, excel in terms of execution time while maintaining high detection accuracy, which
makes them suitable for real-time applications [Yoon et al., 2020, Ntroumpogiannis et al., 2023b]. Additionally, neural
network-based models such as DeepSVDD utilize stochastic gradient descent (SGD) to optimize their performance,
scaling well with large datasets through parallel processing (e.g. by processing on multiple GPUs). This ability to
handle large-scale data efficiently makes it particularly attractive for online learning environments [Ruff et al., 2018a].

Other distance-based anomaly detection methods, such as LEAP and HST, have significantly improved the efficiency
of detecting anomalies. LEAP addresses the computational cost of range queries using efficient indexing, making it
up to three orders of magnitude faster than traditional k-nearest neighbors (KNN) methods [Cao et al., 2014, Ntroum-
pogiannis et al., 2023b]. Similarly, HST employs a balanced tree structure to efficiently sketch data streams, out-
performing other tree-based detectors in terms of speed [Liu et al., 2012, Ang et al., 2023]. For high-dimensional
data, XSTREAM excels by creating on-the-fly data sketches and using histogram-based density estimation in random
subspaces, allowing it to continuously update detection models with a superior balance of efficiency and effectiveness.
This method has proven particularly robust in practical settings, outperforming other detectors in high-dimensional
datasets [Zhang et al., 2022a, Ntroumpogiannis et al., 2023b].

Matrix-based methods have also been developed to improve scalability in real-time anomaly detection. DAMP, a
matrix profile-based technique, is designed for the detection of discord anomalies in fast-arriving streams, reaching
processing speeds of up to 300,000 Hz on commodity hardware [Lu et al., 2023]. Although DAMP does not yet handle
multivariate data or distributed computing environments, its scalability for single-stream data is significant. NormA,
another matrix profile-based method, incorporates a clustering preprocessing step that reduces the size of the reference
dataset, thereby improving search speed during anomaly detection [Boniol et al., 2021a, Lu et al., 2023].
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Surprisingly, the solutions to the problem of sequence anomaly detection that have been proposed in the literature
are not as effective and scalable as real-world applications require. Linardi et al. [2020] extended their framework
to deal with variable-length discord discovery. Their approach enables the detection of a large number of anomalous
patterns of different lengths. By itself, the Matrix Profile can also be used to find the top discords in a series and detect
anomalies as unique behaviors. Similarly, SCRIMP accelerates the computation of the classic matrix profile, offering
efficiency for large-scale time series data [Zhu et al., 2018b, Lu et al., 2023]. Several other efficient algorithms have
been proposed for computing the Matrix Profile of a times series, such as the STAMP, STOMP [Yeh et al., 2018] and
SCRIMP++ [Zhu et al., 2018a]. Other works have also derived adaptations, such as the KNN Matrix Profile, which
looks for the kth nearest neighbor for each subsequence, thus allowing the detection of clusters of anomalies/discords
[Mondal et al., 2023].

Additional techniques that help in scaling time series anomaly detection include preprocessing algorithms such as
OneShotSTL [He et al., 2023]. This method performs online seasonal-trend decomposition with constant time com-
plexity, making it particularly effective for real-time applications. Experiments demonstrate that OneShotSTL is signif-
icantly faster—by factors of 10 to over 1,000—compared to other methods, while maintaining comparable or superior
accuracy for anomaly detection tasks in streaming time series [He et al., 2023].

4.2 Dimensionality processing

This section presents relevant works that address time series dimensionality processing focusing either on dimension-
ality reduction or efficient techniques to deal with similarity search on high-dimensional time series.

Generally, anomaly detection is addressed by search techniques applied directly to the multivariate time series, how-
ever, a common limitation of these techniques is the high computational cost [Wang et al., 2010]. A common approach
to deal with this problem is to transform the time series into a single variable and represent the problem as a univariate
anomaly detection task. However, it is crucial to minimize the loss of information. For this purpose, PCA has been
extensively used [Tanaka and Uehara, 2003, Tanaka et al., 2005]. However, this method is limited to the data that can
be accurately represented by the first principal component of PCA alone [Minnen et al., 2006, Wang et al., 2010].

When dealing with large time series, it is also important to adopt size reduction techniques such as the Piecewise
Aggregate Approximation (PAA) [Lin et al., 2003] and the Symbolic Aggregate Approximation (SAX) [Lin et al.,
2002]. Using PAA, a time series X of length n can be represented in a reduced w-dimensional space as another time
series X′ = (µ1; . . . ; µw) by segmenting X into w equally sized segments and replacing each segment by its mean
value µi [Xuan and Anh, 2018]. The SAX technique, on the other hand, transforms the time series X into a symbolic
sequence A = a1 . . . aw in which each real value µi is mapped to a symbol ai from an alphabet of size a. Thus, SAX
allows a time series to be reduced to a string of arbitrary length w, (w < n, typically w << n). The size of the alphabet
is also an arbitrary integer a, where a > 2 [Lin et al., 2003]. SAX has been successful in data mining [Tanaka et al.,
2005].

With complex and massive time series datasets, fast and accurate similarity search is crucial to perform many data
mining tasks like classification, clustering, motif/discord discovery, and anomaly detection. To this end, indexing has
been established as one of the main techniques to improve the performance of similarity queries [Esling and Agon,
2012]. In this context, the works of Yagoubi et al. [2018] and Levchenko et al. [2021] employed indexing to derive
parallel solutions to query large-scale time series datasets. Yagoubi et al. [2018] proposed a novel parallel indexing
solution that scales to billions of time series, as well as a parallel query algorithm that efficiently exploits this index.
Levchenko et al. [2021] presented several parallel solutions to evaluate k-nearest neighbor queries on large time series
databases. They also offered a recommendation tool for their selection and parameterization. The solutions presented
were developed on the basis of two state-of-the-art algorithms (iSAX and sketch), which allow the use of distributed
data processing frameworks, such as Spark.

High-dimensional spaces often contain redundant or irrelevant features that hide meaningful patterns. Feature sub-
space search has emerged as a promising approach to tackle this challenge to outlier detection in high-dimensional
data streams. Traditional methods focus on identifying outliers within subspaces of features that hold significant in-
formation. However, this approach remains underexplored in the context of data streams, where memory, processing
time, and adaptability to data changes are critical. To address these limitations, Souiden et al. [2022] proposed a
metaheuristic-based approach using the Adapted Binary Gravitational Search algorithm, which efficiently identifies
high-contrast subspaces for outlier detection while accommodating the constraints of data streams. Also, recent meth-
ods focus on finding the best K time series in any N-dimensional time series that are most representative of anomalies
based on Matrix Profile [Tafazoli and Keogh, 2023].

The similarity measure is also an important design choice and a key part of anomaly detection algorithms. Recently,
d’Hondt et al. [2024] proposed a taxonomy and a structured evaluation of multivariate time series distance measures.
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Typical similarity measures include the Euclidean distance (EDist), correlation coefficient, and dynamic time warping
(DTW) [Mueen, 2014, Akbarinia and Cloez, 2019]. Among them, the classic DTW has proven to be the best measure
in many domains [Ding et al., 2008]. However, the problem is that DTW has a quadratic time complexity [Torkamani
and Lohweg, 2017]. Nevertheless, recent works make use of bounding techniques [Keogh and Ratanamahatana, 2005,
Torkamani and Lohweg, 2017], and have developed scalable methods for anomaly detection under DTW [Alaee et al.,
2020, 2021]. Other current state-of-the-art methods include DTW-based anomaly detection [Alaee et al., 2020], and
exact anomaly detection on fast arriving streams [Lu et al., 2022, 2023].

4.3 Parallel and distributed computing

As time series datasets become larger and more complex, traditional single-node computing approaches struggle to
handle processing demands. By using parallel and distributed computing, time series data can be partitioned and
processed concurrently across multiple computers, enabling the analysis of large-scale datasets [Özsu and Valduriez,
2019]. This concurrency speeds up computations, improves scalability, and enables efficient use of computing re-
sources.

Large-scale scientific time series analysis applications are commonly modeled by workflows [Ogasawara et al., 2011].
Some of the main approaches developed to enable distributed and parallel execution of such workflows include Pegasus
[Deelman et al., 2005], MapReduce [Dean and Ghemawat, 2008], Hadoop [Shafer et al., 2010], and Spark [Zaharia
et al., 2010]. These approaches exploit shared-nothing clusters of computers, in which large volumes of scientific
data may be stored and processed in parallel using common machines. However, most current approaches, based
on MapReduce or Hadoop, do not handle memory and data locality appropriately, as they do not analyze the entire
workflow [Gaspar et al., 2017].

The Apache Spark parallel programming framework, on the other hand, correctly chains activities that should be exe-
cuted in a specific node of the cluster. It focuses on the efficient processing of large datasets, performing data analytics
with in-memory storage of intermediate data in RDDs (Resilient Distributed Datasets). RDD is an efficient and fault-
tolerant abstraction for distributing data in a cluster [Yagoubi et al., 2018]. A Spark cluster consists of a master node to
coordinate the job execution and a set of worker nodes to execute the parallel operations (like Map/Reduce of RDDs).
Spark provides a significant performance increase over Hadoop or other MapReduce implementations [Zaharia et al.,
2012].

The rest of this section presents state-of-the-art scalable distributed multivariate time series anomaly detection meth-
ods. Furthermore, the latest advances in parallel and distributed computing for multivariate anomaly detection are
discussed, including the adoption of: federated learning [Abreha et al., 2022], GPU acceleration [Zhu et al., 2021],
and transformer architectures [Merrill and Sabharwal, 2023].

4.3.1 Distributed online detection methods

There are two main approaches to distributed processing of streaming time series data, namely task partitioning and
data partitioning [Chen et al., 2016]. For task partitioning, a detection algorithm is partitioned into many sub-tasks
assigned to multiple nodes for parallel processing of the incoming stream. On the other hand, for data partitioning
(see Figure 12), n instances of a window-based detection algorithm are deployed on different nodes. For parallel
processing, first, the current data window is partitioned into sub-windows by a dedicated split node, responsible for
splitting the data stream into many sub-streams and routing them to the detection algorithm instances. Each instance
accesses its corresponding data partition (sub-window), used to compute local detection results. Finally, local results
are combined by a dedicated merge node that generates final anomaly detection results.

Recently, significant advances have been made in distributed online multivariate anomaly detection, with methods in
this category playing a crucial role in managing large-scale, high-dimensional data streams. The first examples are set
by methods ECOD and RCAD. ECOD has linear complexity and can be parallelized across dimensions to efficiently
handle datasets with millions of observations, while avoiding the overhead of hyperparameter tuning [Li et al., 2022].
In contrast, RCAD employs a real-time collaborative anomaly detection system for network data, utilizing Hierar-
chical Temporal Memory (HTM) for unsupervised detection. PMUNET [Ahmed et al., 2021] is a novel device-level
deep learning-based data-driven approach for online anomaly detection, localization, and classification of multivariate
streaming data. It adapts a deep learning algorithm to data drift and enables online learning to detect anomalies over
data drifting synchrophasor data streams. However, it still lacks efficiency comparison with state-of-the-art and its
code is not available.

When it comes to distributed outlier detection, current state-of-the-art methods are few and often limited in perfor-
mance. For example, DDLOF [Yan et al., 2017], SPIF [Tao et al., 2018], and DBSCOUT [Corain et al., 2021] represent
some of the prominent approaches, yet each has critical shortcomings. DDLOF, a distributed version of the LOF al-
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gorithm, is hampered by its reliance on Hadoop, making it significantly slower than Spark-based alternatives [Zhang
et al., 2022a]. SPIF and DBSCOUT, despite using Spark, either suffer from poor scalability with large datasets or fail
to perform well on data with varying-density support. These methods do not fully meet the desired properties, such
as linear time and space complexity, robustness to hyperparameter choices, and efficient handling of high-dimensional
data.

To address these limitations, SparkX [Zhang et al., 2022a] emerged as a leading distributed outlier detection algorithm
designed to scale efficiently across massive datasets on cloud platforms. Based on the XSTREAM algorithm, SparkX
integrates with Apache Spark’s data-parallel capabilities, making it suitable for shared-nothing infrastructures. By
inheriting XSTREAM’s desirable properties, such as handling high-dimensional data streams, it outperforms existing
methods in both detection performance and scalability.

Other frameworks such as GDSW and PROUD provide generalizable solutions for distributed anomaly detection over
data streams. GDSW offers a versatile framework for distributed sliding window-based operations, accommodat-
ing both data-independent and data-dependent operators [Chen et al., 2016]. PROUD is an open-source engine that
supports continuous parallel and distributed distance-based outlier detection for big data streams, implemented on
Apache Flink for scalability and extensibility [Toliopoulos et al., 2020]. These frameworks, along with approaches
that utilize Kafka queues and Spark Streaming, ensure that distributed anomaly detection can meet the demands of
high processing capacity and low latency, essential for real-time applications [Rettig et al., 2019].

4.3.2 Federated learning

In federated learning-based anomaly detection [Agrawal et al., 2022], local models are run on individual nodes to
detect anomalies within their data partitions. Global models periodically average model parameters, combine local
results (anomaly scores) or train on processed data for a holistic view. Federated learning has emerged as a critical
solution to address privacy and bandwidth concerns in edge computing environments [Abreha et al., 2022]. It enables
distributed devices, such as mobile phones and IoT devices, to collaboratively train machine learning models without
the need to transmit sensitive data to a centralized server. This paradigm shift not only preserves data privacy but also
reduces legal complexities and bandwidth requirements. Abreha et al. [2022] highlights the challenges and advanced
solutions associated with implementing Federated Learning in edge computing, identifying key open problems. Sim-
ilarly, Agrawal et al. [2022] explores the use of federated learning in Intrusion Detection Systems (IDS), where it
provides a decentralized privacy-preserving framework that helps to secure complex and heterogeneous network in-
frastructures while maintaining high detection accuracy. Karras et al. [2023] also use federated learning combined
with Apache Spark and Federated AI Technology Enabler (FATE) to provide a novel strategy for managing IoT-based
Big Data.

In the context of multivariate time series anomaly detection, federated learning has shown significant promise in decen-
tralized anomaly detection. Zhu et al. [2022] investigate this problem in environments where data is heterogeneously
distributed across various IoT edge devices. Their Federated Exemplar-based Deep Neural Network (Fed-ExDNN)
enables collaborative detection of anomalies while ensuring that sensitive data remains localized. Zhang et al. [2022b]
propose FedGroup, a federated approach tailored to detect anomalies in IoT devices. de Cámara et al. [2023] further
extend this work by introducing a clustered federated learning architecture for large-scale heterogeneous IoT networks,
demonstrating its effectiveness in reducing network overhead and improving the scalability of anomaly detection.

The combination of federated learning and autoencoders has also been explored to enhance anomaly detection in
multivariate time series data. Vucovich et al. [2023] present an federated learning-based anomaly detector that uses
an autoencoder with a classifier to identify malicious network activities. Their framework allows each client to im-
prove its defense against cyber-attacks while maintaining data privacy. Zhang et al. [2021] propose an unsupervised
anomaly detection framework for Cyber-Physical Systems (CPS) that leverages a Variational Autoencoder (VAE) and
Convolutional Gated Recurrent Unit (ConvGRU). This approach captures both feature and temporal dependencies
in high-dimensional time series data, making it particularly suited for detecting anomalies in networked sensor data
without requiring centralized data storage or extensive labeled datasets.

4.3.3 GPU acceleration

Recent methods designed for data-intensive and/or time-critical tasks [Zhao et al., 2021a] address the challenge of
improving execution efficiency by developing distributed algorithms either using CPUs [Bhaduri et al., 2011, Lozano
and Acufia, 2005, Oku et al., 2014, Toliopoulos et al., 2020, Yan et al., 2017, Zhang et al., 2022a, Zhao et al., 2021b]
or accelerating algorithms by using GPUs [Zhao et al., 2021a]. Recent advances in GPU acceleration and parallel
computing have significantly improved the efficiency and scalability of anomaly discovery tasks. Zhao et al. [2021a]
introduce TOD, the first tensor-based system for outlier detection on distributed multi-GPU machines, which decom-
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poses complex detection tasks into basic tensor algebra operators, leveraging modern deep learning infrastructure for
accelerated computations. Similarly, Zymbler and Kraeva [2023] present a novel GPU parallelization scheme, called
PALMAD, which enhances the performance of the MERLIN algorithm for time series anomaly discovery, enabling
efficient detection of discords of varying lengths. Zhu et al. [2021] further contribute by developing a GPU accelera-
tion framework for pattern mining, which breaks down subsequence-based computations into fine-grained patterns for
efficient parallel processing, facilitating both motif and discord discovery under different distance metrics.

4.3.4 Transformers

Transformer architectures have increasingly been explored for scalable anomaly detection, particularly due to their
ability to model complex temporal dependencies while benefiting from parallel processing [Arslan et al., 2023]. First
introduced by Vaswani [2017], transformers leverage feed-forward layers and multi-headed attention mechanisms,
allowing efficient parallelization, which accelerates training compared to recurrent models like LSTMs or Gated Re-
current Units (GRU). This inherent parallelism introduces both opportunities for scalability and potential limitations
tied to the trade-offs in parallelizable model architectures [Merrill and Sabharwal, 2023]. Despite their growing pop-
ularity, transformers have not yet been widely applied to time-series anomaly detection compared to other model
families. However, they hold significant promise, with studies such as Sanford et al. [2024] focusing on the compu-
tational efficiency that transformers can achieve through logarithmic depth, a property that further distinguishes them
from traditional neural sequence models. Maintaining the temporal order of input data through positional encoding
and utilizing multi-headed attention, transformers are poised to improve detection capabilities, though an online, fully
scalable version for real-time anomaly detection has yet to be developed [Correia et al., 2024].

Transformers have also been adopted for multivariate time series anomaly detection, leveraging their capacity to
manage both temporal dependencies and inter-sensor relationships. Wang et al. [2023] propose the Disentangled
Dynamic Deviation Transformer Network (D3T N), which effectively handles multiscale sensor dependencies, while
Fan et al. [2022] introduce Sepformer, a model that combines discrete wavelet transforms with transformer networks
to capture different frequency components in data streams, although its applicability to anomaly detection remains
untested. Fu et al. [2024] also propose a two-stream multivariate time series anomaly detection method that uses
separation, decomposition, and dual transformer-based autoencoder. Continuous and discrete features are separated
before decomposition. Furthermore, Song et al. [2023] present MEMTO, a memory-guided transformer designed for
reconstruction-based anomaly detection, incorporating a memory module that updates dynamically based on input
data. These approaches highlight the growing trend of integrating transformers with advanced techniques like wavelet
transforms and memory modules to enhance anomaly detection performance in multivariate time series.

4.4 Applications and Case Studies

Scalable multivariate time series anomaly detection is crucial for monitoring complex, real-time systems across various
fields. Ariyaluran Habeeb et al. [2019] discuss extensive applications, ranging from operational monitoring, web
analytics, and smart cities to biometric devices and social media platforms. As real-time data processing becomes
increasingly vital, Olteanu et al. [2023] highlight key domains such as financial fraud detection, network security,
sensor networks, and IoT, where timely and accurate anomaly detection is essential to maintain operational stability
and security in rapidly evolving environments. This section presents other relevant applications of scalable multivariate
time series.

In Natural sciences/Finance, anomaly detection addresses critical challenges like climate monitoring, astrophysical
event detection, and extreme weather forecasting. Climate trends and weather indicators, often used in anomaly
detection, are crucial in fields such as agriculture, public health, and economics, as discussed by Saldanha et al.
[2024]. Porto et al. [2022] underscore the growing importance of machine learning approaches in predicting extreme
weather events in urban areas, particularly in Rio de Janeiro, where traditional numerical weather prediction models
struggle to capture the complexity of such events. Meanwhile, in the astrophysical realm, Zhu and Shasha [2003]
present the application of burst detection algorithms to detect gamma-ray bursts, while demonstrating their utility in
high-frequency stock market trading activities. Time series anomaly detection plays also an important role in automatic
network-stream monitoring [Mason et al., 2019].

In Industrial/Business, multivariate time series anomaly detection is adopted to monitor critical infrastructure and
systems. Lu et al. [2023] and Ahmed et al. [2021] discuss its use in energy grids and machinery failures, while
anomaly detection in electrical grid data is being developed for smarter systems. Smart meters record energy use in
real-time, with scalable online anomaly detection applied to this data [Liu and Nielsen, 2018, Aligholian et al., 2019].

Particularly in the IoT domain, time series anomaly detection has been extensively used. Sgueglia et al. [2022] pro-
vide a systematic literature review of IoT time series anomaly detection solutions including a taxonomy. Similarly,
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DeMedeiros et al. [2023] and Zhou et al. [2023] emphasize the critical role of anomaly detection in IoT and Industrial
IoT (IIoT), where detecting anomalies in vast streams of sensor data is crucial for the success of smart manufactur-
ing and agriculture. Ahmed et al. [2022] presents an application for monitoring business systems based on mobile
broadband networks.

5 Efficiency and accuracy trade-off in distributed online anomaly detection

Distributed methods for online multivariate anomaly detection are still not fully explored. Centralized systems are
easier and work well for small data sets but struggle with larger ones. In financial markets like Nasdaq2, with tens of
millions of daily transactions, detecting anomalies in 24-hour window data is challenging. Centralized methods can’t
handle such scale and speed, and the effect of distributed computing on detection accuracy is uncertain.

The efficiency-accuracy trade-off of distributed online anomaly detection algorithms, especially for multivariate time
series, has not yet been publicly analyzed. This analysis is crucial for indicating the potential of distributed online
detection over high-throughput and high-dimensional time series and motivating future endeavors in the area.

In this section, we compare the accuracy and efficiency of established anomaly detection algorithms over multivariate
streaming time series data with both centralized and distributed executions. We have devised a novel methodology for
performing and benchmarking window-based online distributed time series anomaly detection, described in the next
section. In the remainder of this section, we present adopted experimental settings, multivariate datasets, and discuss
the results of this analysis.

5.1 2OD: Online Distributed Outlier Detection

We have devised a novel systematic methodology, called Online Distributed Outlier Detection (2OD), that allows the
user to benchmark both computational efficiency and detection accuracy of the window-based online and distributed
execution of any outlier detection method currently available, even if it is originally offline or centralized.

To enable systematic performance benchmarking in different scenarios, 2OD is composed of three simple, yet chal-
lenging anomaly detection approaches, namely offline (OffA), online (OnA), and online and distributed (OnDA). Figure
11 illustrates their steps and application scenarios. In particular, the goal of OffA is to establish a baseline for the ex-
perimental analysis of the global efficiency/accuracy performances of both OnA and OnDA, while OnA also serves as
a reference for assessing OnDA regarding its benefits as a distributed approach in an online context.

Figure 11: Illustration of 2OD experimental methodology

OffA (Offline approach) Most anomaly detection (AD) methods are designed for offline detection using batch
inputs of the entire time series, prioritizing accuracy over efficiency [Ariyaluran Habeeb et al., 2019]. OffA addresses
this scenario with a straightforward process: load the dataset, execute a multivariate AD algorithm centralized, and
calculate accuracy and efficiency metrics.

OnA (Online approach) OnA follows a online approach to AD, using a sliding window to simulate data streams.
Each latest window is input to the algorithm for a centralized execution, following a no-memory approach.

In overlapping sliding windows of size p, each observation xt is subject to AD p/l times, where l is the window step,
consequently receiving an equal number of different anomaly scores. The set of scores for each observation xt must
be combined to obtain a final classification [Lima et al., 2024]. Accuracy and efficiency performance metrics can then
be computed.

2https://www.nasdaqtrader.com/Trader.aspx?id=DailyMarketSummary
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OnDA (Online & Distributed approach) The last approach, defined by OnDA, represents an online and distributed
approach to AD. OnDA concerns a scenario of high-throughput and high-dimensional data streams, and the execution
of a given AD algorithm with a distributed and parallel setup based on data partitioning, as illustrated in Figure 12.

Distributed sliding window analysis starts by dividing each window into sub-windows. A single node partitions the
data stream and routes sub-windows to processing instances, where an AD algorithm runs on multiple cluster nodes
for parallel processing. Each instance computes local results for its sub-window [Chen et al., 2016].

Similarly to OnA, each observation xt is subject to AD multiple times, receiving multiple local anomaly scores from
the processed overlapping sliding sub-windows. Local scores are centralized and combined at the merging node to
generate final window results. This process is repeated to obtain final classifications, and then accuracy and efficiency
metrics are computed for each window and the entire time series.

Figure 12: Distributed online anomaly detection process performed by OnDA (adapted from Chen et al. [2016])

Each approach outputs anomaly detections (binary classifications) and performance metrics (accuracy and efficiency)
for comparison and assessment in anomaly detection. Required inputs: an unsupervised AD algorithm, experimental
settings with hyperparameters, and a high-dimensional multivariate time series dataset with anomalies. Experimental
inputs for OffA, OnA, and OnDA are detailed in the following subsections. The implementation of 2OD is publicly
available on Github3.

5.2 Experimental settings

Most anomaly detection methods originate from outlier detection (OD) research, focusing on identifying punctual
anomalies [Blázquez-Garcı́a et al., 2021]. This study evaluates OD algorithms for accuracy and efficiency in streaming
data and distributed execution, excluding sequence anomaly detection.

3https://github.com/RebeccaSalles/2OD
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For this comparison, 10 of the most commonly adopted unsupervised state-of-the-art OD algorithms were selected
[Kuo, 2023, Ntroumpogiannis et al., 2023b, Schmidl et al., 2022, Han et al., 2022b]. Listed in Table 2, they cover the
three main multivariate AD strategies for the online scenario, namely: Distance-based, Statistics-based and Decision-
tree-based. Following the discussion of Section 3.2.1, forecasting-based or reconstruction-based methods are generally
semi-supervised, requiring “uncontaminated” training data drawn from streams [Berahmand et al., 2024], hyperpa-
rameter optimization [Ruff et al., 2018b], and are potentially computationally costly [Schmidl et al., 2022]. For this
reason, our experimental analysis leaves out-of-scope (semi-)supervised methods for anomaly detection. While most
algorithms are distance-based, the latest algorithms are based on statistics computation, which can be less resource de-
manding for big data streams. Not all of the selected algorithms were originally designed for streaming data. However,
due to our experimental design, this was not required. Our proposed methodology is prepared to adapt the execution
of OD algorithms to a distributed online scenario.

Table 2: Selected algorithms
Algorithm Publication Year Detection strategy

ECOD 2022 Statistics-based
COPOD 2020 Statistics-based
DeepSVDD 2018 Distance-based
LODA 2016 Statistics-based
HBOS 2012 Distance-based
IForest 2012 Decision-tree-based
MCD 2004 Distance-based
PCA 2003 Distance-based
CBLOF 2003 Distance-based
KNN 2002 Distance-based

Algorithm implementations are publicly available in the PyOD framework [Zhao et al., 2019, Han et al., 2022b] with
thehyperparameters defined in PyOD by default.

All executions were performed in 5 nodes equipped with Dell C6220 dual-Xeon E5-2680 v2 @ 2.80GHz (20 cores),
with a RAM capacity of 192 GB. Each node runs on CentOS Linux 7.4.1708. One node is dedicated to scheduling
Spark tasks, and the others are in charge of running the Spark load. Each node can simultaneously run 20 tasks. The
entire cluster can perform 80 detection tasks in parallel.

All approaches begin by loading a given time series dataset into the master Spark node, which is responsible for
distributing data partitions and routing the execution to worker nodes, for OnDA, or executing the process itself, for
OffA and OnA. This setup helps level up data availability for all AD approaches, taking into account the overhead of
using task operations [Lange and Fortin, 2014]. Performance metrics adopted to measure the detection accuracy of
all algorithms based on each AD approach include: the Area Under the Curve (AUC) of the Operating Characteristic
Curve (ROC) curve (AUC-ROC), and F1. For measuring efficiency, runtime (in seconds) and speedup metrics are
analyzed.

The experimental settings for the online approaches, OnA and OnDA, are presented in Table 3. Both approaches
rely on data partitioning, making the partition size or window size p a crucial parameter for defining data stream
throughput. In high-throughput time series scenarios, p ranges from 300,000 (a very fast rate [Lu et al., 2023]) to 3
million observations. The window step l is defined as p/2.

For OnA, the OD algorithm execution is performed in one single node and thread (th). In turn, OnDA explores
distributed execution over 4 nodes and over a number of threads going from 2 to 80 as processing instances (maximum,
as each node allows the allocation of 20 threads for simultaneous processing). In order to take maximum advantage of
parallelism, the sub-window sizes sp for OnDA are set such that the number of generated sub-windows (p− sp)/sl+ sl
is equal to the number of distributed processing instances, th. The adopted sub-window step sl = sp/2 is analogous to
OnA. Finally, the functions used to combine results for both windows and sub-windows are the maximum, or average
of detection scores.

5.3 Datasets

This experimental analysis is based on four different multivariate time series datasets containing anomalous observa-
tions. They encompass both synthetic and real-world data, containing up to hundreds of millions of observations. They
allow the simulation of high-throughput and high-dimensional data streams, ranging up to 10 million time points and
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Table 3: Experimental settings for OnA and OnDA
Appr. Settings Values

Window size (p) 300k, 500k, 1M, 3M, 5M, 10M
Window step (l) p/2
# of nodes 1
# of threads (th) 1

OnA

Score comb. func. maximum, average

Window size (p) 300k, 500k, 1M, 3M, 5M, 10M
Window step (l) p/2
# of nodes 4
# of threads (th) 2, 5, 10, 20, 30, 40, . . . , 80
Sub-window size (sp) sp = p − (th − sl) ∗ sl
Sub-window step (sl)) sp/2

OnDA

Score comb. func. maximum, average

more than one hundred variables, being among the biggest multivariate time series AD benchmark datasets currently
available in the literature [Schmidl et al., 2022]. The metadata corresponding to the selected time series datasets are
summarized in Table 4.

Table 4: Selected datasets metadata

Dataset name Origin Dim. Learn. # time series (total) Avg. length # of variables Avg. # of anomalies

3M (GutenTAG) synthetic multi u 14 3000000 2, 3, 5, 10, 20, 50, 100 300000 (10%)
10M (GutenTAG) synthetic multi u 10 10000000 2, 3, 5, 10, 20 1000000 (10%)
Kitsune real multi u 9 2335288 116 (avg.) 110673 (5%)
LTDB real multi u 7 9706422 3 (avg.) 8733 (0.1%)

For the sake of comparing the approaches specifically to the problem of multivariate OD, in a scenario of increasing
dimensionality, we produced two synthetic datasets, inspired by the data generation process implemented by the
GutenTAG tool[Wenig et al., 2022]. They contain time series ranging up to 3 million (3M dataset) and up to 10
million (10M dataset) points in time, respectively, and varying from 2 to 100 variables. All time series follow the same
stationary generating function (N(0,1)), but contain a 10% contamination of punctual anomalies that considerably
exceed the mean of the observations in a 10% neighboring range (context), called extremum anomalies. To simulate
the real scenario in which anomalies may appear consecutively, we reproduce all time series including contiguous
extremum anomalies, called platform anomalies. Synthetic multivariate time series dataset examples are given in
Figure 13.

(a) Extremum anomalies (b) Platform anomalies

Figure 13: Synthetic multivariate time series datasets examples

We also selected two real-world multivariate time series datasets preprocessed and used as a benchmark by the work
of Schmidl et al. [2022], currently the most comprehensive experimental review of AD algorithms publicly available.
In particular, we selected the biggest datasets in both size and dimensions, namely Kitsune [Mirsky et al., 2018] and

22



preprint

LTDB [Goldberger et al., 2000, Moody and Mark, 2001]. Kitsune is the most dimensional dataset containing 9 time
series with over one hundred variables on average and over 2 million observations. On the other hand, LTDB contains
7 time series, which are less dimensional (3 variables on average), but have lengths of around 10 million observations.
In terms of anomaly contamination, Kitsune time series have, on average, 5% anomalous observations, whereas LTDB
series anomalies are more scarce, summing on average 0. 1% of the observations.

5.4 Experimental results

This section presents and discusses the results of the comparison between the efficiency and accuracy of the conducted
multivariate AD approaches, based on the 2OD methodology. The experimental questions we aim to answer are as
follows:

1. Can a distributed approach to a problem of online multivariate OD improve execution efficiency when com-
pared to a centralized approach?

2. How is the distributed execution efficiency affected by increasingly high throughput streams and time series
dimensionality?

3. Are efficiency improvements observable for both synthetic and real data?

4. Are efficiency improvements consistent over all sliding windows and over all different time series and
datasets?

5. How is the detection accuracy performance of OD algorithms affected by distributed execution?

6. How does the global detection accuracy performance of online and distributed-online OD approaches com-
pare to an offline centralized OD approach over a non-streaming multivariate time series?

5.4.1 Online vs Distributed online OD

To answer the first two questions, we compare the speedup provided by OnDA with that provided by OnA for all
selected OD algorithms. Moreover, we observe how the speedup is affected in different scenarios of increasingly
throughput and dimensionality of multivariate time series streams, as well as, increasingly number of parallel process-
ing units (threads). Figure 14 presents speedup results for the 3M dataset, containing simulated data. In the matrix of
plots, each row represents the results for a given OD algorithm (on the right), and each column represents the results
for a time series with a given number of variables (on the top). Each line curve on the plots represents a different
streaming throughput. The darker the color, the higher the data throughput, going from 300 thousand (300k) to 3
million (3M) observations. The increasing number of parallel threads is represented in the x-axis of each plot. The
dashed horizontal line marks the threshold for efficiency improvement (speedup greater than one). Missing values are
the result of either execution timeout (over 8 hours) or failure.

Scenario results based on simulated data Figure 14 shows that OnDA’s distributed approach improves execution
efficiency over OnA. Speedup curves rise with increasing threads due to parallel processing but decline beyond a
peak due to task management overhead [Lange and Fortin, 2014]. Thus, balancing parallel processing with task
management trade-offs is recommended to find optimal setups for maximum speedup.

KNN shows exceptionally high speedup, reaching over 700, partly due to distributed execution. However, the speedup
results also benefit from a loss in OnA efficiency due to memory resource management of large data window matrices
(with 1 million by 100 variables). And among the algorithms, KNN is particularly susceptible to this problem.

The behavior represented by the curves is similar for almost all selected OD algorithms in Figure 14. Clear exceptions
are posed by PCA and HBOS, which do not seem to benefit from a distributed approach. These algorithms are
particularly simple and fast, and in this case, the task management workload is slower than the actual algorithm
execution, making a distributed approach not advisable in terms of efficiency. Other algorithms, such as COPOD
and ECOD, most benefit from distribution depending on the time series throughput and dimensionality. In general,
a higher number of variables results in an increase in speedup, indicating the benefit of adopting a distributed OD
approach for streams of increasingly high dimensions. Exceptions include DeepSVDD, which decreases speedup for
higher dimensions, and CBLOF, which could not be computed for more than three variables. This particular efficiency
behavior is further studied on the basis of Figure 15.

Generally, higher throughput yields higher curves, indicating an advantage of distributed OD approaches for multivari-
ate streams of increasingly high throughput. Exceptions indicate the presence of an overhead from data management
of large sub-windows, affecting the overall OD execution runtime. Figure 15a presents the runtime results (in sec-
onds) for 3M dataset by varying the time series throughput. Different curves now represent the number of time series
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Figure 14: Different scenario speedup results for 3M (simulated). Rows represent results for different OD algorithms
(on the right), and columns represent results for time series with increasing number of variables (on the top).

variables. They show that the execution runtime increases exponentially based on time series throughput for all algo-
rithms. Among them, KNN, MCD, and DeepSVDD are particularly unsuited for data scaling, presenting high slope
curves. However, it is possible to analyze variable scalability by observing the closeness of the curves. In that case,
DeepSVDD seems reasonably unaffected by the number of variables.

This is confirmed in Figure 15b that presents the runtime results for 3M dataset by varying the number of time series
variables. Similarly, different curves represent different stream throughput. DeepSVDD presents an almost continuous
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(a) Runtime by time series throughput

(b) Runtime by number of time series variables

Figure 15: Runtime results for 3M dataset (simulated)

runtime with regard to the increasing time series dimensionality. The remaining algorithm runtimes increase expo-
nentially based on the number of variables, while KNN and MCD remain the least scalable algorithms, followed by
COPOD and ECOD. Still, most of the algorithms could not run with a time series of 100 variables, resulting in timeout
or failure.

Scenario results based on real data To help us answer the third experimental question, Figure 16 shows analogous
speedup curves for real multivariate time series drawn from the LTDB dataset. It corresponds to a representative time
series of LTDB (14149), containing around 11M observations. Although this time series is not high-dimensional,
having a fixed number of 2 variables, it allows the speedup analysis over high-throughput real data streams. For this,
we generated sliding windows of varying sizes, representing increasing stream throughputs ranging from 300k to 10
million (10M) observations.
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Results are consistent with those from the 3M dataset, particularly for low-dimensional streams. Algorithms like KNN,
DeepSVDD, MCD, and iForest benefit most from distributed execution. PCA and HBOS, however, continue to suffer
from distribution task management overhead. High throughput scenarios yield higher speedup for most algorithms,
demonstrating OnDA’s robustness across synthetic and real data.

Figure 16: Speedup results for LTDB dataset (real)

Overall efficiency comparison The fourth experimental question examines the consistency of execution efficiency
improvements across datasets. We compare the average runtime and speedup of OnDA over OnA for all sliding
windows in the time series of the adopted datasets. Results are shown in Figure 17. For comparison, we define a fixed
scenario for both online and distributed approaches, focusing on streams with 1M observation throughput. Algorithms
like CBLOF and KNN could not handle high-dimensional settings due to parameter and memory constraints. For this
reason, CBLOF and KNN are not compared for datasets 3M, 10M, and Kitsune, which contain high-dimensional time
series. Also, for the distributed approach of OnDA, we fix the number of threads th to 50. For this definition, based
on Figure 14, we took the 1M throughput curves for all algorithms and listed the number of threads that yield the
maximum speedup results. Then th is the average number of the threads listed.

Figure 17 shows that OnDA significantly reduces runtime compared to OnA for most algorithms and datasets, with
statistically significant improvements except for HBOS in dataset 3M. The bottom plots display the corresponding
average speedup. This improvement is pronounced for top-ranked algorithms iForest, MCD, and DeepSVDD across
datasets with 2 to 100 variables, indicating the benefits of a distributed approach for low- and high-dimensional time
series at 1M throughput. KNN also ranks highly for the low-dimensional LTDB dataset.

Overall accuracy comparison We investigate if data-partitioning leads to changes in OD algorithm detection ac-
curacy by comparing OnDA and OnA performance across all sliding windows of time series datasets. A positive
difference indicates increased accuracy with a distributed approach, while a negative difference indicates a decrease.
No difference means the accuracy remains unaffected. Figure 18 presents the distributions of the overall differences
in accuracy performance based on F1 and AUC-ROC for all algorithms and time series datasets, while Table 5 shows
the mean and standard deviations. Results show that OnDA has minimal impact on detection accuracy, with mean
differences close to zero and low standard deviations across datasets. Table 5 reinforces this, with most differences
falling within [−0.05, 0.05]. This indicates that distributed execution maintains accuracy while improving efficiency.

This is a surprising result for a distributed execution based on data partitioning. The OD algorithms can only analyze
sub-windows of data, therefore assuming the risk of overlooking global anomalies. Nevertheless, this limitation can
become an advantage in a scenario of streaming time series containing mostly local punctual anomalies, making this
distributed approach particularly suitable for detecting such anomalies while improving execution efficiency.
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Figure 17: Overall execution efficiency comparison for all OD algorithms over all possible sliding windows of the
adopted time series datasets.

Figure 18: Overall comparison of accuracy for all datasets based on F1 and AUC-ROC. Lines represent the distribution
of the differences between accuracy measures from OnDA compared to OnA

5.4.2 Offline vs Online vs Distributed online

Finally, our last experimental question refers to the impact of online and distributed-online OD approaches on the
global detection accuracy performances of the algorithms, when compared to an offline centralized OD approach. To
help answer this question, Figure 19 compares OnA and OnDA with OffA and shows the mean and standard deviation
of their global accuracy differences. As expected, OnA and OnDA generally show reduced global accuracy compared
to OffA, particularly for datasets with global anomalies, such as Kitsune. Exceptions are posed by the LODA and
MCD algorithms, for which OnA and OnDA approaches seem to result in relevant global accuracy improvements over
OffA, especially regarding AUC-ROC measures. Unfortunately, this is actually not a merit of OnA and OnDA, but a
demerit of the offline detection of the Kitsune time series based on these algorithms, due to their high-dimensionality.
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Table 5: Mean and standard deviation of AUC-ROC and F1 differences between accuracy measures from OnDA
compared to OnA

Algorithm 3M 10M LTDB Kitsune

Diff F1 Diff AUC-ROC Diff F1 Diff AUC-ROC Diff F1 Diff AUC-ROC Diff F1 Diff AUC-ROC

DeepSVDD 0.00 ±0.03 0.01 ±0.03 0.00 ±0.04 0.03 ±0.03 0.00 ±0.01 0.00 ±0.01 0.00 ±0.09 -0.03 ±0.14

MCD 0.00 ±0.01 0.00 ±0.01 -0.01 ±0.00 0.00 ±0.01 0.00 ±0.01 0.00 ±0.01 0.04 ±0.18 0.04 ±0.18

ECOD 0.00 ±0.00 0.00 ±0.01 -0.02 ±0.02 -0.01 ±0.01 0.00 ±0.01 0.00 ±0.01 -0.02 ±0.08 0.00 ±0.13

iForest 0.00 ±0.02 0.03 ±0.02 0.00 ±0.02 0.02 ±0.02 -0.01 ±0.02 0.00 ±0.01 -0.03 ±0.11 -0.04 ±0.15

HBOS 0.00 ±0.01 0.00 ±0.01 -0.02 ±0.06 0.01 ±0.03 0.01 ±0.03 0.00 ±0.02 0.03 ±0.12 -0.06 ±0.14

LODA 0.03 ±0.03 0.05 ±0.03 0.02 ±0.05 0.04 ±0.03 -0.01 ±0.05 0.01 ±0.02 0.01 ±0.08 0.00 ±0.14

COPOD 0.00 ±0.01 0.02 ±0.02 0.02 ±0.02 0.06 ±0.02 0.00 ±0.01 0.00 ±0.01 -0.02 ±0.11 0.00 ±0.15

PCA -0.01 ±0.01 0.00 ±0.01 0.00 ±0.01 0.01 ±0.01 -0.01 ±0.04 0.00 ±0.01 -0.03 ±0.12 -0.02 ±0.16

KNN - - - - 0.01 ±0.04 0.01 ±0.03 - -
CBLOF - - - - 0.00 ±0.02 0.00 ±0.01 - -

However, datasets with local anomalies, like 3M and LTDB, show comparable results across all approaches. This
indicates OnDA’s potential for efficient, scalable anomaly detection with minimal accuracy trade-offs.

Figure 19: Overall accuracy comparison for all datasets based on F1 and AUC-ROC. Solid lines represent the mean
and standard deviations of the differences between accuracy measures from OnA and ONDA compared to OffA

Our results show that online anomaly detection algorithms, like OnA, are comparable to offline ones, like OffA, as
supported by prior studies [Ntroumpogiannis et al., 2023b]. This depends on the anomaly type (global or local) and the
algorithm’s ability to handle high-dimensional time series. The same is true for distributed online methods like OnDA.
Overall, OnDA is promising for efficient, scalable online multivariate anomaly detection without losing accuracy.

6 Related Work

A large number of comparative reviews and surveys have been published on outlier and anomaly detection. Olteanu
et al. [2023] provides a systematic meta-survey of reviews, analyzing the evolution of outlier detection over 20 years
and emphasizing the underexplored area of high-dimensional anomaly detection [Thudumu et al., 2020]. Table 6 lists
key papers from the last 8 years, categorized by their focus on anomaly detection in (i) multivariate time series, (ii)
online streaming data, and (iii) scalable detection in large, high-dimensional time series.

Multivariate anomaly detection has been a prominent area of study for the last decade. Despite most current sur-
veys focusing on univariate aspects [Munir et al., 2019b], several works review solutions for multivariate time series.
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Table 6: Most relevant surveys/comparative reviews published in the last 8 years on anomaly detection. They are
categorized based on their main scope focus concerning the problem of anomaly detection over (i) multivariate time
series, (ii) online detection over streaming data, and (iii) large and high-dimensional time series data. They are also
categorized according to their experimental contribution.

Reference Year Main focus Experimental contribution

Multivariate Online Scalable Benchmarking Methodology

Zamanzadeh Darban et al. [2024] 2024
√

Li and Jung [2023] 2023
√

Schmidl et al. [2022] 2022
√ √

Ntroumpogiannis et al. [2023b] 2023
√ √

Munir et al. [2019b] 2019
√ √

Ahmad et al. [2017] 2017
√ √

Correia et al. [2024] 2024
√ √

Aggarwal [2017] 2017
√ √

Ariyaluran Habeeb et al. [2019] 2019
√ √

Mason et al. [2019] 2019
√ √

Our work 2025
√ √ √ √ √

Schmidl et al. [2022] provides a comprehensive survey of 33 state-of-the-art methods for multivariate detection (also
reviewing 38 methods for univariate time series). Zamanzadeh Darban et al. [2024] surveys 56 deep anomaly detection
models in multivariate time series, focusing on forecasting or reconstruction-based strategies. Similarly, Li and Jung
[2023] reviews deep learning techniques for anomaly detection in multivariate time series. These works, however, do
not address online detection challenges 3.2.1.

Not many works focus on contextualizing online anomaly detection methods. Among them, Ntroumpogiannis et al.
[2023b] surveys and experimentally compares 9 online anomaly detection methods from different strategies (i.e.,
statistics-based, distance-based, and decision-tree-based) evaluated along with their offline counterparts. Munir et al.
[2019b], compares 13 online methods, being either traditional or deep learning-based. Also, Ahmad et al. [2017]
evaluates 7 unsupervised online anomaly detection methods. However, these works mainly focus on univariate time
series anomalies.

The work of Correia et al. [2024], on the other hand, unifies multivariate and online anomaly detection problems,
providing a taxonomy and reviewing methods, datasets, and metrics, with a focus on model-based and reconstruction-
based strategies. Aggarwal [2017] reviews solutions for outlier detection in multidimensional streaming time series.
However, neither of these works prioritize efficiency and scalability.

Ariyaluran Habeeb et al. [2019] and Mason et al. [2019] address online big data processing for anomaly detection.
They summarize tools and use cases such as network traffic monitoring, healthcare, and autonomous systems. How-
ever, their scope does not address multivariate time series data and their particular demands.

To the best of our knowledge, no surveys or comparative reviews in the literature focus on scalable and online anomaly
detection over multivariate time series streaming data. Our work addresses this issue by:

• extending previous surveys on online multivariate anomaly detection methods, considering all detection
strategies;

• surveying and contextualizing the state-of-the-art on scalable and distributed online multivariate time series
anomaly detection;

• providing a unified taxonomy of multivariate anomaly detection solutions.

Additionally, few surveys propose experimental contributions, generally limited to benchmarking [Ntroumpogian-
nis et al., 2023b, Schmidl et al., 2022, Munir et al., 2019b, Ahmad et al., 2017]. Only a subset analyze efficiency
[Ntroumpogiannis et al., 2023b, Schmidl et al., 2022, Ahmad et al., 2017]. Our study fills this gap by introducing
2OD, a unified methodology for anomaly detection that applies to all reviewed methods, demonstrating the potential
of distributed online anomaly detection over high-throughput and high-dimensional time series.
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7 Conclusion

This survey presents a comprehensive review of scalable, online anomaly detection methods for multivariate time
series, providing a unified taxonomy and analysis of state-of-the-art techniques, especially addressing the unique
challenges of high-dimensional, real-time data streams. This survey, fills a gap in the literature, providing researchers
and practitioners with a detailed, structured reference for scalable online multivariate anomaly detection.

We also propose 2OD, an innovative methodology for evaluating the efficiency and accuracy of distributed approaches
for a broad array of outlier detection methods in high-throughput scenarios, thereby extending the applicability of
distributed analysis to previously offline or centralized algorithms. Experimental results demonstrate substantial com-
putational efficiency improvements without compromising detection accuracy, showcasing the potential of distributed
approaches across diverse datasets and scenarios.
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T. Schlegl, P. Seeböck, S. M. Waldstein, U. Schmidt-Erfurth, and G. Langs. Unsupervised anomaly detection with generative
adversarial networks to guide marker discovery. In International conference on information processing in medical imaging,
pages 146–157. Springer, 2017.

S. Schmidl, P. Wenig, and T. Papenbrock. Anomaly detection in time series: A comprehensive evaluation. Proceedings of the
VLDB Endowment, 15(9):1779 – 1797, 2022. doi: 10.14778/3538598.3538602.

M. Schreyer, T. Sattarov, D. Borth, A. Dengel, and B. Reimer. Detection of anomalies in large scale accounting data using deep
autoencoder networks. arXiv preprint arXiv:1709.05254, 2017.

G. Sebestyen, A. Hangan, Z. Czako, and G. Kovacs. A taxonomy and platform for anomaly detection. In 2018 IEEE International
Conference on Automation, Quality and Testing, Robotics, AQTR 2018 - THETA 21st Edition, Proceedings, pages 1–6, 2018.
doi: 10.1109/AQTR.2018.8402710.

A. Sgueglia, A. Di Sorbo, C. A. Visaggio, and G. Canfora. A systematic literature review of iot time series anomaly detection
solutions. Future Generation Computer Systems, 134:170–186, 2022.

J. Shafer, S. Rixner, and A. L. Cox. The hadoop distributed filesystem: Balancing portability and performance. In 2010 IEEE
International Symposium on Performance Analysis of Systems & Software (ISPASS), pages 122–133. IEEE, 2010.

R. H. Shumway and D. S. Stoffer. Time Series Analysis and Its Applications: With R Examples. Springer, apr 2017. ISBN
978-3-319-52452-8.

M.-L. Shyu, S.-C. Chen, K. Sarinnapakorn, and L. Chang. Principal component-based anomaly detection scheme. Foundations
and novel approaches in data mining, pages 311–329, 2006.

J. Song, K. Kim, J. Oh, and S. Cho. Memto: Memory-guided transformer for multivariate time series anomaly detection. Advances
in Neural Information Processing Systems, 36:57947–57963, 2023.

I. Souiden, Z. Brahmi, and M. N. Omri. A metaheuristic-based subspace search approach for outlier detection in high-dimensional
data streams. In International Conference on Disruptive Technologies: Innovations & Interdisciplinary Considerations, pages
29–41. Springer, 2022.

35



preprint

Y. Su, Y. Zhao, C. Niu, R. Liu, W. Sun, and D. Pei. Robust anomaly detection for multivariate time series through stochastic
recurrent neural network. In Proceedings of the 25th ACM SIGKDD international conference on knowledge discovery & data
mining, pages 2828–2837, 2019.

E. Sylligardos, P. Boniol, J. Paparrizos, P. Trahanias, and T. Palpanas. Choose wisely: An extensive evaluation of model selection
for anomaly detection in time series. Proceedings of the VLDB Endowment, 16(11):3418 – 3432, 2023. doi: 10.14778/3611479.
3611536.

S. Tafazoli and E. Keogh. Matrix profile xxviii: Discovering multi-dimensional time series anomalies with k of n anomaly detection.
In Proceedings of the 2023 SIAM International Conference on Data Mining (SDM), pages 685–693. SIAM, 2023.

S. C. Tan, K. M. Ting, and T. F. Liu. Fast anomaly detection for streaming data. In Proceedings of the Twenty-Second international
joint conference on Artificial Intelligence - Volume Volume Two, IJCAI’11, pages 1511–1516, Barcelona, Catalonia, Spain, jul
2011. AAAI Press. ISBN 978-1-57735-514-4.

Y. Tanaka and K. Uehara. Discover motifs in multi-dimensional time-series using the principal component analysis and the MDL
principle. In Lecture Notes in Artificial Intelligence (Subseries of Lecture Notes in Computer Science), volume 2734, pages
252–265, 2003. doi: 10.1007/3-540-45065-3\ 22.

Y. Tanaka, K. Iwamoto, and K. Uehara. Discovery of time-series motif from multi-dimensional data based on MDL principle.
Machine Learning, 58(2-3):269–300, 2005. doi: 10.1007/s10994-005-5829-2.

X. Tao, Y. Peng, F. Zhao, P. Zhao, and Y. Wang. A parallel algorithm for network traffic anomaly detection based on isolation
forest. International Journal of Distributed Sensor Networks, 14(11):1550147718814471, 2018.

S. Thudumu, P. Branch, J. Jin, and J. Singh. A comprehensive survey of anomaly detection techniques for high dimensional big
data. Journal of Big Data, 7:1–30, 2020.

T. Toliopoulos, C. Bellas, A. Gounaris, and A. Papadopoulos. Proud: Parallel outlier detection for streams. In Proceedings of the
ACM SIGMOD International Conference on Management of Data, page 2717 – 2720, 2020. doi: 10.1145/3318464.3384688.

L. F. Tony, T. K. Ming, and Z. Zhi-Hua. Isolation-based anomaly detection. ACM Transactions on Knowledge Discovery from Data
(TKDD), 6(1):3, 2012.

S. Torkamani and V. Lohweg. Survey on time series motif discovery. Wiley Interdisciplinary Reviews: Data Mining and Knowledge
Discovery, 7(2), 2017. doi: 10.1002/widm.1199.

L. Tran, M. Mun, and C. Shahabi. Real-time distance-based outlier detection in data streams. Proceedings of the VLDB Endowment,
14(2):141–153, 2020. doi: 10.14778/3425879.3425885.
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